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MJOG Communications to BSW GP Practices
27.11.2020

Background
BSW CCG is aligning the MJOG SMS messaging services across all BSW CCG GP practices. In the coming month we will undertake:
· Engagement activities with the BSW GP Practices.
· Planning for the deployment of the product(s) to all BaNES GP practices.
· Planning for the upgrade of existing product(s) to all Swindon and Wiltshire GP practices (where applicable).
This activity will be led by the Digital Team and further communication will be forthcoming through the Primary Care Team, TeamNet and CCG GPIT meetings.
The planned go-live date for the BaNES GP practices is currently 01st January 2021.

Deployment
The deployment of MJOG services will occur in phases (further information will be forthcoming).
	Phase 1

	Deployment of Premium and SMART (by 1st January 2021)

	Phase 2
	Web Messenger rollout when all sites are deployed


	Phase 3
	Once all practices are aligned, the other functionality of MJOG will be review via the Clinical Systems Group









Supporting Documentation
Please see the documentation below for the differences between MJOG Premium and Smart:
· MJOG Premium:


· Allows 2-way SMS Messaging with multiple functions such as 2-way reminders with auto cancel, mass campaigns, FFT and more all with automatic read-coding. 

· MJOG Smart:


· Provides patients access to Rich messaging (Smart) via MJOG Messenger APP.

Additional Information
· MJOG: Standalone System Installation, Support & Technical Requirements



· Web Messenger Webinar
· Web Messenger Demo
· Links to the MJOG Messenger app: App Store / Google Play

Any questions or concerns please contact Jagjit Mandair,
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MJog Smart

84% of adults in the UK own a smartphone, and this number continues to rise. To match patient
expectations, we have developed MJog Smart. Smart allows your practice to send messages of

almost any length, with images and video, to patients for free. Patients can read the messages
from their practice via MJog Messenger, our free app, or through their Web Browser with our new
feature, Web Messenger, meaning patients do not have to download an app.

MJog Smart is available for patients to digest messages via Smart App (MJog Messenger) or via

their Web Browser via MJog Web Messenger.

How can | use MJog Smart?

¢ Deliver appointment reminders — which
can sync automatically with calendars in
the patient’s phone.

¢ |nclude images and video — make your
messages stand out and improve patient

healthcare by including images and video.

You can easily embed a YouTube video or
just include a nice picture of the practice
for the patient to look at - it’s up to you.

Forget SMS segments - as MJog Smart
delivers messages via Smart App or Web
Messenger (through a web browser), you
don’t need to worry about the length of
the message. If you can type it, you can
send it via MJog.

Personalised information delivered
to your patients - increase your levels
of access and awareness of practice
services and health campaigns.
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Manage patient’s long-term

conditions digitally - in conjunction
with MJog’s Patient Health Monitor —
patients can submit results such as blood
pressure, weight and more.

Deliver notifications to patients -
addition to messages being grouped by
their type (reminders, now messages,
health campaigns, and FFT) push
notification messages will be delivered to
patients across their devices - accessible
24/7 wherever they are. SMS EMAIL
VOICE

It’s easier for patients - to respond to
your messages. Instead of relying on the
Keyword Responder, and patients to not
make spelling mistakes, with MJog Smart
you can use buttons and create your own
patient surveys.

SMART
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MJog Smart

MJog Smart allows automated communications from review invitations, recalls, and patient

newsletters, which are recorded into the patient’s record, so there is a complete end to end history

of communications from you to your patients.

Security is paramount for us, and MJog Smart is encrypted to a very high standard (AES 256), and
the data on the app is private with a unique identifier and PIN protection to ensure only the patient

views their information.

What are the benefits of MJog Smart?

¢ Provide in depth security for patients -
with double authentication, patients have
unique verification, and password control
to access your communications.

¢ Greater patient engagement - it’s a
channel which suits patients across
all ages, from those confident using
social channels like “WhatsApp” to the
new user - MJog Smart is clear and
straightforward.

e Greater cost savings - MJog Smart is a
significantly lower cost than using SMS
messaging, delivering higher levels of ROI
across a wider patient population.

¢ Traceable audit of communications -
trace delivery of messages to patients to
show which patients have received
your communications.

e More patient access - push notifications
will allow for ‘alarm’ notifications
to patients who have received their
appointment confirmation message
ahead of their appointment.

e Use Global Templates to save time -
and send pre-prepared chronic disease
invites, patient advice, and Friends and
Family Test questionnaires.

e Set up Keyword Responses to
automatically send specific messages
to patients that text in or email in -

e.g. if a patient texts or emails the word
‘smoke’, MJdog can automatically respond
with smoking advice, and read code it
into the patient’s record.

MJog Smart is a subscription based service, available as an add-on to the MJog
Premium (SMS) service. If you have more questions, or would like a demo, email our
team at smart@mjog.com or phone us on the number below.
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Introduction
The MJog Messaging System (system) provides Short Message Service (SMS) and other messaging services.

This document describes the PC software and hardware requirements for a successful installation of the MJog
system.

MJog’s Deployment Team will assist in determining your exact requirements and will work with your technical
teams to agree the best approach and method.

Basics

The MJog system consists of services which interface with an SQLite database which will be installed on a
desktop PC or server (physical or virtual), which is referred to as the host.

An Apache web server, with PHP installed, is used to host/serve the MJog system web-based user interface
(web Ul).

All clients then access and use the MJog system through a web browser using the web Ul via a unique URL,
which can only be accessed across the local area network (LAN).
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Host Requirements
The MJog system runs as a collection of three services on the host and utilises the SQLite database engine and
Apache web server; both are installed on the host as part of the standalone installation by our Deployment Team.
Technical Specification Requirements

o Microsoft Windows 10 Pro or later operating system

e Quad core multi-threaded processor or better

e 8GB RAM or more

e 20GB available space

e Solid state storage recommended for performance reasons

Backups
The MJog system only performs a local backup of the database. It is recommended that an external copy of
the local backup is taken regularly. The default location of the local backup is the following folder:

C:\Program Files (x86)\Soft Option Technologies Ltd\MJog\Restore

Local Administrator Rights

Both for the installation and ongoing support, it will be necessary for a user account with local administration
rights on the host to be made available to the Deployment and Support Teams when required. The account
name and password should be entrusted to a full-time user that can grant access to the Support/Deployment
Team when needed.

Service Internet Access

By default, the MJog system services are run as the built-in Local System (SYSTEM) account. If you have
deployed a proxy server to provide internet access or the SYSTEM account has restricted internet access. Then
the services will need to run as a different account/user that has internet access. The account/user must have
the same level of access as the SYSTEM account and the password must not expire.

Firewall Exceptions

For management, support, and operational reasons, the MJog services also connect automatically with our own
servers which are held within an Amazon Virtual Private Cloud (VPC).

The following URLs must be accessible by the host. Please note these domains have dynamic IP addresses so
IP addresses cannot be used when configuring your firewall exceptions:

e https://*.mjog.com
e https://*.mjog.net

The host must also be able to access our VPC public IP addresses:
e 13.248.152.73

e 76.223.18.185

All traffic between the MJog services and our VPC is secured (TLS 1.2) and uses the standard HTTPS port 443.
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Web Ul Requirements

Web Browser

All users access the web Ul via a web browser and can be accessed from any PC on the same LAN as the host.
The web Ul is compatible with the following web browsers:

o Microsoft Internet Explorer 11
o Microsoft Edge
e (Google Chrome
e Mozilla Firefox 25 and above

MJog recommends using the most up-to-date vendor supported browsers.

Clinical System Connection

The MJog service will need to connect to the practice’s clinical system.

EMIS Web

The MJog service will need access to the EMIS partner API through the Health and Social Care Network (HSCN).
MJog has its own DNS address to connect to the EMIS partner APl which is different to the usual address used
by other third-party software:

mjog.spine.emis.thirdparty.nhs.uk

If the DNS address can’t be used, then EMIS support will need to be contacted to obtain the IP address ranges.
You can find their contact information at the end of this document.

Microtest Evolution

The service will need to access the Microtest database via the practice’s LAN. Microtest support will set up the
access the MJog service will need.

TPP SystmOne

The MJog service will need to connect to the gateway version of the SystmOne application via the practice’s
LAN. Best practice is to install the MJog service on the same desktop PC or server that runs the gateway. |If
the gateway is closed or logged out, the MJog service will lose connectivity.

If there is an active local firewall on the gateway host, inbound traffic on TCP port 49984 needs to be allowed,
so that the MJog service can connect to the gateway.
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Software Updates

Updates to the MJog system are also released and applied automatically. All updates are issued as small EXE
or SQL statement files (text files with a file extension of SQL).

It may also be necessary for any proxy and firewall settings to be configured to allow these EXE and SQL files to
be downloaded.

We will never release software that has not been tested, and only release software for the purposes of updating
and maintaining or enhancing the MJog system.

Installation and Support

For both installation and ongoing product support it will be necessary to pre-approve and agree the technical
arrangements that allows remote access to the MJog host. Some CCGs already have their own solution in
place for third party suppliers and this can be discussed with the MJog Team.

We have our own preferred solution, Away From My Desk (AFMD). This is a commercial application that allows
the remote user (a user at the CCG or Health Board) to invite us to remotely connect to a PC for the sole purpose
of support or maintenance. This access is granted on a per-use basis and is always under the control of the
remote user at the practice. There is no way we can connect without the direct involvement and approval of the
practice each time.

We recommend AFMD for the following reasons:
e 256-bit encryption
e [tis an attended remote connection
e Web based access over port 80 and 443
e A system already widely used within the NHS and Government bodies
e Adheres to rules defined in Connecting for Health Information Governance toolkit

We are already successfully using this proven solution in many CCGs and Health Boards across England,
Scotland, and Northern Ireland.

MJog also has a Health and Social Care Network (HSCN) connection which can also be used.
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SMS Messaging Providers
The MJog system works with four SMS messaging providers; NHSmail, BT/EE, FireText and MJog.

NHSmail
The MJog service will need direct access to the NHSmail POP and SMTP services.

Best practice should be that any services connecting to NHSmail should resolve to the DNS address as opposed
to specific IP addresses. The use of Host Files is not supported by NHSmail.

Below is a table listing the DNS addresses, ports and protocols and IP address ranges as specified by NHS
Digital.

DNS Address TCP Port (Protocol) IP Address Ranges
send.nhs.net 587 (SMTP) 155.231.210.192/26
pop.nhs.net 995 (POP3) 10.222.62.0/24

BT/EE or FireText

Messages sent using BT/EE or FireText are despatched via the sender that has been chosen (BT/EE or FireText).
All configuration will be undertaken by the MJog Deployment Team at the time of installation whereby the details
provided from BT/EE or FireText will be added to the accounts.

SMS messages dispatched via BT/EE or FireText are charged by the provider. Reply messages are charged to
the sender (patient) at their standard network rate.

MJog

Messages sent using MJog are despatched via our own SMS gateway so there is no need for any additional
accounts to be setup. All configuration will be undertaken by the MJog Deployment Team at the time of
installation and forms part of your account with us.

SMS messages dispatched via MJog charged by us. Reply messages are charged to the sender (patient) at
their standard network rate.

Data Protection

As with all messaging services, MJog requires at least the minimum information to perform message delivery,
but the content of all messages is entirely within the discretion and control of each practice. Minimal personal
identifiable information (Pll), specifically, first name, last name, date of birth, mobile/email/home number and
patient ID, is held within the MJog database on the host. The MJog database holds no clinical information.
Please see our Privacy Policy for more information. We are registered with the Information Commissioner’s
Office (ICO), reference number Z109053X.
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When you contact our support team, make sure that you tell them your

MJog account ID.

Q Support Contact Information

Click the option button on the DGP toolbar,
|} online then click the Desktop GP Help button or,
click the support centre button in your MJog

M email support@mjog.com &

%phone 01353 780 180

JQ This document may contain errors. If you find an error, please let us know .
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MJog Premium

MJog Premium integrates with all leading clinical systems, providing a leading solution to your
patient communication needs. It’s quick and easy to deploy to one or many practices. Our Patient
Engagement Platform allows two-way communications between you and your patients via SMS
and multiple other channels, with subscription, delivering a wide range of benefits to your practice
including a 50% or greater reduction in DNAs (Did Not Attends).

Benefits of MJog Premium include:

e Automatic appointment cancellations
- improve access and experience.

e Automatic appointment confirmation
messages - increase efficiency, and
appointment availability.

¢ Text Back Service - reduce reception
time as patients can text surgery 24/7.

e Health Campaign Manager - cuts
practice communication costs, and
improves disease management through
patient recalls and health information.

¢ Prepare campaigns as far in advance
as needed - schedule your health
campaigns to occur automatically
throughout the year.

Automatic read coding of campaigns
and patient replies - increase QOF
income, and cut admin time.

Attach a document - save postage costs
by easily sending an indvidual, or group
of patients, a PDF document.

Capture responses from patients — use
filters and automatically read code to your
clinical system.

Auto-responses - automatic replies
to incoming patient messages with
automatic read coding to your clinical
system.

Patient Health Groups - automatically
maintained, frequently used Patient
Groups, for speed and ease of repeating
many health campaigns e.g. PPG or PRG.

We have been using MJog for chronic diseases, including asthma invites.
Patients have found it extremely useful to be able to automatically cancel

their appointments, by texting us back. Those responses are then recorded
automatically into our clinical system and read-coded - a lifesaver!
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MJog Premium modernises your patient communication systems by dramatically improving
patient engagement through multi-channel delivery. Using MJog, practices reduce DNAs and
save substantial time within the practice through advanced messaging automation. Practices can
customise MJog infinitely, however, it's also able to turn-on and leave running in the background.

How can | use MJog Premium?

e Send two-way SMS messaging - 24/7. e Use Global Templates to save time -
and send pre-prepared chronic disease
invites, patient advice, and Friends and

Automatically update patient medical L S —

records - with the response to health
questions (e.g. smoking status).

Set up Keyword Responses to
automatically send specific messages
to patients that text in or email in -

e.g. if a patient texts or emails the word
‘smoke’, MJog can automatically respond
with smoking advice, and read code it
into the patient’s record.

Run data integrity campaigns - help
quickly identify duplicate mobile or family
mobile numbers, and maintain patient
confidentiality.

Allows patient ‘Opt-In’, enabling
patient choice - of how they are
contacted through the many alternative
communication options.

Send documents to groups or
individual patients - see huge savings on
sending letters by post.

MJog Premium is available on a monthly or annual contract, providing you with an easy and cost-
effective way to deliver your patient health communications. We would.love to show you MJog in
action, so email or call us today to arrange a demo.

We use our Annual Patient Survey to get feedback on our services and it has
been difficult to get the survey out to patients, but using an SMS campaign
we delivered over 9,000 SMS messages which included a link to the survey
generating over 5% response rate. It saved us handing out leaflets to patients
and asking them to complete the survey by hand.
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