HEALTHCARE

Fraud Alert

Mandate Fraud Using Creative
Education Detalils

A Mental Health NHS Foundation Trust has been targeted by fraudsters with an
attempted mandate fraud.

A Clinical Lead at the Trust received an email purportedly from the Project Manager
of Creative Education chasing up an invoice payment and subsequently requesting
a change of payment details.

The email contact from Creative Education initially appeared to be genuine as it
came from xxx@creativeedvcation.com. The fraudsters had further attempted to
deceive the Trust by using the correct contact details of the Project Manager. The
correct email account should be xxx@creativeeducation.co.uk.

Considering the detail that the fraudsters had used in the email address and the
use of the correct details for the Project Manager, it would appear that the email
accounts had been hacked.

Note the u was changed to a v and .co.uk was changed to .com

These fraudulent email addresses often contain a small change in detail
that is difficult to spot.
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Status: Action Required

Check if your organisation
makes any payments to
Creative Education and be
alert to correspondence
requesting a change of
bank details.

If you think that your
organisation has been a
victim of mandate fraud,
please notify your bank
immediately to attempt to
recover lost funds, and alert
your Anti-Crime Specialist.

Before changing any supplier bank account details (direct debit, standing order or bank transfer mandate), always
contact the supplier using established contact details in existing records and not from information supplied in a

change request.

Disclaimer: This document is provided for guidance and awareness purposes only. This summarising article is not a full record of the key matters and is not intended as a definitive and legally binding statement of the position. While every effort is
made to ensure the accuracy of information contained, it is provided in good faith on the basis that TIAA Limited accept no responsibility for the veracity or accuracy of the information provided. Should you or your organisation hold information, which

corroborates, enhances, contradicts or casts doubt upon any content published in this document, please contact the Fraud Intelligence Team.

Handling & Distribution: This document must not be circulated outside of your organisation, on public facing websites or shared with third parties without written consent. Onward disclosure without prior authority may be unlawful under the

Data Protection Act 2018.
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For further discussion and support, including fraud awareness training services, contact:

Melanie Alflatt, Director of Anti-Crime Services Email: fraud@tiaa.co.uk




