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Frequently asked questions – for professionals

1. What is an Integrated Care Record?
Health and Care organisations across Bath and North East Somerset, Swindon and Wiltshire (BSW) are working together to make available an Integrated Care Record (ICR).  An Integrated Care Record is a system which interfaces with different digital health and social care records allowing secure access to key information by professionals involved in care. These systems are being rolled out across England by the local health services. This includes GP, hospital and other health and care organisations.
2. Why do we need an Integrated Care Record?
The Integrated Care Record will become a fully integrated health and social care record for patients in our area to support patient care. It has been developed with the intent of enabling all organisations providing health and social care support in BSW to share care information with one another. 
To enable the Integrated Care Record to realise its full potential, participating partner organisations sign up to an information-sharing agreement – the purpose of this is to provide a robust and legal framework for sharing care information between agencies in BSW to support improved health and social care.
3. What is the benefit of sharing?
BSW is moving to a more integrated system of care for patients/citizens with closer working with a variety of providers. This way of working is reliant of sharing of appropriate information about an individual. Benefits of the ICR which have already been started to be realised include:
· professionals have a more complete picture of a person with a reduced need to go searching for information
· less repetition e.g. asking a medical / personal history
· stopping duplication e.g. organising tests or assessments which have already been completed by another organisation
· ability to create shared care plans that all professionals can see which allows appropriate end of life decisions being made
· ability to plan services based on an understanding of population need

4. How does it work?
The Integrated Care Record is a secure shared digital record that is only provided to health and social care organisations that can comply with the relevant laws about data protection. 
Only those directly involved with a person’s care and authorised to use the system can see patient identifiable information, and records are kept of who accesses which records. 
The Integrated Care Record system that is being used in BSW is supplied by Graphnet who provide a number of integrated care records systems, through their product Care Centric, across the UK.  https://www.graphnethealth.com/solutions/shared-care-records/ 
5. How do I enable sharing into the ICR?
This is done on an organisational basis. For GP practices the ICB manages an organisational group in SystmOne which once joined, allows data to flow automatically to the ICR on a nightly basis. For other providers the ICB works with local IT teams to manage the mechanisms for this data feed. 
6. What happens if a patient wants to object to their information to be included in the ICR?
If a patient wishes for their information not to be shared, then this will need to be for the whole ICR. We would strongly recommend that this is explained clearly to the individual and the potential consequences explained (e.g. if involved in an accident the emergency teams may not be able to access important information promptly). If the person still wishes to object, please direct them to their GP who can apply the relevant code to their record (XaKRw- Refused consent for upload to local shared record).

7. What happens if a patient wants an ICR but has previously opted out?
In the past individuals have expressed an unwillingness to share their GP information with other organisations. We still respect these decisions so if a historical code exists in a GP record an ICR record will not be accessible. It may be worth re-discussing this decision with individuals as they may not be aware of the implications. If an individual now wants to be included in the ICR they need to be directed to their GP who can apply the relevant code to their record (XaKRv- Consent given for upload to local shared electronic record). 
Information will start being included in the record from the next day, but historic GP information will take some time to be included.

8. How do I handle a SAR?
All the information in the ICR except the care plan is taken from provider professional systems. If an individual wanted a copy of the information held in the ICR they should be directed to all the providers that they have a relationship with and follow standard SAR processes. 

9. Do I need to ask consent to see an ICR record
No. As long as you have a direct relationship with the individual and need to access information to deliver health or social care. This is part of the GDPR regulations and more information is included in the DSA which can be downloaded here :  https://bsw.icb.nhs.uk/wp-content/uploads/sites/6/2022/10/Data-Sharing-Agreement-for-Integrated-Care-Records.docx


10. Do we need to get consent for sharing into the ICR?
No. We as health and care organisations have a duty to share information but patients/citizens should be informed (but not consented). The informing should occur with the privacy notice each organisation has. 
Further information on this is available in Section 11 of the DSA: 

“The ICR is a new way of sharing data.  Much of that data is already shared via phone call, email, and letter.  The ICR is in effect a timelier and secure method of sharing.  
Objections will need to be checked as to whether they are objections to the sharing of the data, or objection to sharing via the ICR as a mechanism.  Objections to sharing in general will have to be managed by the relevant partner’s policy.
Where an individual raises concerns about the sharing of data via the ICR itself, then if these concerns cannot be addressed, a decision will need to be made by the relevant lead professional as to whether safe and effective care can be delivered without using the ICR.  If the professional view is that it can be with data being shared by previous methods then the individual’s objection to the ICR may be upheld and their data prevented from being shared via the ICR.”
11. What information from my professional record gets shared?
The Integrated Care Record will provide a common set of information on each individual that health and social care professionals will be able to access to help them provide even better care and support, provided there is a direct care relationship with that individual. Examples of what will be shared include:
· Demographics and contact details
· list of diagnoses
· medications
· vaccinations
· allergies
· GP activity (dates/times)
· hospital activity (dates/times)
· test results
· referrals, clinic letters and discharge information.

The benefit of having an Integrated Care Record is that participating organisations can work together locally to identify the kind of information that needs sharing and develop the care record accordingly. 
12. What information will I see in the ICR?
This is dependent on your role and described here:
The actual datasets and roles will be created in the system along similar lines and managed as an access control matrix.  Each partner will be taken through an ‘on boarding process’ to identify the data they are in agreement to share, how it links to the data categories in the system and what roles will be able to access it.  
The Role Based Access Control matrix below outlines levels of permissions different professionals and clinicians will have:
	[bookmark: _Hlk72497740]
	Data items 
	Health Professionals &  Administrators
	Social Care Professionals &  Administrators

	Demographics/
Allergies
	Demographics
	Y
	Y

	
	Allergies
	Y
	Y

	GP Medications
	Repeat Medications
	Y
	 

	
	Medications Issued
	Y
	 

	GP Problems
	Active Problems
	Y
	 

	
	Past Problems
	Y
	 

	
	Additional Problems
	Y
	 

	GP Results
	Results
	Y
	 

	GP Lifestyle
	GP Lifestyle (no sub categories of alcohol/smoking/exercise)
	Y
	Y

	GP Blood Pressure
	Blood Pressure
	Y
	 

	GP Additional Information
	Encounters & Administration
	Y
	Y

	
	Referrals
	Y
	 

	
	Vaccinations & Immunisations
	Y
	Y

	
	Contraindications
	Y
	 

	
	Family History
	Y
	Y

	
	Pregnancy, Birth & Post Natal
	Y
	Y

	
	Contraception & HRT
	Y
	Y

	
	Investigations
	Y
	 

	
	Operations
	Y
	Y

	
	Radiology
	Y
	 

	Clinical Correspondence 
	 
	 
	 

	Hospital Activity Summary
	Outpatient Activity
	Y
	Y

	
	Inpatient Activity
	Y
	Y

	
	Emergency Activity
	Y
	Y

	Acute Results
	Pathology results
	Y
	 

	
	Radiology Results
	Y
	 

	Acute Medications
	Acute Medications
	Y
	 

	Social Care Adult
	Case Details
	Y
	Y

	
	Events (Assessments, Safeguarding, DOLS)
	Y
	Y

	
	Risks & Hazards
	Y
	Y

	
	Conditions/Impairments/Disabilities
	Y
	Y

	
	Related Persons & Carers
	 
	 

	
	Case Workers
	Y
	Y

	
	Classifications/Category of Need
	Y
	Y

	
	Care Plans & Service Provisions
	Y
	Y

	
	Needs & Outcomes
	 
	 

	
	 
	 
	 

	Social Care Child
	Case Details
	Y
	Y

	
	Events (Assessments, Meetings, CaseNotes)
	Y
	Y

	
	Alert Types (chid protection, child in need etc)
	Y
	Y

	
	Conditions/Impairments/Disabilities
	Y
	Y

	
	Related Persons & Carers
	Y
	Y

	
	Case Workers
	Y
	Y

	
	Classifications/Category of Need
	Y
	Y

	Community
	Encounter details
	 
	 

	
	Referrals
	Y
	Y

	
	Personal Contacts
	Y
	Y

	
	Alert
	 
	 

	
	Diagnoses
	Y
	Y

	
	Immunisation
	Y
	Y

	
	Care plans, problem, intervention
	Y
	Y

	
	Medication
	Y
	Y

	Mental Health
	Demographics
	Y
	Y

	
	Allergies
	Y
	Y

	
	Inpatient Activity
	Y
	Y

	
	Referrals
	Y
	Y

	
	Appointments
	Y
	Y

	
	Care Coordinator
	Y
	Y

	
	Crisis, Relapse and Contingency Plans
	Y
	Y

	
	Perinatal Care Plans
	Y
	Y

	
	Inpatient Discharge Summary
	Y
	Y



This matrix will be under constant review to ensure most relevant/appropriate information is shared.


13. How often is the information in the ICR updated?

	Organisation
	Status

	1.      GP Practices
	Overnight

	2.      Medvivo OOH
	Overnight

	3.      Salisbury NHS FT
	Near real-time

	4.      RUH Bath
	Near real-time

	5.      Great Western Hospitals
	Acute data: near real-time
Community data: overnight

	6.      Wiltshire Council
	Overnight

	7.      Swindon Borough Council - Children
	Overnight

	8.      Swindon Borough Council - Adult
	

	9.      Wiltshire Health & Care NHS Trust
	Overnight


14. How will I access the ICR?
Through your current clinical system. There will be a button on the host IT system which will launch the ICR. The system uses Single Sign On (SSO) technology, no usernames or password need to be remembered. It is also context aware so will automatically load the record of the individual your host system was on.
15. I work at a GP practice how do I access the ICR?
These slides will help get you started with this


16. Will the information in the ICR be secure?
Yes. All data centres used are NHS Digital approved.  All data centres are UK based. All data processing will be conducted within the UK by UK based staff.  
Graphnet – Contract Schedule F confirms use of Amazon Web Services and Microsoft Azure cloud server, approved NHS Cloud providers, with data centres in the UK.  Our contract assures that no Data Controller’s data would be processed outside of the EU (with additional commitment from Graphnet that no data will be processed outside of the UK).
See Security Statement for more information here: [insert link for file embedded]


17. Who is liable if someone unauthorised sees information that I have recorded in the ICR
Liability is not with the person/organisation who is sharing into the ICR but with the person/organisation that is accessing the information inappropriately. Any complaints should be directed to organisation that accessed the information inappropriately. This is all described in the Data Sharing Agreement.
18. How do we make sure people are informed of this change in how their data is being used?
This will be done through updating each organisation’s privacy notice, information on social media and pointing to BSW ICR website.
19. Who owns the data you are collating/collecting?
Ultimately patient data is ‘owned’ by the patient.  They have a degree of control over their data defined in data protection legislation.  For public services there is implied agreement between the individual and the service provider, that data needs to be used to provide a service.  That is why organisations using data are referred to as ‘controllers’, rather than ‘owners’.  Controllers are required to inform the individuals whose data they process what they process it for.  They do not always need consent to process data, but where individuals are not happy with the uses of data they have the right to object.
All controllers are bound by data protection legislation to act lawfully with the data they are entrusted with, furthermore public bodies are bound by legislation that defines their roles and services and cannot do things they are not established to do.  Organisations that supply systems for the processing of data, such as Integrated Care Records are legally identified as data processors.  They are bound both by contractual terms with the controller(s) and by data protection legislation to only use the data for the purposes defined by the controller(s).
20. Will my organisation have to pay to access the ICR?
No, access for those organisations in scope is not chargeable. However your organisation may need to invest in the process of linking up its current IT system to the ICR which may require development. If a new organisation wanted to access the ICR then there would need to be discussion about funding as there is a supplier cost for a provider joining the ICR 
Sharing data to the ICR may also lead to a cost form the organisation of developing the method to achieve this.
21. Who will provide training and support for the ICR?
The ICR is a web based platform which is very intuitive to use once set up. We will provide advice to individual organisations who may decide to organise their own training. Support for the ICR should be through your existing organisation IT routes with escalation to the ICR team as required


22. What is the difference between the ICR and SCR?
The Summary Care Record is a national record of important patient created from GP medical records. They can be seen and used by authorised staff in other areas of the health and care system involved in the patient's direct care. The BSW Integrated Care Record is a summary of information created from, and shared with, health and care organisations locally across BSW.

23. What is the Information Commissioner and National Data Guardian view on the IG framework for the ICR?
The BSW IG Framework was developed in line with the NHSX ShCR IG Framework. The Information Commissioner and National Data Guardian were involved in the publication phase of this guidance and are represented on the National Health & Social Care IG panel that approved its publication.

24. Patients need to know the ICR exists in order to choose whether to opt out of it. Do practices need to text their patient list with information about the ICR to enable them to opt out?
Practices have a responsibility to inform patients of organisations with whom their data is shared. There are many ways this can be achieved and must include an accurate Privacy Notice. Texting patients about the ICR or putting up posters are also options for practices to consider.
N.B. The Practice DPO has issued template privacy notices that meet this requirement. mg.gp-dpo@nhs.net
The ICR project team can help with text or poster content. bswicb.icrinfo@nhs.net

25. Is an audit trail kept of who has accessed an individual’s Integrated Care Record
Yes. The ICR project team can help with this.

26. When another professional views an individual’s ICR is this recorded in the record?
No. Although practices can request access to an automated report that identifies which records have been viewed and by what organisation. 
The ICR project team can help set this up bswicb.icrinfo@nhs.net
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ICR —what Is I1t?

* Electronic shared health
and social care record

« Data from a range of
health and social care
systems accessible in one
place

 Access embedded within
TPP






[ Underway]

BSW Data Feeds

A\
m BaNES, Swindon and Wilts GPs*

Royal United Hospitals Bath (RUH)

E—— Great Western Hospital (GWH)

Acute Trust Salisbury Foundation Trust (SFT)
BaNES Adult Social Care
[ Wilts Social Care }
[ Swindon Social Care

r—

Medvivo Out of Hours

Avon & Wilts Mental Health Partnership

Community- JJEE{ ___ BaNES Community Health
Menfa Health, _____Witshire Health and Care |

OOH

Swindon Community

* 6 GPs outstanding & 3 out of scope

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





Practices now Live:

v 81 out of 90 BSW practices are now Live
v' 3 EMIS practices out of scope
v’ 6 practices outstanding awaiting 1G
process to be finalised:

o Downtown Surgery

o Kennet and Avon Medical
Partnership
Patford House Partnership
Salisbury Medical Centre
Silton Surgery
St Melor House Surgery

O O O O





What information will | share?

Coded information entered into the GP record will be available to be viewed by health
and social care professionals across BSW, provided there is a direct care relationship
with that individual.

%@‘ GP Medications
G P D t R:peal Medications >
a a ® Showing 1-3 of 14
T E45 emollient wash cream (Forum Health Products Ltd) 250 ML
- To Be Used When Required
v' Demographics
v' Immunisations st [
/ M ed i Cati O n S e Aspirin 75mg dispersible tablets 56 tablet
Take ONE tablet every MORNING
v' Referrals

A 4

v' Active & Past Problems :
v' Allergies
v GPresults .
v GP Encounters

v Contraindications
v Operations ] oo ?
v Radiology | Pkt ;
¥ Investigations e e —, o v
v’ Lifestyle Information nzos Marsion romalsed o
v Family History
v" Pregnancy, Birth & Post Natal

v' Contraception & HRT

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





Safeguarding Considerations

There may be rare situations where for safeguarding reasons, you may wish for data not to be
shared beyond the surgery:

 in some domestic abuse situations where the alleged perpetrator may work at one of the
other organisations that would have access to the record; or
 any situation where you believe the sharing of this information may put the person at an

increased risk of harm.
* It may also be that the person does not wish for their information to be shared beyond

the surgery.

In these circumstances, please refer to the ICR Opt Out summary slides at the end of this
document to apply the correct code.

You could seek consent to share this information with the ICR from the patient should you
wish. Unfortunately there is no way that the CCG is aware of to prevent individual read codes
such as “history of domestic abuse” to be withheld from the new system.

If you have any queries about the ICR please contact bswccg.icrsupport@nhs.net

NHS Bath and North East Somerset, Swindon and Wiltshire CCG
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How do | access ICR from SystmOne?

¥ e LystmOne G Mr lames Miller (Clinical Application Adménistrator] at Courtyard Surgery - Test Patients
Fatent Apponiments Fepoming Aull Seup Lnka Ciecel Tool Workfow User Sywles Heip

Qlw | E|la | B O|# |3 &|e e e

Search | Descard Task Sch Task | Save Detais Mot Pt Arubs

- =) b

Miss Minnie Moirse. TestPatient 01 Jan 2004 (16y 4 miF

1 Chéesi Strasd, West Lavinglon, Devizes SN10 448

Hom& {prafemed) 01 380 2225955 Mobde: OTTTT 998562 Tast
Appliad, Courtyard Surgary

% |0/
IR Ja

CLORS N0 LSV & o XT
IPmFep-mIm.e-.er -1 -

] nciude deducied test paberts

MG Mussiber First Nams Mdde Hames  Surname T D08 Fostoode T hsphiores

House Mame Mouse Foad

I

T
T
T
T
T

An Internet page will open (possibly

With your patient already retrieved, click onthe ICR
button as indicated above.

o @ https.//sharemycare.org.uk Gatewsy/Gateway/Forms/V3/Patient aspxIP= 199+ 196+ 1991T=2 + @ Identified by DigiCert G | Search... o~
£ Patient Record

Q
behind SystmOne) and launch directly into |:>

the shared record for the patient you had - | 21 B 3 & | % |
. P Y il | & MBI
ret r‘| eve d . MEDICATIONS RESULTS VITALS ACTVITY propLems | e wrorvamion] -SG5 et
€ A B rome

GP COVID-19 Status @ A !GP Advance Care Planning ®

NB If you can't see the ICR button in TPP

Please note: data trom the following GP practices is currently unvalidated, Courtyard Surgery, Cricklade Surgery,

. . virgin . 5 sheaps . 5 i

it may be that it has not been set up yet. — ==
The steps on how to do this are included ) - 2
at the end of this quide. o

Please email bswccg.icrsupport@nhs.net L e -

if you require any support with this

NHS Bath and North East Somerset, Swindon and Wiltshire CCG
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What will | be able to See?

Has my patient had an
outpatient
appointment?

Has My Patient been Which Community Services
admitted to hospital? is my patient with?

SOCIAL CARE COMMUNITY
ACTIVITY PROBLEMS GP INFORMATION (ADULT) HEALTH MENTAL HEALTH CARE PLANS

) )
Hospital Activity gy Community Care

Click to see Referrals (from Community Care to other providers)

Outpatient Activity

0 items

Click to see Personal Contacts
Emergency Activity Click to see Diagnoses
0 items Click to see Immunisations

Click to see Community Medications
Inpatient Activity
0 items Community Care Plans

0 items

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





What’s New — Timeline and Summary

Patient Summary  Please use Primary Care Activity & Future Appointments with caution as due to coding issues may be underestimated.

CareCentric View

ACTIVITY (LAST 12 MONTHS) LONG TERM CONDITIONS DNACPR STATUS
Summary and Timeline features are now live in the ICR. Based on the s
Diabetes 2 status (not recorded by

Bl data views of the citizens on Carecentric and provide a useful “one T ——

Escalation Plan  GP)

pager’ (Summary) and a high level overview (Timeline) to the
professional. Japary (ot recorded by )

awareness
Anticipatory  (not recorded by GP)

drugs

Aware of {not recorded by GP)

Team Referred To Referral Reason Referral Date diagnosis
- Aware of (not recorded by GP)

prognosis
Care Plan (not recorded by GP)
@ GSF (not recorded by GP)
Place of care (not recorded by GP)
— s =

Minnse (Miss) Bom Eatz Score
Rockwaod Score  (not recorded)

i Q @ Oo OO H L] Appointment Type Date
A =2 | &= N/
SOCIAL CARE COMMUNITY CUN. LETTERS
GP INFORMATION| (ADULT) HEALTH MENTAL HEALTH CARE PLANS SUMMARY TIMELINE = pknn?& @

B A B Q om

Event Sectors & Long Term Condition Categories

Acute Clinic Disease Other Primary
Summary Clckto i slements of the timline TR + Clckfo mufl slect
Summary view shows activity in the last 12 a -
months from BW Primary care (GP P anra Lot *
appointments, long term conditions), Acutes (IP Acpeiniment] >
and Outpatient as well as AE activity) and el # el
Community Services (open referrals). This view aamissiony —
also shows future GP appointments Mmr:d:;;;q WE

Encounter - | e——

Timeline one| " —
This report enables a clinician to view patient -
events in one place and includes events =
from primary, acute care, community and
mental health as well as long term g
conditions. oo






What’s New — Clinic Letters at RUH and GWH

Clinic Letters from GWH
and RUH are now available
on ICR:

RUH - for all clinics where
letters are sent to other
providers

GWH - letters created by
all Specialties directly in
CareFlow

NHS Bath and North East Somerset, Swindon and Wiltshire CCG

TEST-TESTPATIENT 12-Apr-1990 (31y) Not recorded
TOM Born NHS No.

CLIN. LETTERS

PROBLEMS GP INFORMATION

C,  Home = Clinical Correspondence

SOCIAL CARE
(ADULT)

COMMUNITY
HEALTH

Oliver Dando

APLEY HOUSE

ROYAL UNITED HOSPITAL
BATH

BA1 3NG

Clinic Date:
Date Typed: 02-MAR-2022

Patient: TOM TEST-TESTPATIENT
DOB: 12-APR-1990

NHS No:

MRN: 2176854

Dear Dr Test,

THIS IS A TEST LETTER. PLEASE IGNORE.

Royal United Hospitals Bath

NHS Foundation Trust

Combe Park

Bath

BA13NG

Switchboard: 01225 428331
www.ruh.nhs.uk

Private & Confidential
TOM TEST-TESTPATIENT
15 Barton Green

Barton Hill Road

BRISTOL

BS50AS






What will | be able to See?

Data Currently Being Shared to the ICR

4 N

v Inpatient Activity (walit list,
admissions, transfers)
v Outpatient Activity
(referral, appointments,
attendance)

RUH

Real Time Feed:

Clinic Letters and
Correspondence:

v" Pathology results,
v Radiology reports
v" Emergency Attendance
v Discharge summaries
v Flexi cystoscopy &
Sigmoidoscopy results
v' Colonoscopy Results

GWH

Real Time Feed:

-

v Inpatient Activity (wait list,
admissions, transfers)
v Outpatient Activity (referral,
appointments, attendance)
v' Emergency Attendance

Clinic Letters and
Correspondence:
v Clinical Letters created by
all specialties in CareFlow
v Cardiology reports
v' ED and SCBU Discharge
letters
v' Gl reports
v' Mental Health referrals
v' Maternity letters

v' Gastroscopy result

/ \\/ Ophthalmology letters J

~

4 N

v" Demographic information
v Allergies
v Inpatient stays — Admission,
Transfer, Discharge and Leave
events
v Referrals to community
teams
v" Appointments — Planned
and past
v Care Coordinator name and
contact details
v’ Crisis, Relapse and
Contingency Plans

AWP

Real Time Feed:

Overnight Transfer:

v Perinatal Care plans
v Inpatient Discharge

Summaries

. /

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





What will | be able to See?

Data Currently Being Shared to the ICR

/ BaNES LA \ /Community—WHC&\

Nightly feed: Swindon:
v Demographics _ |
v Referral Nightly Feed:

v Event data including:

v Inpatient Activity (walit list,
Assessments, Safeguarding,

admissions, transfers)
DOLS v Outpatient Activity (referral,
v' Care Plans

K appointments, attendance)/
v’ Service Provisions
including non-plan

ser\\;iceAlp;rr?;/isions / Community (BaNES) \
v' Disabilities \/Nli:()]:r:;/gfzgﬁi:cs
v Practitioner ‘e ati
v Classifications i.e. Y Jmm_umsatllons
support reason v Mljégi%r;(:izlrs]s
\\ / v' Referrals

\ v' MIU Data (Paulton) /

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





What will | be able to See? (video)

Watch the short video below (NB this video has no sound) for a brief
overview of how the ICR is set out and where you can find relevant

information. Please note due to IG considerations this video was made on a
test patient therefore the record contains no information.

NHS Bath and North East Somerset, Swindon and Wiltshire CCG
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ICR User Feedback ‘e

ICR invaluable in allowing a better more
holistic view of the patient »

Feedback from Tom Bellfield, care coordinator for
St Chads and the highest user of the ICR in
primary care.

Use Case: Tom manages a varied client list and takes referrals from clinicians and self referrals to manage non-
medical issues. Finds the ICR invaluable in allowing a better more holistic view of the patient:
o Ability to locate patients
o Getting information before it lands in SystmOne (letters/documents). Normally any documents that go to
primary care gets sent to scanning. This can lead to a delay of processing.
o Finding out more about a patient/client - which organisations are involved, how often do they access
services etc.
Tom feels the most important part of the ICR is the documents section

Benefits:
o Using the ICR gives a better quality service to the patient
o Saves time phoning different organisations e.g. hospital
o Real world example of pharmacy calling the practice about a very vulnerable patient who hadn’t
picked up their meds for 6 days. Normally this would have resulted in the practice trying to call the
patient and if no response contacting the police. However by looking on the ICR they saw that he’'d
been admitted and saved an awful lot of time and hassle.






ICR User Feedback

Feedback from Nic Aplin, Community Frailty Nurse Practitioner for BaNES at Royal United
Hospital

Use Case: Nic uses the ICR on daily basis via Millennium and finds it especially helpful for MDT meetings and
supporting the residents in the care hotel who may have come from any area in BSW and are not always know to
RUH. The ICR enables Nic to see all relevant information in one place:
o Quick and easy access to relevant information (meds, comorbidities, outpatient referrals, etc.), especially
helpful for those patients who do not appear on Millennium
o Access to caseworker contact details which was not always possible previously.
o Having the information available on ICR means there is usually no need to log into the read only version of
SystmOne separately and search for patients which takes time.

Benefits:

o Access to caseworker contact details has seen an improvement in MDT meeting attendance and in turn
an improvement in quality of assessments and follow-up.

o Time saved by having information in one place and not having to log into SystmOne separately or phoning
around for information means more time spent with the patients

o Easily compare comorbidities and meds, comparing RUH with GP data. Real life example: Nic was able to
check on a specialist haematology med that was not on an RUH discharge summary and contact the
appropriate clinician quickly and easily, potentially saving harm.





ICR Overview

The following slides show the information contained within ICR

Landing Page

Hospital Activity
Community

Mental Health

Social Care

Set up ICR access in TPP
ICR Opt Out Summary
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1. Landing Page

When you access to ICR from TPP you will be directed to the Summary Page for that

patient’s record

1. Patient Banner
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“ A R e 2. Navigation Tiles
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Available Care Provider Records
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Royal Unted Hoapitals Bath (R}

[ 3. Hub Tiles J

» The summary page shows
the patient’s record by
using Navigation and Hub
Tiles to display the data for
different sections of
information such as
Medications, Results and
Activity data.

» This is the default page

after accessing a patient
record.

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





2. Hospital Activity Summary View

l 00
O O O ‘
(o =E)
”@
VITALS GP INFORMATION COMMINITY | MENTALHEALTH|  CAREPLANS

Separated into
r—ih H
Hospital Activity Outpatient,
: - Inpatient and

Outpatient Activity >

Showing 1 - 2 of 4 items Emergency

Outpatient Referral Specialty:  COCOC Outpatients Florence Nightingale NHS FT \ ACthlty )

25-Nov-2015 14:45 Clinician: ~ Dr R Whitehall Referrer: Dr M Clarke

Outpatient Discharge Specialty Florence Nightingale NHS FT

15-0ct-2015 15:00 Clinician:  Dr R Whitehall Referrer: Dr C Hughes

Inpatient Activity >

Showing 1 -3 of 5 items

IP Admission Specialty Upper Gl Oncology Surgery Florence Nightingale NHS FT CIle the arrow tO
26-0ct-2015 07:00 Clinician:  Dr P Giles Location:  Spencer Ward goto the relevant
IP Admission Specialty: HCOOP Florence Nightingale NHS FT d t I :
22-Dec-2015 13:00 Clinician: ~ Dr P Dawes Location:  Spencer Ward etall view

IP Discharge Specialty Florence Nightingale NHS FT

22-Dec-2015 14:15 Clinician: ~ Dr S Wright Location:

Emergency Activity >

Showing 1 - 2 of 2 items

AE Attendance Florence Nightingale NHS FT
23-Jul-2018 06:41 Clinician: Dr FG Odding Location: Minors string

Emergency Attendance Florence Nightingale NHS FT
02-Sep-2018 11:41 Clinician: Ms KY Fisher Location: Resus 4G

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





2. Hospital Activity Detail view

00
= £ 3
VITALS PROBLEMS | GP INFORMATION] SOCIAL CARE COMMINITY | MENTALHEALTH|  CAREPLANS

% Outpatient Referral Orglinks

— Sorted by descending Attendance

( Outpatient activity \

DateTime Sort Received:  25-Nov-2015 00:00 Priority: Urgent ) ) .
No filters applied Specialty: COCOC Outpatients W|” be dlSpIayed ina
Reason: Advice and Consultation Sp“t V|eW Select an
Outpatient Referral COCOC Type: Booked aCtiVity in the left
Outpatients 25-Nov-2015 Category. Routine hand pane to view
Outcome: Accepted h .
. . il
Outpatient Discharge 15-Oct- > Consultant: Dr R Whitehall \ t e deta S
2015 Referred By: Dr M Clarke
Outpatient Attendance > —  Sorted by descending Date Sort 5 Inpatient Admission Clatterbridge Cancer Centre

Oncology 15-Oct-2015

No filters applied Admitted: 11-Jun-2018 13:23 Estimated Discharge: 11-Jun-201813 13:23
Location: C9 Ward
Outpatient Referral Oncology > )
. . S It Gi IS
Outpatients 13-Oct-2015 Inpatient Discharge General > L eneral surgery
Surgery 11-Jun-2018 Additional Information: Elective - Planned, NHS Patient Usual place of Residence

Consultant: DR Mike DOCTOR

Showing 1-4 of '
1< < 1 > 2 |npatien‘t Admission General Admitting Clinician: DR Mike DOCTOR
ﬁ Surgery 11-Jun-2018 Responsible Clinician:  Not Provided
Inpatient/waiting list

.. . Inpatient Discharge General >
activity will be Surgery 04-Jun-2018
displayed in a split
H HYS Inpatient Admission Geriatric >
view. Select an activity o e
in the left hand pane to

\ view the details J Inpatient Admission Geriatric >

Medicine 03-Jun-2018

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





2. Hospital Activity — Clinical Corresponence

o]0)

O o) O
COMMUNITY
HEALTH OUT OF HOURS

RUH and GWH are now sharing Patient was admitted for Gastroscopy and
Clinic Letters, including some the report is in the Clinical Letters view.
test results (see slide 11 for
more info)

GPs will be able to see: -

Glaucoma.

- AppOintment for teStS ASA Status 2 (mild systemic disease, compensated).
- Results Medication:

Xylocaine - Throat spray.

y/ past History:

Reports are completed on the day of the test
and sent into the ICR in real time into the
Clinical Documents tile.

Indication:
Heartburn / Reflux.

Report:

The extent of examination was reached by the independent endoscopist.

The endoscope was introduced to: the 2nd part of duodenum.

The procedure was not limited and the intended extent of examination was reached.
The oesophagus appeared normal.

The stomach appeared normal.

The duodenal cap and second part appeared normal.
cl—i No therapeutic procedures performed.
: P No biopsies taken.
Hospital Activity Ungaiges inreal time There were no complications during the procedure.
Outpatient Activity Follow Up:
Return to GP (Definitive diagnostic examination done RTT code 34 1b STOP).

Showing 1 - 2 of 28 items

Conclusion:

Qutpatient Referral Speciaity  GASTROENTEROLOGY Royal United Hospitals Bath (RUH) No additional comments.
02-Feb-2021 00:00 Clinician:  Unknown Clinician Referrer:  Christopher Bevan
Qutpatient Discharge Specialty:  Clinical Haematology Royal United Hospitals Bath (RUH)
04-Mar-2020 09:13 Clinician: Sarah Wexler Referrer:

Electronlcalli slin.d by :
Inpatient Activity > Nurse Endoscoplst

Showing 1 - 3 of 4 items

IP Discharge Specialty:  Gastroenterolof Royal United Hospitals Bath (RUH) - s
< FEsl & ) e * *** report images also available***
22-Feb-2021 10:20 Clinician:  Peter Marden Location:  Royal United Hospital Bath - Diag Centre
IP Admission Specialty:  Gastroenterology Royal United Hospitals Bath (RUH) a a
22-Feb-2021 0%:00 Clinician:  Peter Marden Location:  Royal United Hospital Bath - Diag Centre

Future Developments: Integrating Cardiology reports

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





3. Community Summary View

0 / oo
Az 909
=\
PROBLEMS GP INFORMATION CO:;AE'XEPATY

VITALS ACTIVITY

MENTAL HEALTH CARE PLANS E

RO| i %)

@@ Community Care 52 Updates nightly
Click to see Referrals (from Community Care to other providers) > ( Separate d in to \

_ sections. Click

Click to see Personal Contacts > th t t
Click to see Diagnoses e arrow 1o gO O
Click to see Immunisations the relevant detail
Click to see Community Medications \ view )
Community Care Plans
0 items ®

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





3. Community Detall View - Referrals

COMMUNITY
VITALS ACTIVITY PROBLEMS GP INFORMATION HEALTH

Community Care

EE

Separated into
sections for open
Open Referrals and closed referrals

Closed Referrals

DR Click the arrow to
7] openeferais sitems expand a section
showing 13 ofb tems and view the referral
Date: 29-Mar-2018 Care Setting:  Community and Clinic Tenancy. Berkshire Health Care details

Urgency Emergency Reason: Treatment

Referred To:  CN Slough New Refs - Clare Woodward Specialty: NURSING EFISODE

Referred By:  Acute Hospital Inpatient/Outpatient Department - Julian Watkins (0772 987654)

Received 29-Mar-2018 Accepted: 30-Mar-2018

Date 09-Feb-2018 Care Setting:  Community and Clinic Tenancy Berkshire Health Care

Urgency. Routine Reason: Consultation

Referred To:  CN Slough New Refs Specialty: Nutrition and Dietetics

Referred By:  Community health service

Received 07-Feb-2018 Accepted:

Date: 11-Jan-2018 Care Setting: Community and Clinic Tenancy Berkshire Health Care

Urgency Urgent Reason: Treatment

Referred To:  Community Medicine Team - Brook J Specialty: COMMUNITY MEDICINE

Referred By:  Acute Hospital Inpatient/Outpatient Department

Received 11-Jan-2018 Accepted:

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





3. Community Detall View

VITALS ACTIVITY PROBLEMS | GP INFORMATION CO,[‘I"E'XLL’TNATY MENTAL HEALTH| CAREPLANS E

Separated into
sections with item
count to indicate if
data is available to

@{% Community Care view

Personal Contacts
Confirmed Diagnoses

Immunisations

Community Medications 0 items

Click the arrow to
expand a section and
view the details

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





4. Mental Health Summary View

00
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CPEE
COMMUNITY
VITALS ACTIVITY PROBLEMS GP INFORMATION HEALTH

Please note that the Discharge Summaries and Perinatal Care Flans can be accessed
via the Clinical Letters navigation tile

ENTAL HEALT A CARE PLANS

Click to see Referrals & Encounters

Click to see the Care Co-ordinator

Mental Health Care Plans

1 active care plans available to view

0 historic care plans (closed in last 6 months) available to view Last Update: 15-Mar-2021

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





4. Mental Health Detail View

00
El 002l
(o L)
e
COMMUNITY
VITALS ACTIVITY PROBLEMS GP INFORMATION HEALTH

ENTAL HEALT A CARE PLANS

Click to expand

each section
Pleaze note that the Discharge Summaries and Perinatal Care Flans can be accessed
Mental Health via the Clinical Letters navigation tile

®

Open Referrals 1 items
Closed Referrals 1 items
Future Activity (Encounters and Appointments) 1 items

Past Activity (Encounters and Appointments) 1 items

Inpatient Activity

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





4. Mental Health Detail View

1 i
[ & W ] (o]e)
A~ Sz
COMMUNITY
VITALS ACTIVITY PROBLEMS GP INFORMATION HEALTH

Please note that the Discharge Summaries and Perinatal Care Plans can be accessed
@ Mental Health via the Clinical Letters navigation tile

ENTAL HEALT A CARE PLANS

Click the drop down
arrow to expand the
information you want

Open Referrals 1 items

Showing 1-1 of 1 items. Click to see more items.

Date: 01-Jan-2020 Care Setting: Avon & Wilts Mental Health Partnership (AWP) .
to view
Urgency: Reason:
Referred To S.Glos Recovery North Specialty GENERAL SURGERY
Referred By:  Accident and Emergency Department
Received: 01-Jan-2020 Accepted
Showing 1-1 of 1 tems. Click to se2 more items.
Date: 07-May-2019 Care Setting: Avon & Wilts Mental Health Partnership (AWP)
Lrgency Routine Reason:
Referred To:  BANES PC Liaison Specialty GENERAL SURGERY

Referred By:  General Medical Practitioner Practice
Received: 17-May-2019 Accepted
Discharged:  01-Jan-2019 Discharge Reason:

Discharged By:

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





5. Adult Social Care Summary View

COMMUNITY
PROBLEMS HEALTH MENTAL HEALTH CARE PLANS E

VITALS ACTIVITY

Social Care most recent; 03-Jan-2038 >

Case Details Click the arrow to go
Case No: 900 883 2621 feam:  TeamDescriptiontop to the adult social
Case Workers/Professional Involvement care detail view
Showing 1 = 1 of 3 items

GivenMame FamilyName Tel: TelephoneNumber Mob: MobileTelephoneNumber EmailAddress

RoleDescription Tenancy Description

Family and Other Relationships
Showing 1 = 1 of 2 items

GivenMame FamilyMName Tel: TelephoneNumber Mob: MobileNumber RelaticnshipDesc

Disability present.  Yes nterpreter required: Yes Risks present: Yes

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





5. Adult Social Care Detall View

00
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(.. E.D)
*@
COMMUNITY
VITALS ACTIVITY PROBLEMS GP INFORMATION k J HEALTH

MENTAL HEALTH CARE PLANS

Separated into sections
with item count to
indicate if data is
available to view

Social Care

Case Details

I:I?). Case Details
E%\ Completed Case Details

@ Assessments 4 items
@ Safeguarding

Deprivation of Liberty Safeguards (DOLS) 4 items @ Assessments 4items ﬂ

) Showing 1 -2 of 4 items
Risks and Hazards

Status Planned Tenancy: Adult Services (Whittington) / Liquid Logic
Risks 4it 5
e g Date: 04-Jan-2019 Referral ID: 20[lastest]

%g Hazards / Special Factors 4 items :Evem Description TypeDescription Event Code: ASSest
. . . . Reason ReasonDescription Reason Code: ReasonCade
Conditions / Impairments / Disabilities

End Date: 01Jan2018
Conditions / Impairments / Disabilities Planned Tenancy: Adutt Services (Whittington) / Liquid Logic
Family and other relationships Date 01-Jan-2019 Referral D 20)asftest1
o0 Event Description TypeDescription Event Code: ASS-test

[} Related Persons and Carers (active) 2 items ]
Reason: ReasonDescription Reason Code: ReasonCode
End Date: 01-Jan-2018

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





6. Set Up ICR Button in S1

This process will add a new Button to the tool bar for all users 2. Search for ‘Toolbars’ in the search bar
and grant access to the ICR while a patient record is retrieved. 3. Once you have ‘Toolbars’ selected, right Click the default tool
You do not require any log in details or patient information as it bar and select amend

pulls it through automatically.

1. Go to Setup>Users & Policy> Organisation Preferences

2 )
v A/
'+ Organisation Preferences
I
toolbars Search Clear Configuration | Permissions|
New Tookbar Copy Toobar Amend Toolbar Delete Toolbar
3 Toobars
Set Defaut Tookbar Set Role Toobar Usage  Set Staff Toolbar
ents Reporting  Audit ISetup Clinical Tools Workflow User System Help N x By
ﬁ} Users & Policy 4 [,% Staff & Organisation Setup Published

B
ch Register  Task  Prescribing v % StaffLeave Cara-Jaye Halsey (Onky) €% [User] HALSEY-C

Vaccinations 3 Staff Shifts Care Home Default

Appairtments 4 Public Holidays & Closed Days... _
b2 L @ o . James Test Amend Toobar

Data Entry b % Organization Details... System Default Copy T

Data Output 4 Organisation Preferences... ubl
send URL | Copy URL Unpublishe Delete Toolar

Reference b Configure Caseloads... z
i & Programs Referrals & Letters 3 Configure Teams

Makilz Working & Integration # Organisation Groups ) Set Dafautt Toolbar
:h and Language ICR

guag Wiorkflow Support 3 Configured Lists Set Role Toolkar Usage

k Matification, Task & Pathology / Radiclogy Redirecti
R Bulk Operations N ification, Tas ology / Radiclogy Redirection Set Staff Toobar Usage

s . 5 REAC Staff Roles
j BUWE' |CR a L.onversion T&lﬁ »

RBAC Business Functions E §
Lau Import/Export Staff Local Access Rights % Toolbars
4 ElnngWebsne Lau @ URL & Program Maintenance Toolbar Preview
Hospitals ICR Butt
Scheduled Jobs

zes ICR Butt Strategic Reporting Download Configurations

-

NHS Bath and North East Somerset, Swindon and Wiltshire CCG





6. Set Up ICR Button |

" Configure Taolbar @

Toolar name  ICR Test

New Button Set | Amend Button Set Delete Button Set Set Shorteuts

% o & 4 & W 0 2 & % L & 0 & B

Home = Search Regitr Task  Mefe | Save  Discad Vists  Casso. Wating Resume  Fle  Lefer | poge MewA. Aotz R

J9%006H6T0CN08L0&T % hEdy PN

HARRLOEN 'YEZS 3@ KEx 0/ xEf ?

IR ..

Ok Cancel

6. Search for ‘ICR’ in the search bar and find your practice from
the list

7. Highlight your practice URL with a left click, and press the +
button in the middle of the screen to bring it across to the right
screen.

NHS Bath and North East Somerset, Swindon and Wiltshire CCG

n S1

¥ Configure Buttons
Available Buttons Selected Buttons

ICR Search | Clear Button style |Large (with text) =

4 Q Search resutts for ICR' 2
‘ ICR Batheaston Patient Actions, URLs & Programs
' ICR Beehive Patiert Actions, URLs & Programs
' ICR Chilcompton Patient Actions, URLs & Programs
‘ ICR Coombedown Patient Actions, URLs & Programs
' bCH Eimhayes Patient Actions, URLs & Programs
' ICR Fairfield Park Patient Actions, URLs & Programs
' ICR Grosvenorplace Patient Actions, URLs & Programs
‘ ICR Hillcrest Patient Actions, URLs & Programs
' ICR Hopehouse Patient Actions, URLs & Programs
' ICR Manmouth Patient Actions, URLs & Programs +
' ICR Mewhbridge Patient Actions, URLs & Programs
' ICR Qldfield Patient Actions, URLs & Programs
' ICR Pulteney Patient Actions, URLs & Programs
‘ ICR Rushhill Patient Actions, URLs & Programs
' ICR Saltford Patient Actions, URLs & Programs
' ICR Somerton House Patient Actions, URLs & Programs
' ICR 5t Chads Patient Actions, URLs & Programs
‘ ICR Staugustines Patient Actions, URLs & Programs
' ICR StJames Patient Actions, URLs & Programs
' ICR StMarys Patient Actions, URLs & Programs
‘ ICR StMichasls Patient Actions, URLs & Programs

b IR Sulism Patient Actions URL s & Proaram

2 Quick Patient Search...
W Discard Patient

& save Patient

4l ICR Elmhayes

Ok Cancel

e[ || [0 | [

8. Press Ok to close this page, and the one behind it to return
to the main page of system one.

9. If configured correctly there should be a new Icon in the
tool bar that can be pressed to launch the ICR as long as a
patient is retrieved.

Finally, the first time a user uses this button, they will be
prompted to put in their name, please do so as well as ticking
the box to ‘remember’ these details to stop it from popping up

again.






6. Set Up ICR Button in S1 - Troubleshooting

The button was added by my practice but | am unable to see it

If you are using a custom toolbar (i.e. not the default toolbar used by the
practice), you will need to add it yourself:

follow steps 1-3 but instead right click and choose ‘set staff toolbar usage’
Here you can see the list of users names on the left, identify the staff
members who need the default tool bar to see the ICR button, highlight
them by left clicking, and then press right arrow to move them across to the
left of the screen.

| click on the ICR button but receive an error message, such as “404 file or
directory not found”.

This usually happens when your practice has shared administration
switched on in SystmOne. ICR is set up to show information of patients
registered at your own practice — so accessing from Practice A, you can only
view patients registered at that practice.

To enable viewing of patients from partner practices, please ask the
practices’ Caldicott Guardian(s) to email bswccg.icrsupport@nhs.net to
request sharing to be turned on within the ICR.

NHS Bath and North East Somerset, Swindon and Wiltshire CCG
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/. ICR Opt Out Summary

The national position on opt outs has changed. The table below describes the relevant
codes to be applied to stop patient information to be shared with the ICR

National Data Opt Out Type 1 Opt Out GDPR Objection
The National Data Opt Out used to be A Type 1 Opt Out means that Under Article 21 of the GDPR an individual
called the “Type 2 Opt Out”. Utilising this identifiable data will not leave an has the right to object to their data being
means that data will flow to NHS Digital individual’s GP Practice for reasons processed.
but will not flow onwards for research other than direct care.

. Where an individual is objecting to their
and planning.

information being shared for direct care,
further information from the individual must
be provided to assess whether their
Objection is upheld or rejected. This
decision will be made by a clinician.

Summary

o Individuals can set the National Data Opt Individuals may register a Type 1 If a patient does NOT wish to share data for
o @ Out status via the relevant website or via Opt Out of secondary use of their  direct care, then they must lodge a request
S L . the NHS App. data. The patient needs to register  with their GP. Subject to local process and
S 3 this wish with their practice. approval, a code will be placed on their
= _E record and they will be opted out of the

g local direct shared care record.
© O The CareCentric Population Health The GP practice needs to store the The GP practice needs to store the
= Analytics platform will respect the appropriate administrative code appropriate code against the individual’s
4 8 N National Opt Out at the point that data is against the individual’s record. record.
S o S requested to be sent to NHS Digital.
T = Nationally Opted Out data will not flow
§ g into the Population Health De-identified

or Pseudonymised data marts.

A ——— [ )

NHS Bath and North East Somerset, Swindon and Wiltshire CCG
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/. ICR Opt Out Summary

National Data Opt Out

Type 1 Opt Out

CareCentric will integrate with The following codes can

the National Opt Out service
and identify where a citizen

has Opted Out.

Is there a code that is applied?

NHS Bath and North East Somerset, Swindon and Wiltshire CCG

be used to identify a Type
1 Obijection:

9NuO. — Dissent from
secondary use of general
practitioner patient
identifiable data.

XaZ89 — Dissent from
secondary use of general
practitioner patient
identifiable data.

827241000000103 —
Dissent from secondary
use of general practitioner
patient identifiable data.

GDPR Objection
The following codes can be
used to identify a GDPR
Objection:

93CL1. — Refused consent for
upload to local shared electronic
record

XaKRw — Refused consent for
upload to local shared electronic
record.

416409005 — Refused consent for
upload to local shared electronic
record (finding).





/. ICR Opt Out Summary

93C1. - Refused consentforupload to 0~ Dissent from secondary use of general Population Health Management
practitioner patient identifiable data.
|ocal shared electronic record

XaZA9 - Dissent from secondary use of general Direct Care

Direct Care Population Population
practitioner patient identifiable data. p .

Health Health
Reports / Management Management
Dashboards

NHS Digital

XaKRw - Refused consent for upload to
local shared electronic record.
827241000000103 - Dissent from secondary Shared Care
use of general practitioner patient identifiable Record
data.

416409005 - Refused consent for upload
to local shared electronic record (finding)

De-identified Pseudonymised

r 93C1. or XaKRw or
L 416409005

GDPR objection

9Nu0. or XaZ89 or
827241000000103

Type 1 OPT-OUT

Individuals can set the National Data Opt

National Data OPT-OUT Qut status via the relevant w
the NHS App.

No OPT-OUT / objection NO codes entered by GP
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ICR & PHM Security statement v1.4.docx
BSW ICR & PHM – Information Security statement

This statement is designed to give an overview of the key security features and operations of the Integrated Care Record and Population Health Management.  The organisations providing these controls should be assessing the effectiveness of these on a regular basis (GPDR Article 32 – Security).  This does not cover the processing by BSW CCG to extract and prepare general practice data for upload as that is separately covered by the data processing agreement between the CCG and each practice.

ICR PHM data processors (all to be listed here):

· Graphnet Health Ltd (https://www.graphnethealth.com/ )



		Security area

		Overview of controls



		Personnel security



		Vetting

		All partner organisation and data processor staff are subject to employment references and background checks.



Graphnet - Confirmed in Graphnet contract Annex 2 – Security Statement 

ICR Partners – part of employment processes





		Education & training

		All staff (data processor employees and end users) undertake both induction and annual information governance related training.

Common commitment for all staff to read and be able to access their employing organisation’s information governance policies.



Graphnet – All staff receive annual Information Governance and Information Security Training as well as all new starters receiving additional training when they start in the Organisation.

ICR Partners – confirmed by DS&P toolkit.  Compliance is a requirement of signing the Data Sharing Agreement





		Employment contracts

		Confidentiality contractual clauses in place – linked to disciplinary action for all parties.



Graphnet – Confirmed in Graphnet contract Annex 2 – Security Statement

ICR Partners – confirmed by DS&P toolkit





		

		



		Physical security – related to data centre (not end user access points)



		Security perimeter

		Data Host – Facilities are assessed to meet requirements of ISO27001.

CCTV coverage is in place.



Graphnet – ISO27001 confirmed in Contract Schedule C.  Statement of applicability also provided.  Microsoft Azure cloud facilities also meet these standards and NHS Cloud services requirements





		Physical entry controls

		Graphnet – The office Building operates via swipe card access.  There are two layers of security to the shared building complex.  The first allows access to the Building and the second allows access to the Graphnet office.  All members of staff and visitors sign in and out.  Visitor passes are available to guests once they have signed in and been appropriately greeted by a member of staff.



Azure Data Centre access itself is controlled by Microsoft.





		Environmental protection (fire, flood, theft)

		Data storage must be on dual sites with immediate fall over in the event of issue at one site.

Graphnet – The solution supports geo-redundancy using multiple data centres which are configured in either an active-passive, or active-active model.





		Secure disposal of equipment

		Data Centre devices at ‘end of life’ or that fail are securely retained on site until physically destroyed onsite by an accredited disposal company under supervision of Data Processor.  Certificates of destruction are issued.  

Graphnet – As per above. 





		Data Centre & data processing locations

		All data centres used are NHS Digital approved data centres.  All data centres are UK based.    All data processing will be conducted within the UK by UK based staff.  

Graphnet – Contract Schedule F confirms use of Amazon Web Services and Microsoft Azure cloud server, approved NHS Cloud providers, with data centres in the UK.  Our contract assures that no Data Controller’s data would be processed outside of the EU (with additional commitment from Graphnet that no data will be processed outside of the UK).





		

		



		Communications & Operations management



		Separating development, test and live facilities

		Test, development and live environments are segregated.  Test data is not taken from the live environment.

Graphnet – confirmed in ISO27001 applicability statement (A 12.1.4)







		Anti-virus/malware

		Anti-virus and malware protection is in place on the infrastructure and operating systems provided by Data Processors.

Graphnet – The solution is protected by Microsoft Defender, Microsoft Anti-malware and Azure Security Centre.





		Backups and continuity – Business continuity

		Redundancy for all power systems (Generator & UPS) in data centres.  Data is stored at one Data Centre and is replicated to a second Data Centre.

Graphnet - Graphnet performs nightly back-ups 365 days per year as part of normal operations.  All back-ups are stored, for a period of 30 days, in machine readable data on an industry standard medium at a site remote from the data centre or systems location and shall be available within 30 minutes for online/disk backups and 4 hours for offsite stored tape media for the purposes of data retrieval.  Backups are tested, standardised and shared with the customer on the requirements.





		Network security & testing/auditing

		· Data centre subject to annual (or more frequent as required) penetration testing, carried out by CESG CHECK certified external assessors.  

Graphnet - Microsoft fully manages its Azure hosted Cloud. Microsoft carries out regular penetration testing to ensure safety from security vulnerabilities.

· Virtual Private Networks (VPN) and Virtual Local Area Network (VLAN) established in the host centre.

Graphnet - Already built into Azure is Azure Advanced Theft Protection. The network will be monitored for vulnerabilities and deviation from original configuration statues (routes). Changes to the network layout will be fully audited. Any changes are only accessible via Just In Time administration built on top of multifactor authentication to ensure only the authorised personnel can make changes.

· Vulnerability scans are conducted at least quarterly.  Daily checks of incoming vulnerability disclosures, Common Vulnerabilities and Exposures (CVE) reporting.  Security patches applied in a non-production environment first where possible.

Graphnet – Microsoft Azure has built in vulnerability assessment abilities providing holistic protection that will be constantly monitoring the stack. All security patches are delivered to non-production environments first.



		Encryption & Pseudonymisation

		Transit Layer Security (TLS) utilised (CESG approved products).  Data is also encrypted at rest (AES 256).  Laptops and other mobile devices used for access to ICR will be encrypted.



Delivery of the system to the device accessing it is via Secure Socket Layer (SSL 2048 bits) at all times.



Wireless traffic is encrypted using WPA2



Pseudonymisation is not used in terms of delivery of care to identifiable individuals, but will be used in population health management platform. 



Graphnet – TLS encryption confirmed in ISO27001 statement of applicability (A 13.2.1). Mobile devices are encrypted (A 6.2.1).  Data is encrypted at rest using TDE (Transparent Database Encryption).





		

		



		Monitoring



		Audit logging & Usage audits

		Audit logs are in place for all aspects of the ICR system and the infrastructure on which it is run.  ICR captures all User ID, date and time stamp for all interactions on the system, including records of who viewed data.



Monitoring for security events or incidents (i.e. failed logins) are in place.



All partner agencies will conduct usage audits to ensure that access to data is for appropriate valid reasons.



Graphnet – Audit logs are in place across the system and All audit logs and evidence is preserved to ensure appropriate chain of

custody.





		

		



		Access control



		User management

		A user request process and form will be established.  This will require organisational manager approval before the user is set up.  Set up of users will be delegated to their employing organisation following a standard process to ensure only valid accounts are created.  



The employing organisation will also be responsible for any required changes or removal of access and will link the relevant procedures to their overall starter/leaver processes to ensure swift creation, update and removal of access.



User is identified by email address and password.  



NB ‘context launch’ users who access the system from their core business system will be subject to their local access request/approval processes. 





		User access control definition

		End user access control – All access managed via the ‘need to know’ principle applied at the system, function and data level via Role Based Access, Landing Pages and function access control.

 

Unique username & password access control (either via ‘context launch from core business system or ‘portal’ access).  

User profile and access to data is ‘role based’ and ‘task based’, linked to employing organisation.



System administration access at all levels is all based on the principle of least privilege and segregation of duties where possible.  Log of allocated access privileges is monitored.





		User responsibilities (passwords, equipment, clear desk/screen

		All data processor staff are trained as part of their IG training on workstation security, this includes clear screen/desk, locking workstations when not in use etc.

Graphnet – Password Management, clear screen and desk is regularly reviewed on audits and spot checks by the Compliance and Governance Managers.  There are posters in the building to remind staff as well as the areas forming part of annual training.



		Password management

		Lockout is activated after 5 unsuccessful login attempts.  Access is then frozen for 15 minutes.

Password complexity – minimum 8 characters, mix of alpha numeric & 42 day renewal period.  Cannot use previous 5 passwords



(NB not applicable where context launch from users source system is enabled – the standard on that system will apply)



CareCentric provides password management that can be configured to meet local preferences, such as: Expire Account Inactivity Days; Logon Failure Count Before Account Locked; Max Password Age; Force of Alphabetic and/or numeric, special characters; minimum length, time out intervals and previous passwords remembered. 







		Session Time out

		After a period of non-use (15 minutes) the user is locked out until they successfully re-identify to the system. 

As above





		

		



		Incident reporting and management

		In terms of reporting personal data breaches, the responsibilities are covered in the Information Sharing Agreement between the partners participating in the ICR/PHM programme.



Graphnet – Contractual obligation to notify of incident is in place.  All staff are trained on the importance of their own responsibilities to be aware of any incidents and to raise up.  There is an identified group of appropriate staff who will assist to review and manage any identified incident.  Graphnet utilises Jira to review any incidents which links and logs issues to ensure the incident is managed within the internal policies and processes.












image5.jpg
NHS

Bath and North East Somerset,

Swindon and Wiltshire
Integrated Care Board




image3.png




image4.png




