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Frequently asked questions – for professionals

1. What is an Integrated Care Record?
Health and Care organisations across Bath and North East Somerset, Swindon and Wiltshire (BSW) are working together to make available an Integrated Care Record (ICR).  An Integrated Care Record is a system which interfaces with different digital health and social care records allowing secure access to key information by professionals involved in care. These systems are being rolled out across England by the local health services. This includes GP, hospital and other health and care organisations.
2. Why do we need an Integrated Care Record?
The Integrated Care Record will become a fully integrated health and social care record for patients in our area to support patient care. It has been developed with the intent of enabling all organisations providing health and social care support in BSW to share care information with one another. 
To enable the Integrated Care Record to realise its full potential, participating partner organisations sign up to an information-sharing agreement – the purpose of this is to provide a robust and legal framework for sharing care information between agencies in BSW to support improved health and social care.
3. What is the benefit of sharing?
BSW is moving to a more integrated system of care for patients/citizens with closer working with a variety of providers. This way of working is reliant of sharing of appropriate information about an individual. Benefits of the ICR which have already been started to be realised include:
· professionals have a more complete picture of a person with a reduced need to go searching for information
· less repetition e.g. asking a medical / personal history
· stopping duplication e.g. organising tests or assessments which have already been completed by another organisation
· ability to create shared care plans that all professionals can see which allows appropriate end of life decisions being made
· ability to plan services based on an understanding of population need

4. How does it work?
The Integrated Care Record is a secure shared digital record that is only provided to health and social care organisations that can comply with the relevant laws about data protection. 
Only those directly involved with a person’s care and authorised to use the system can see patient identifiable information, and records are kept of who accesses which records. 
The Integrated Care Record system that is being used in BSW is supplied by Graphnet who provide a number of integrated care records systems, through their product Care Centric, across the UK.  https://www.graphnethealth.com/solutions/shared-care-records/ 
5. How do I enable sharing into the ICR?
This is done on an organisational basis. For GP practices the ICB manages an organisational group in SystmOne which once joined, allows data to flow automatically to the ICR on a nightly basis. For other providers the ICB works with local IT teams to manage the mechanisms for this data feed. 
6. What happens if a patient wants to object to their information to be included in the ICR?
If a patient wishes for their information not to be shared, then this will need to be for the whole ICR. We would strongly recommend that this is explained clearly to the individual and the potential consequences explained (e.g. if involved in an accident the emergency teams may not be able to access important information promptly). If the person still wishes to object, please direct them to their GP who can apply the relevant code to their record (XaKRw- Refused consent for upload to local shared record).

7. What happens if a patient wants an ICR but has previously opted out?
In the past individuals have expressed an unwillingness to share their GP information with other organisations. We still respect these decisions so if a historical code exists in a GP record an ICR record will not be accessible. It may be worth re-discussing this decision with individuals as they may not be aware of the implications. If an individual now wants to be included in the ICR they need to be directed to their GP who can apply the relevant code to their record (XaKRv- Consent given for upload to local shared electronic record). 
Information will start being included in the record from the next day, but historic GP information will take some time to be included.

8. How do I handle a SAR?
All the information in the ICR except the care plan is taken from provider professional systems. If an individual wanted a copy of the information held in the ICR they should be directed to all the providers that they have a relationship with and follow standard SAR processes. 

9. Do I need to ask consent to see an ICR record
No. As long as you have a direct relationship with the individual and need to access information to deliver health or social care. This is part of the GDPR regulations and more information is included in the DSA which can be downloaded here :  https://bsw.icb.nhs.uk/wp-content/uploads/sites/6/2022/10/Data-Sharing-Agreement-for-Integrated-Care-Records.docx


10. Do we need to get consent for sharing into the ICR?
No. We as health and care organisations have a duty to share information but patients/citizens should be informed (but not consented). The informing should occur with the privacy notice each organisation has. 
Further information on this is available in Section 11 of the DSA: 

“The ICR is a new way of sharing data.  Much of that data is already shared via phone call, email, and letter.  The ICR is in effect a timelier and secure method of sharing.  
Objections will need to be checked as to whether they are objections to the sharing of the data, or objection to sharing via the ICR as a mechanism.  Objections to sharing in general will have to be managed by the relevant partner’s policy.
Where an individual raises concerns about the sharing of data via the ICR itself, then if these concerns cannot be addressed, a decision will need to be made by the relevant lead professional as to whether safe and effective care can be delivered without using the ICR.  If the professional view is that it can be with data being shared by previous methods then the individual’s objection to the ICR may be upheld and their data prevented from being shared via the ICR.”
11. What information from my professional record gets shared?
The Integrated Care Record will provide a common set of information on each individual that health and social care professionals will be able to access to help them provide even better care and support, provided there is a direct care relationship with that individual. Examples of what will be shared include:
· Demographics and contact details
· list of diagnoses
· medications
· vaccinations
· allergies
· GP activity (dates/times)
· hospital activity (dates/times)
· test results
· referrals, clinic letters and discharge information.

The benefit of having an Integrated Care Record is that participating organisations can work together locally to identify the kind of information that needs sharing and develop the care record accordingly. 
12. What information will I see in the ICR?
This is dependent on your role and described here:
The actual datasets and roles will be created in the system along similar lines and managed as an access control matrix.  Each partner will be taken through an ‘on boarding process’ to identify the data they are in agreement to share, how it links to the data categories in the system and what roles will be able to access it.  
The Role Based Access Control matrix below outlines levels of permissions different professionals and clinicians will have:
	[bookmark: _Hlk72497740]
	Data items 
	Health Professionals &  Administrators
	Social Care Professionals &  Administrators

	Demographics/
Allergies
	Demographics
	Y
	Y

	
	Allergies
	Y
	Y

	GP Medications
	Repeat Medications
	Y
	 

	
	Medications Issued
	Y
	 

	GP Problems
	Active Problems
	Y
	 

	
	Past Problems
	Y
	 

	
	Additional Problems
	Y
	 

	GP Results
	Results
	Y
	 

	GP Lifestyle
	GP Lifestyle (no sub categories of alcohol/smoking/exercise)
	Y
	Y

	GP Blood Pressure
	Blood Pressure
	Y
	 

	GP Additional Information
	Encounters & Administration
	Y
	Y

	
	Referrals
	Y
	 

	
	Vaccinations & Immunisations
	Y
	Y

	
	Contraindications
	Y
	 

	
	Family History
	Y
	Y

	
	Pregnancy, Birth & Post Natal
	Y
	Y

	
	Contraception & HRT
	Y
	Y

	
	Investigations
	Y
	 

	
	Operations
	Y
	Y

	
	Radiology
	Y
	 

	Clinical Correspondence 
	 
	 
	 

	Hospital Activity Summary
	Outpatient Activity
	Y
	Y

	
	Inpatient Activity
	Y
	Y

	
	Emergency Activity
	Y
	Y

	Acute Results
	Pathology results
	Y
	 

	
	Radiology Results
	Y
	 

	Acute Medications
	Acute Medications
	Y
	 

	Social Care Adult
	Case Details
	Y
	Y

	
	Events (Assessments, Safeguarding, DOLS)
	Y
	Y

	
	Risks & Hazards
	Y
	Y

	
	Conditions/Impairments/Disabilities
	Y
	Y

	
	Related Persons & Carers
	 
	 

	
	Case Workers
	Y
	Y

	
	Classifications/Category of Need
	Y
	Y

	
	Care Plans & Service Provisions
	Y
	Y

	
	Needs & Outcomes
	 
	 

	
	 
	 
	 

	Social Care Child
	Case Details
	Y
	Y

	
	Events (Assessments, Meetings, CaseNotes)
	Y
	Y

	
	Alert Types (chid protection, child in need etc)
	Y
	Y

	
	Conditions/Impairments/Disabilities
	Y
	Y

	
	Related Persons & Carers
	Y
	Y

	
	Case Workers
	Y
	Y

	
	Classifications/Category of Need
	Y
	Y

	Community
	Encounter details
	 
	 

	
	Referrals
	Y
	Y

	
	Personal Contacts
	Y
	Y

	
	Alert
	 
	 

	
	Diagnoses
	Y
	Y

	
	Immunisation
	Y
	Y

	
	Care plans, problem, intervention
	Y
	Y

	
	Medication
	Y
	Y

	Mental Health
	Demographics
	Y
	Y

	
	Allergies
	Y
	Y

	
	Inpatient Activity
	Y
	Y

	
	Referrals
	Y
	Y

	
	Appointments
	Y
	Y

	
	Care Coordinator
	Y
	Y

	
	Crisis, Relapse and Contingency Plans
	Y
	Y

	
	Perinatal Care Plans
	Y
	Y

	
	Inpatient Discharge Summary
	Y
	Y



This matrix will be under constant review to ensure most relevant/appropriate information is shared.


13. How often is the information in the ICR updated?

	Organisation
	Status

	1.      GP Practices
	Overnight

	2.      Medvivo OOH
	Overnight

	3.      Salisbury NHS FT
	Near real-time

	4.      RUH Bath
	Near real-time

	5.      Great Western Hospitals
	Acute data: near real-time
Community data: overnight

	6.      Wiltshire Council
	Overnight

	7.      Swindon Borough Council - Children
	Overnight

	8.      Swindon Borough Council - Adult
	

	9.      Wiltshire Health & Care NHS Trust
	Overnight


14. How will I access the ICR?
Through your current clinical system. There will be a button on the host IT system which will launch the ICR. The system uses Single Sign On (SSO) technology, no usernames or password need to be remembered. It is also context aware so will automatically load the record of the individual your host system was on.
15. I work at a GP practice how do I access the ICR?
These slides will help get you started with this


16. Will the information in the ICR be secure?
Yes. All data centres used are NHS Digital approved.  All data centres are UK based. All data processing will be conducted within the UK by UK based staff.  
Graphnet – Contract Schedule F confirms use of Amazon Web Services and Microsoft Azure cloud server, approved NHS Cloud providers, with data centres in the UK.  Our contract assures that no Data Controller’s data would be processed outside of the EU (with additional commitment from Graphnet that no data will be processed outside of the UK).
See Security Statement for more information here: [insert link for file embedded]


17. Who is liable if someone unauthorised sees information that I have recorded in the ICR
Liability is not with the person/organisation who is sharing into the ICR but with the person/organisation that is accessing the information inappropriately. Any complaints should be directed to organisation that accessed the information inappropriately. This is all described in the Data Sharing Agreement.
18. How do we make sure people are informed of this change in how their data is being used?
This will be done through updating each organisation’s privacy notice, information on social media and pointing to BSW ICR website.
19. Who owns the data you are collating/collecting?
Ultimately patient data is ‘owned’ by the patient.  They have a degree of control over their data defined in data protection legislation.  For public services there is implied agreement between the individual and the service provider, that data needs to be used to provide a service.  That is why organisations using data are referred to as ‘controllers’, rather than ‘owners’.  Controllers are required to inform the individuals whose data they process what they process it for.  They do not always need consent to process data, but where individuals are not happy with the uses of data they have the right to object.
All controllers are bound by data protection legislation to act lawfully with the data they are entrusted with, furthermore public bodies are bound by legislation that defines their roles and services and cannot do things they are not established to do.  Organisations that supply systems for the processing of data, such as Integrated Care Records are legally identified as data processors.  They are bound both by contractual terms with the controller(s) and by data protection legislation to only use the data for the purposes defined by the controller(s).
20. Will my organisation have to pay to access the ICR?
No, access for those organisations in scope is not chargeable. However your organisation may need to invest in the process of linking up its current IT system to the ICR which may require development. If a new organisation wanted to access the ICR then there would need to be discussion about funding as there is a supplier cost for a provider joining the ICR 
Sharing data to the ICR may also lead to a cost form the organisation of developing the method to achieve this.
21. Who will provide training and support for the ICR?
The ICR is a web based platform which is very intuitive to use once set up. We will provide advice to individual organisations who may decide to organise their own training. Support for the ICR should be through your existing organisation IT routes with escalation to the ICR team as required


22. What is the difference between the ICR and SCR?
The Summary Care Record is a national record of important patient created from GP medical records. They can be seen and used by authorised staff in other areas of the health and care system involved in the patient's direct care. The BSW Integrated Care Record is a summary of information created from, and shared with, health and care organisations locally across BSW.

23. What is the Information Commissioner and National Data Guardian view on the IG framework for the ICR?
The BSW IG Framework was developed in line with the NHSX ShCR IG Framework. The Information Commissioner and National Data Guardian were involved in the publication phase of this guidance and are represented on the National Health & Social Care IG panel that approved its publication.

24. Patients need to know the ICR exists in order to choose whether to opt out of it. Do practices need to text their patient list with information about the ICR to enable them to opt out?
Practices have a responsibility to inform patients of organisations with whom their data is shared. There are many ways this can be achieved and must include an accurate Privacy Notice. Texting patients about the ICR or putting up posters are also options for practices to consider.
N.B. The Practice DPO has issued template privacy notices that meet this requirement. mg.gp-dpo@nhs.net
The ICR project team can help with text or poster content. bswicb.icrinfo@nhs.net

25. Is an audit trail kept of who has accessed an individual’s Integrated Care Record
Yes. The ICR project team can help with this.

26. When another professional views an individual’s ICR is this recorded in the record?
No. Although practices can request access to an automated report that identifies which records have been viewed and by what organisation. 
The ICR project team can help set this up bswicb.icrinfo@nhs.net
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ICR – what is it?


• Electronic shared health 
and social care record


• Data from a range of 
health and social care 
systems accessible in one 
place


• Access embedded within 
TPP 
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BSW Data Feeds


IC
R


GP Practices


Wilts Social Care


Salisbury Foundation Trust (SFT)


Swindon Social Care


Live Underway


Medvivo Out of Hours


* 6 GPs outstanding & 3 out of scope
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Practices now Live:


✓ 81 out of 90 BSW practices are now Live


✓ 3 EMIS practices out of scope


✓ 6 practices outstanding awaiting IG 


process to be finalised:


o Downtown Surgery


o Kennet and Avon Medical 


Partnership


o Patford House Partnership


o Salisbury Medical Centre


o Silton Surgery


o St Melor House Surgery
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What information will I share?


GP Data
✓ Demographics


✓ Immunisations


✓ Medications


✓ Referrals


✓ Active & Past Problems


✓ Allergies


✓ GP results


✓ GP Encounters


✓ Contraindications


✓ Operations


✓ Radiology


✓ Investigations


✓ Lifestyle Information


✓ Family History


✓ Pregnancy, Birth & Post Natal


✓ Contraception & HRT


Coded information entered into the GP record will be available to be viewed by health 


and social care professionals across BSW, provided there is a direct care relationship 


with that individual.
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Safeguarding Considerations


There may be rare situations where for safeguarding reasons, you may wish for data not to be 


shared beyond the surgery:


• in some domestic abuse situations where the alleged perpetrator may work at one of the 


other organisations that would have access to the record; or 


• any situation where you believe the sharing of this information may put the person at an 


increased risk of harm.


• It may also be that the person does not wish for their information to be shared beyond 


the surgery.


In these circumstances, please refer to the ICR Opt Out summary slides at the end of this 


document to apply the correct code.


You could seek consent to share this information with the ICR from the patient should you 


wish. Unfortunately there is no way that the CCG is aware of to prevent individual read codes 


such as “history of domestic abuse” to be withheld from the new system.


If you have any queries about the ICR please contact bswccg.icrsupport@nhs.net



mailto:bswccg.icrsupport@nhs.net
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How do I access ICR from SystmOne?


An Internet page will open (possibly 


behind SystmOne) and launch directly into 


the shared record for the patient you had 


retrieved.


NB If you can’t see the ICR button in TPP 


it may be that it has not been set up yet. 


The steps on how to do this are included 


at the end of this guide.  


Please email bswccg.icrsupport@nhs.net


if you require any support with this 



mailto:bswccg.icrsupport@nhs.net
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What will I be able to See?


Has My Patient been 


admitted to hospital?


Has my patient had an 


outpatient 


appointment?


Which Community Services 


is my patient with?







What’s New – Timeline and Summary


Summary and Timeline features are now live in the ICR. Based on the 


BI data views of the citizens on Carecentric and provide a useful “one 


pager” (Summary) and a high level overview (Timeline) to the 


professional.


Timeline


This report enables a clinician to view patient 


events in one place and includes events 


from primary, acute care, community and


mental health as well as long term 


conditions.


Summary


Summary view shows activity in the last 12 


months from BW Primary care (GP 


appointments, long term conditions), Acutes (IP 


and Outpatient as well as AE activity) and 


Community Services (open referrals). This view 


also shows future GP appointments
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What’s New – Clinic Letters at RUH and GWH


Clinic Letters from GWH 


and RUH are now available 


on ICR:


RUH - for all clinics where 


letters are sent to other 


providers 


GWH - letters created by 


all Specialties directly in 


CareFlow
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Data Currently Being Shared to the ICR


What will I be able to See?


RUH
Real Time Feed:


✓ Inpatient Activity (wait list, 


admissions, transfers)


✓ Outpatient Activity 


(referral, appointments, 


attendance)


Clinic Letters and 


Correspondence:


✓ Pathology results,


✓ Radiology reports


✓ Emergency Attendance


✓ Discharge summaries


✓ Flexi cystoscopy & 


Sigmoidoscopy results


✓ Colonoscopy Results


✓ Gastroscopy result


GWH
Real Time Feed:


✓ Inpatient Activity (wait list, 


admissions, transfers)


✓ Outpatient Activity (referral, 


appointments, attendance)


✓ Emergency Attendance


Clinic Letters and 


Correspondence:


✓ Clinical Letters created by 


all specialties in CareFlow


✓ Cardiology reports


✓ ED and SCBU Discharge 


letters


✓ GI reports


✓ Mental Health referrals


✓ Maternity letters


✓ Ophthalmology letters


AWP
Real Time Feed:


✓ Demographic information


✓ Allergies


✓ Inpatient stays – Admission, 


Transfer, Discharge and Leave 


events


✓ Referrals to community 


teams


✓ Appointments – Planned 


and past


✓ Care Coordinator name and 


contact details


✓ Crisis, Relapse and 


Contingency Plans


Overnight Transfer:


✓ Perinatal Care plans


✓ Inpatient Discharge 


Summaries
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Data Currently Being Shared to the ICR


What will I be able to See?


BaNES LA
Nightly feed:


✓ Demographics 


✓ Referral 


✓ Event data including:


Assessments, Safeguarding, 


DOLS 


✓ Care Plans


✓ Service Provisions 


including non-plan 


service provisions 


✓ Alerts


✓ Disabilities


✓ Practitioner 


✓ Classifications i.e. 


support reason 


Community – WHC & 


Swindon:


Nightly Feed:


✓ Inpatient Activity (wait list, 


admissions, transfers)


✓ Outpatient Activity (referral, 


appointments, attendance)


Community (BaNES)
Nightly Feed:


✓ Demographics


✓ Immunisations


✓ Diagnosis


✓ Medications


✓ Referrals


✓ MIU Data (Paulton)
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What will I be able to See? (video)


Watch the short video below (NB this video has no sound) for a brief 


overview of how the ICR is set out and where you can find relevant 


information. Please note due to IG considerations this video was made on a 


test patient therefore the record contains no information.


Patient Record Work - YouTube



https://www.youtube.com/watch?v=XSlMjlfbNHY





ICR User Feedback


Feedback from Tom Bellfield, care coordinator for 


St Chads and the highest user of the ICR in 


primary care. 


Benefits:


o Using the ICR gives a better quality service to the patient


o Saves time phoning different organisations e.g. hospital


o Real world example of pharmacy calling the practice about a very vulnerable patient who hadn’t 


picked up their meds for 6 days. Normally this would have resulted in the practice trying to call the 


patient and if no response contacting the police. However by looking on the ICR they saw that he’d 


been admitted and saved an awful lot of time and hassle.


Use Case: Tom manages a varied client list and takes referrals from clinicians and self referrals to manage non-


medical issues. Finds the ICR invaluable in allowing a better more holistic view of the patient:


o Ability to locate patients


o Getting information before it lands in SystmOne (letters/documents). Normally any documents that go to 


primary care gets sent to scanning. This can lead to a delay of processing.


o Finding out more about a patient/client - which organisations are involved, how often do they access 


services etc.


Tom feels the most important part of the ICR is the documents section







ICR User Feedback


Feedback from Nic Aplin, Community Frailty Nurse Practitioner for BaNES at Royal United 


Hospital


Benefits: 


o Access to caseworker contact details has seen an improvement in MDT meeting attendance and in turn 


an improvement in quality of assessments and follow-up.


o Time saved by having information in one place and not having to log into SystmOne separately or phoning 


around for information means more time spent with the patients


o Easily compare comorbidities and meds, comparing RUH with GP data. Real life example: Nic was able to 


check on a specialist haematology med that was not on an RUH discharge summary and contact the 


appropriate clinician quickly and easily, potentially saving harm.


Use Case: Nic uses the ICR on daily basis via Millennium and finds it especially helpful for MDT meetings and 


supporting the residents in the care hotel who may have come from any area in BSW and are not always know to 


RUH. The ICR enables Nic to see all relevant information in one place:


o Quick and easy access to relevant information (meds, comorbidities, outpatient referrals, etc.), especially 


helpful for those patients who do not appear on Millennium


o Access to caseworker contact details which was not always possible previously.


o Having the information available on ICR means there is usually no need to log into the read only version of 


SystmOne separately and search for patients which takes time.
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ICR Overview
The following slides show the information contained within ICR


1. Landing Page


2. Hospital Activity


3. Community 


4. Mental Health


5. Social Care


6. Set up ICR access in TPP


7. ICR Opt Out Summary
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1. Landing Page


➢ The summary page shows 


the patient’s record by 


using Navigation and Hub 


Tiles to display the data for 


different sections of 


information such as 


Medications, Results and 


Activity data.


➢ This is the default page 


after accessing a patient 


record.


When you access to ICR from TPP you will be directed to the Summary Page for that 


patient’s record
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2. Hospital Activity Summary View


Separated into 


Outpatient, 


Inpatient and 


Emergency 


Activity


Click the arrow to 


go to the relevant 


detail view
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2. Hospital Activity Detail view


Outpatient activity 


will be displayed in a 


split view. Select an 


activity in the left 


hand pane to view 


the details


Inpatient/waiting list 


activity will be 


displayed in a split 


view. Select an activity 


in the left hand pane to 


view the details
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2. Hospital Activity – Clinical Corresponence


Reports are completed on the day of the test 


and sent into the ICR in real time into the 


Clinical Documents tile. 


GPs will be able to see:
- Appointment for tests


- Results


RUH and GWH are now sharing 


Clinic Letters, including some 


test results (see slide 11 for 


more info)


Patient was admitted for Gastroscopy and 
the report is in the Clinical Letters view.


Future Developments: Integrating Cardiology reports
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3. Community Summary View


Separated into 


sections. Click 


the arrow to go to 


the relevant detail 


view
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3. Community Detail View - Referrals


Separated into 


sections for open 


and closed referrals


Click the arrow to 


expand a section 


and view the referral 


details
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3. Community Detail View


Separated into 


sections with item 


count to indicate if 


data is available to 


view


Click the arrow to 


expand a section and 


view the details







NHS Bath and North East Somerset, Swindon and Wiltshire CCG


4. Mental Health Summary View
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4. Mental Health Detail View


Click to expand 


each section
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4. Mental Health Detail View


Click the drop down 


arrow to expand the 


information you want 


to view
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5. Adult Social Care Summary View


Click the arrow to go 


to the adult social 


care detail view
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5. Adult Social Care Detail View


Separated into sections 


with item count to 


indicate if data is 


available to view
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6. Set Up ICR Button in S1
This process will add a new Button to the tool bar for all users 


and grant access to the ICR while a patient record is retrieved. 


You do not require any log in details or patient information as it 


pulls it through automatically. 


1. Go to Setup>Users & Policy> Organisation Preferences


2. Search for ‘Toolbars’ in the search bar


3. Once you have ‘Toolbars’ selected, right Click the default tool 


bar and select amend
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6. Set Up ICR Button in S1


4. Highlight a button set where you would like the new 


ICR button and click ‘Amend Button Set’


5. You can also create a new Button Set and create a 


large button like in the image below.


8. Press Ok to close this page, and the one behind it to return 


to the main page of system one.


9. If configured correctly there should be a new Icon in the 


tool bar that can be pressed to launch the ICR as long as a 


patient is retrieved.


Finally, the first time a user uses this button, they will be 


prompted to put in their name, please do so as well as ticking 


the box to ‘remember’ these details to stop it from popping up 


again.


6. Search for ‘ICR’ in the search bar and find your practice from 


the list


7. Highlight your practice URL with a left click, and press the + 


button in the middle of the screen to bring it across to the right 


screen.







NHS Bath and North East Somerset, Swindon and Wiltshire CCG


6. Set Up ICR Button in S1 - Troubleshooting


The button was added by my practice but I am unable to see it


• If you are using a custom toolbar (i.e. not the default toolbar used by the 


practice), you will need to add it yourself:


• follow steps 1-3 but instead right click and choose ‘set staff toolbar usage’


• Here you can see the list of users names on the left, identify the staff 


members who need the default tool bar to see the ICR button, highlight 


them by left clicking, and then press right arrow to move them across to the 


left of the screen.


I click on the ICR button but receive an error message, such as “404 file or 
directory not found”:


• This usually happens when your practice has shared administration 


switched on in SystmOne. ICR is set up to show information of patients 


registered at your own practice – so accessing from Practice A, you can only 


view patients registered at that practice. 


• To enable viewing of patients from partner practices, please ask the 


practices’ Caldicott Guardian(s) to email bswccg.icrsupport@nhs.net to 


request sharing to be turned on within the ICR.



mailto:bswccg.icrsupport@nhs.net
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7. ICR Opt Out Summary
The national position on opt outs has changed. The table below describes the relevant 


codes to be applied to stop patient information to be shared with the ICR


National Data Opt Out Type 1 Opt Out GDPR Objection


S
u


m
m


a
ry


The National Data Opt Out used to be 


called the “Type 2 Opt Out”.  Utilising this 


means that data will flow to NHS Digital 


but will not flow onwards for research 


and planning. 


A Type 1 Opt Out means that 


identifiable data will not leave an 


individual’s GP Practice for reasons 


other than direct care.


Under Article 21 of the GDPR an individual 


has the right to object to their data being 


processed. 


Where an individual is objecting to their 


information being shared for direct care, 


further information from the individual must 


be provided to assess whether their 


Objection is upheld or rejected. This 


decision will be made by a clinician.


W
h


a
t 


d
o


 


p
a


ti
e


n
ts


 n
e


e
d


 t
o


 


d
o


?


Individuals can set the National Data Opt


Out status via the relevant website or via 


the NHS App. 


Individuals may register a Type 1 


Opt Out of secondary use of their 


data. The patient needs to register 


this wish with their practice.


If a patient does NOT wish to share data for 


direct care, then they must lodge a request 


with their GP. Subject to local process and 


approval, a code will be placed on their 


record and they will be opted out of the 


local direct shared care record.


W
h


a
t 


d
o


e
s


 t
h


e
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o
 


d
o
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The CareCentric Population Health 


Analytics platform will respect the 


National Opt Out at the point that data is 


requested to be sent to NHS Digital. 


Nationally Opted Out data will not flow 


into the Population Health De-identified 


or Pseudonymised data marts.


The GP practice needs to store the 


appropriate administrative code 


against the individual’s record.


The GP practice needs to store the 


appropriate code against the individual’s 


record. 



https://www.nhs.uk/your-nhs-data-matters/manage-your-choice/
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7. ICR Opt Out Summary


National Data Opt Out Type 1 Opt Out GDPR Objection


Is
 t


h
e


re
 a


 c
o


d
e
 t


h
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t 
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 a
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p
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e


d
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CareCentric will integrate with 


the National Opt Out service 


and identify where a citizen 


has Opted Out.


The following codes can 


be used to identify a Type 


1 Objection:


9Nu0. – Dissent from 


secondary use of general 


practitioner patient 


identifiable data.


XaZ89 – Dissent from 


secondary use of general 


practitioner patient 


identifiable data.


827241000000103 –


Dissent from secondary 


use of general practitioner 


patient identifiable data.


The following codes can be 


used to identify a GDPR 


Objection:


93C1. – Refused consent for 


upload to local shared electronic 


record


XaKRw – Refused consent for 


upload to local shared electronic 


record.


416409005 – Refused consent for 


upload to local shared electronic 


record (finding).
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ICR & PHM Security statement v1.4.docx
BSW ICR & PHM – Information Security statement

This statement is designed to give an overview of the key security features and operations of the Integrated Care Record and Population Health Management.  The organisations providing these controls should be assessing the effectiveness of these on a regular basis (GPDR Article 32 – Security).  This does not cover the processing by BSW CCG to extract and prepare general practice data for upload as that is separately covered by the data processing agreement between the CCG and each practice.

ICR PHM data processors (all to be listed here):

· Graphnet Health Ltd (https://www.graphnethealth.com/ )



		Security area

		Overview of controls



		Personnel security



		Vetting

		All partner organisation and data processor staff are subject to employment references and background checks.



Graphnet - Confirmed in Graphnet contract Annex 2 – Security Statement 

ICR Partners – part of employment processes





		Education & training

		All staff (data processor employees and end users) undertake both induction and annual information governance related training.

Common commitment for all staff to read and be able to access their employing organisation’s information governance policies.



Graphnet – All staff receive annual Information Governance and Information Security Training as well as all new starters receiving additional training when they start in the Organisation.

ICR Partners – confirmed by DS&P toolkit.  Compliance is a requirement of signing the Data Sharing Agreement





		Employment contracts

		Confidentiality contractual clauses in place – linked to disciplinary action for all parties.



Graphnet – Confirmed in Graphnet contract Annex 2 – Security Statement

ICR Partners – confirmed by DS&P toolkit





		

		



		Physical security – related to data centre (not end user access points)



		Security perimeter

		Data Host – Facilities are assessed to meet requirements of ISO27001.

CCTV coverage is in place.



Graphnet – ISO27001 confirmed in Contract Schedule C.  Statement of applicability also provided.  Microsoft Azure cloud facilities also meet these standards and NHS Cloud services requirements





		Physical entry controls

		Graphnet – The office Building operates via swipe card access.  There are two layers of security to the shared building complex.  The first allows access to the Building and the second allows access to the Graphnet office.  All members of staff and visitors sign in and out.  Visitor passes are available to guests once they have signed in and been appropriately greeted by a member of staff.



Azure Data Centre access itself is controlled by Microsoft.





		Environmental protection (fire, flood, theft)

		Data storage must be on dual sites with immediate fall over in the event of issue at one site.

Graphnet – The solution supports geo-redundancy using multiple data centres which are configured in either an active-passive, or active-active model.





		Secure disposal of equipment

		Data Centre devices at ‘end of life’ or that fail are securely retained on site until physically destroyed onsite by an accredited disposal company under supervision of Data Processor.  Certificates of destruction are issued.  

Graphnet – As per above. 





		Data Centre & data processing locations

		All data centres used are NHS Digital approved data centres.  All data centres are UK based.    All data processing will be conducted within the UK by UK based staff.  

Graphnet – Contract Schedule F confirms use of Amazon Web Services and Microsoft Azure cloud server, approved NHS Cloud providers, with data centres in the UK.  Our contract assures that no Data Controller’s data would be processed outside of the EU (with additional commitment from Graphnet that no data will be processed outside of the UK).





		

		



		Communications & Operations management



		Separating development, test and live facilities

		Test, development and live environments are segregated.  Test data is not taken from the live environment.

Graphnet – confirmed in ISO27001 applicability statement (A 12.1.4)







		Anti-virus/malware

		Anti-virus and malware protection is in place on the infrastructure and operating systems provided by Data Processors.

Graphnet – The solution is protected by Microsoft Defender, Microsoft Anti-malware and Azure Security Centre.





		Backups and continuity – Business continuity

		Redundancy for all power systems (Generator & UPS) in data centres.  Data is stored at one Data Centre and is replicated to a second Data Centre.

Graphnet - Graphnet performs nightly back-ups 365 days per year as part of normal operations.  All back-ups are stored, for a period of 30 days, in machine readable data on an industry standard medium at a site remote from the data centre or systems location and shall be available within 30 minutes for online/disk backups and 4 hours for offsite stored tape media for the purposes of data retrieval.  Backups are tested, standardised and shared with the customer on the requirements.





		Network security & testing/auditing

		· Data centre subject to annual (or more frequent as required) penetration testing, carried out by CESG CHECK certified external assessors.  

Graphnet - Microsoft fully manages its Azure hosted Cloud. Microsoft carries out regular penetration testing to ensure safety from security vulnerabilities.

· Virtual Private Networks (VPN) and Virtual Local Area Network (VLAN) established in the host centre.

Graphnet - Already built into Azure is Azure Advanced Theft Protection. The network will be monitored for vulnerabilities and deviation from original configuration statues (routes). Changes to the network layout will be fully audited. Any changes are only accessible via Just In Time administration built on top of multifactor authentication to ensure only the authorised personnel can make changes.

· Vulnerability scans are conducted at least quarterly.  Daily checks of incoming vulnerability disclosures, Common Vulnerabilities and Exposures (CVE) reporting.  Security patches applied in a non-production environment first where possible.

Graphnet – Microsoft Azure has built in vulnerability assessment abilities providing holistic protection that will be constantly monitoring the stack. All security patches are delivered to non-production environments first.



		Encryption & Pseudonymisation

		Transit Layer Security (TLS) utilised (CESG approved products).  Data is also encrypted at rest (AES 256).  Laptops and other mobile devices used for access to ICR will be encrypted.



Delivery of the system to the device accessing it is via Secure Socket Layer (SSL 2048 bits) at all times.



Wireless traffic is encrypted using WPA2



Pseudonymisation is not used in terms of delivery of care to identifiable individuals, but will be used in population health management platform. 



Graphnet – TLS encryption confirmed in ISO27001 statement of applicability (A 13.2.1). Mobile devices are encrypted (A 6.2.1).  Data is encrypted at rest using TDE (Transparent Database Encryption).





		

		



		Monitoring



		Audit logging & Usage audits

		Audit logs are in place for all aspects of the ICR system and the infrastructure on which it is run.  ICR captures all User ID, date and time stamp for all interactions on the system, including records of who viewed data.



Monitoring for security events or incidents (i.e. failed logins) are in place.



All partner agencies will conduct usage audits to ensure that access to data is for appropriate valid reasons.



Graphnet – Audit logs are in place across the system and All audit logs and evidence is preserved to ensure appropriate chain of

custody.





		

		



		Access control



		User management

		A user request process and form will be established.  This will require organisational manager approval before the user is set up.  Set up of users will be delegated to their employing organisation following a standard process to ensure only valid accounts are created.  



The employing organisation will also be responsible for any required changes or removal of access and will link the relevant procedures to their overall starter/leaver processes to ensure swift creation, update and removal of access.



User is identified by email address and password.  



NB ‘context launch’ users who access the system from their core business system will be subject to their local access request/approval processes. 





		User access control definition

		End user access control – All access managed via the ‘need to know’ principle applied at the system, function and data level via Role Based Access, Landing Pages and function access control.

 

Unique username & password access control (either via ‘context launch from core business system or ‘portal’ access).  

User profile and access to data is ‘role based’ and ‘task based’, linked to employing organisation.



System administration access at all levels is all based on the principle of least privilege and segregation of duties where possible.  Log of allocated access privileges is monitored.





		User responsibilities (passwords, equipment, clear desk/screen

		All data processor staff are trained as part of their IG training on workstation security, this includes clear screen/desk, locking workstations when not in use etc.

Graphnet – Password Management, clear screen and desk is regularly reviewed on audits and spot checks by the Compliance and Governance Managers.  There are posters in the building to remind staff as well as the areas forming part of annual training.



		Password management

		Lockout is activated after 5 unsuccessful login attempts.  Access is then frozen for 15 minutes.

Password complexity – minimum 8 characters, mix of alpha numeric & 42 day renewal period.  Cannot use previous 5 passwords



(NB not applicable where context launch from users source system is enabled – the standard on that system will apply)



CareCentric provides password management that can be configured to meet local preferences, such as: Expire Account Inactivity Days; Logon Failure Count Before Account Locked; Max Password Age; Force of Alphabetic and/or numeric, special characters; minimum length, time out intervals and previous passwords remembered. 







		Session Time out

		After a period of non-use (15 minutes) the user is locked out until they successfully re-identify to the system. 

As above





		

		



		Incident reporting and management

		In terms of reporting personal data breaches, the responsibilities are covered in the Information Sharing Agreement between the partners participating in the ICR/PHM programme.



Graphnet – Contractual obligation to notify of incident is in place.  All staff are trained on the importance of their own responsibilities to be aware of any incidents and to raise up.  There is an identified group of appropriate staff who will assist to review and manage any identified incident.  Graphnet utilises Jira to review any incidents which links and logs issues to ensure the incident is managed within the internal policies and processes.
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