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1. What is an Integrated Care Record?
Health and Care organisations across Bath and North East Somerset, Swindon and Wiltshire (BSW) are working together to make available an Integrated Care Record (ICR).  An Integrated Care Record is a system which interfaces with different digital health and social care records allowing secure access to key information by professionals involved in care. These systems are being rolled out across England by the local health services. This includes GP, hospital and other health and care organisations.
2. Why do we need an Integrated Care Record?
The Integrated Care Record will become a fully integrated health and social care record for patients in our area to support patient care. It has been developed with the intent of enabling all organisations providing health and social care support in BSW to share care information with one another. 
To enable the Integrated Care Record to realise its full potential, participating partner organisations sign up to an information-sharing agreement – the purpose of this is to provide a robust and legal framework for sharing care information between agencies in BSW to support improved health and social care.
3. What is the benefit of sharing?
BSW is moving to a more integrated system of care for patients/citizens with closer working with a variety of providers. This way of working is reliant of sharing of appropriate information about an individual. Benefits of the ICR which have already been started to be realised include:
· professionals have a more complete picture of a person with a reduced need to go searching for information
· less repetition e.g. asking a medical / personal history
· stopping duplication e.g. organising tests or assessments which have already been completed by another organisation
· ability to create shared care plans that all professionals can see which allows appropriate end of life decisions being made
· ability to plan services based on an understanding of population need

4. How does it work?
The Integrated Care Record is a secure shared digital record that is only provided to health and social care organisations that can comply with the relevant laws about data protection. 
Only those directly involved with a person’s care and authorised to use the system can see patient identifiable information, and records are kept of who accesses which records. 
The Integrated Care Record system that is being used in BSW is supplied by Graphnet who provide a number of integrated care records systems, through their product Care Centric, across the UK.  https://www.graphnethealth.com/solutions/shared-care-records/ 
5. How do I enable sharing into the ICR?
This is done on an organisational basis. For GP practices the ICB manages an organisational group in SystmOne which once joined, allows data to flow automatically to the ICR on a nightly basis. For other providers the ICB works with local IT teams to manage the mechanisms for this data feed. 
6. What happens if a patient wants to object to their information to be included in the ICR?
If a patient wishes for their information not to be shared, then this will need to be for the whole ICR. We would strongly recommend that this is explained clearly to the individual and the potential consequences explained (e.g. if involved in an accident the emergency teams may not be able to access important information promptly). If the person still wishes to object, please direct them to their GP who can apply the relevant code to their record (XaKRw- Refused consent for upload to local shared record).

7. What happens if a patient wants an ICR but has previously opted out?
In the past individuals have expressed an unwillingness to share their GP information with other organisations. We still respect these decisions so if a historical code exists in a GP record an ICR record will not be accessible. It may be worth re-discussing this decision with individuals as they may not be aware of the implications. If an individual now wants to be included in the ICR they need to be directed to their GP who can apply the relevant code to their record (XaKRv- Consent given for upload to local shared electronic record). 
Information will start being included in the record from the next day, but historic GP information will take some time to be included.

8. How do I handle a SAR?
All the information in the ICR except the care plan is taken from provider professional systems. If an individual wanted a copy of the information held in the ICR they should be directed to all the providers that they have a relationship with and follow standard SAR processes. 

9. Do I need to ask consent to see an ICR record
No. As long as you have a direct relationship with the individual and need to access information to deliver health or social care. This is part of the GDPR regulations and more information is included in the DSA which can be downloaded here : 


10. Do we need to get consent for sharing into the ICR?
No. We as health and care organisations have a duty to share information but patients/citizens should be informed (but not consented). The informing should occur with the privacy notice each organisation has. 
Further information on this is available in Section 11 of the DSA: 

“The ICR is a new way of sharing data.  Much of that data is already shared via phone call, email, and letter.  The ICR is in effect a timelier and secure method of sharing.  
Objections will need to be checked as to whether they are objections to the sharing of the data, or objection to sharing via the ICR as a mechanism.  Objections to sharing in general will have to be managed by the relevant partner’s policy.
Where an individual raises concerns about the sharing of data via the ICR itself, then if these concerns cannot be addressed, a decision will need to be made by the relevant lead professional as to whether safe and effective care can be delivered without using the ICR.  If the professional view is that it can be with data being shared by previous methods then the individual’s objection to the ICR may be upheld and their data prevented from being shared via the ICR.”
11. What information from my professional record gets shared?
The Integrated Care Record will provide a common set of information on each individual that health and social care professionals will be able to access to help them provide even better care and support, provided there is a direct care relationship with that individual. Examples of what will be shared include:
· Demographics and contact details
· list of diagnoses
· medications
· vaccinations
· allergies
· GP activity (dates/times)
· hospital activity (dates/times)
· test results
· referrals, clinic letters and discharge information.

The benefit of having an Integrated Care Record is that participating organisations can work together locally to identify the kind of information that needs sharing and develop the care record accordingly. 
12. What information will I see in the ICR?
This is dependent on your role and described here:
The actual datasets and roles will be created in the system along similar lines and managed as an access control matrix.  Each partner will be taken through an ‘on boarding process’ to identify the data they are in agreement to share, how it links to the data categories in the system and what roles will be able to access it.  
The Role Based Access Control matrix below outlines levels of permissions different professionals and clinicians will have:
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	Data items 
	Health Professionals &  Administrators
	Social Care Professionals &  Administrators

	Demographics/
Allergies
	Demographics
	Y
	Y

	
	Allergies
	Y
	Y

	GP Medications
	Repeat Medications
	Y
	 

	
	Medications Issued
	Y
	 

	GP Problems
	Active Problems
	Y
	 

	
	Past Problems
	Y
	 

	
	Additional Problems
	Y
	 

	GP Results
	Results
	Y
	 

	GP Lifestyle
	GP Lifestyle (no sub categories of alcohol/smoking/exercise)
	Y
	Y

	GP Blood Pressure
	Blood Pressure
	Y
	 

	GP Additional Information
	Encounters & Administration
	Y
	Y

	
	Referrals
	Y
	 

	
	Vaccinations & Immunisations
	Y
	Y

	
	Contraindications
	Y
	 

	
	Family History
	Y
	Y

	
	Pregnancy, Birth & Post Natal
	Y
	Y

	
	Contraception & HRT
	Y
	Y

	
	Investigations
	Y
	 

	
	Operations
	Y
	Y

	
	Radiology
	Y
	 

	Clinical Correspondence 
	 
	 
	 

	Hospital Activity Summary
	Outpatient Activity
	Y
	Y

	
	Inpatient Activity
	Y
	Y

	
	Emergency Activity
	Y
	Y

	Acute Results
	Pathology results
	Y
	 

	
	Radiology Results
	Y
	 

	Acute Medications
	Acute Medications
	Y
	 

	Social Care Adult
	Case Details
	Y
	Y

	
	Events (Assessments, Safeguarding, DOLS)
	Y
	Y

	
	Risks & Hazards
	Y
	Y

	
	Conditions/Impairments/Disabilities
	Y
	Y

	
	Related Persons & Carers
	 
	 

	
	Case Workers
	Y
	Y

	
	Classifications/Category of Need
	Y
	Y

	
	Care Plans & Service Provisions
	Y
	Y

	
	Needs & Outcomes
	 
	 

	
	 
	 
	 

	Social Care Child
	Case Details
	Y
	Y

	
	Events (Assessments, Meetings, CaseNotes)
	Y
	Y

	
	Alert Types (chid protection, child in need etc)
	Y
	Y

	
	Conditions/Impairments/Disabilities
	Y
	Y

	
	Related Persons & Carers
	Y
	Y

	
	Case Workers
	Y
	Y

	
	Classifications/Category of Need
	Y
	Y

	Community
	Encounter details
	 
	 

	
	Referrals
	Y
	Y

	
	Personal Contacts
	Y
	Y

	
	Alert
	 
	 

	
	Diagnoses
	Y
	Y

	
	Immunisation
	Y
	Y

	
	Care plans, problem, intervention
	Y
	Y

	
	Medication
	Y
	Y

	Mental Health
	Demographics
	Y
	Y

	
	Allergies
	Y
	Y

	
	Inpatient Activity
	Y
	Y

	
	Referrals
	Y
	Y

	
	Appointments
	Y
	Y

	
	Care Coordinator
	Y
	Y

	
	Crisis, Relapse and Contingency Plans
	Y
	Y

	
	Perinatal Care Plans
	Y
	Y

	
	Inpatient Discharge Summary
	Y
	Y



This matrix will be under constant review to ensure most relevant/appropriate information is shared.

How often is the information in the ICR updated?

	Organisation
	Status

	1. GP Practices
	Overnight

	2. Medvivo OOH
	Overnight

	3. Salisbury NHS FT
	Near real-time

	4. RUH Bath NHS FT
	Near real-time

	5. Great Western Hospitals NHS FT
	Acute data: near real-time

	6. Wiltshire Council
	Overnight

	7. HCRG BSW Community Health
	Overnight

	8. Avon Wiltshire Partnership NHS Trust
	Acute data: near real time
Plans: Overnight

	9. Oxford Health NHS FT
	Overnight

	10. BaNES Council
	Overnight


11. How will I access the ICR?
Through your current clinical system. There will be a button on the host IT system which will launch the ICR. The system uses Single Sign On (SSO) technology, no usernames or password need to be remembered. It is also context aware so will automatically load the record of the individual your host system was on.
12. I work at a GP practice how do I access the ICR?
These slides will help get you started with this


13. Will the information in the ICR be secure?
Yes. All data centres used are NHS Digital approved.  All data centres are UK based. All data processing will be conducted within the UK by UK based staff.  
Graphnet – Contract Schedule F confirms use of Amazon Web Services and Microsoft Azure cloud server, approved NHS Cloud providers, with data centres in the UK.  Our contract assures that no Data Controller’s data would be processed outside of the EU (with additional commitment from Graphnet that no data will be processed outside of the UK).
See Security Statement for more information here:


14. Who is liable if someone unauthorised sees information that I have recorded in the ICR
Liability is not with the person/organisation who is sharing into the ICR but with the person/organisation that is accessing the information inappropriately. Any complaints should be directed to organisation that accessed the information inappropriately. This is all described in the Data Sharing Agreement.
15. How do we make sure people are informed of this change in how their data is being used?
This will be done through updating each organisation’s privacy notice, information on social media and pointing to BSW ICR website.
16. Who owns the data you are collating/collecting?
Ultimately patient data is ‘owned’ by the patient.  They have a degree of control over their data defined in data protection legislation.  For public services there is implied agreement between the individual and the service provider, that data needs to be used to provide a service.  That is why organisations using data are referred to as ‘controllers’, rather than ‘owners’.  Controllers are required to inform the individuals whose data they process what they process it for.  They do not always need consent to process data, but where individuals are not happy with the uses of data they have the right to object.
All controllers are bound by data protection legislation to act lawfully with the data they are entrusted with, furthermore public bodies are bound by legislation that defines their roles and services and cannot do things they are not established to do.  Organisations that supply systems for the processing of data, such as Integrated Care Records are legally identified as data processors.  They are bound both by contractual terms with the controller(s) and by data protection legislation to only use the data for the purposes defined by the controller(s).
17. Will my organisation have to pay to access the ICR?
No, access for those organisations in scope is not chargeable. However your organisation may need to invest in the process of linking up its current IT system to the ICR which may require development. If a new organisation wanted to access the ICR then there would need to be discussion about funding as there is a supplier cost for a provider joining the ICR 
Sharing data to the ICR may also lead to a cost form the organisation of developing the method to achieve this.
18. Who will provide training and support for the ICR?
The ICR is a web based platform which is very intuitive to use once set up. We will provide advice to individual organisations who may decide to organise their own training. Support for the ICR should be through your existing organisation IT routes with escalation to the ICR team as required

19. What is the difference between the ICR and SCR?
The Summary Care Record is a national record of important patient created from GP medical records. They can be seen and used by authorised staff in other areas of the health and care system involved in the patient's direct care. The BSW Integrated Care Record is a summary of information created from, and shared with, health and care organisations locally across BSW.

20. What is the Information Commissioner and National Data Guardian view on the IG framework for the ICR?
The BSW IG Framework was developed in line with the NHSX ShCR IG Framework. The Information Commissioner and National Data Guardian were involved in the publication phase of this guidance and are represented on the National Health & Social Care IG panel that approved its publication.

21. Patients need to know the ICR exists in order to choose whether to opt out of it. Do practices need to text their patient list with information about the ICR to enable them to opt out?
Practices have a responsibility to inform patients of organisations with whom their data is shared. There are many ways this can be achieved and must include an accurate Privacy Notice. Texting patients about the ICR or putting up posters are also options for practices to consider.
N.B. The Practice DPO has issued template privacy notices that meet this requirement. mg.gp-dpo@nhs.net
The ICR project team can help with text or poster content. bswicb.icrinfo@nhs.net

22. Is an audit trail kept of who has accessed an individual’s Integrated Care Record
Yes. The ICR project team can help with this.

23. When another professional views an individual’s ICR is this recorded in the record?
No. Although practices can request access to an automated report that identifies which records have been viewed and by what organisation. 
The ICR project team can help set this up bswicb.icrinfo@nhs.net

24. Is all information held by the GP practice visible in the ICR?
The ICR is only able to display coded data. There maybe medical conditions which have not been coded and this will not be visible in the ICR.

25. The contact details for the person I’m reviewing are wrong, how can they be corrected?
If the details for the person are incorrect and the source of the person is your own organisation then you should speak to your data quality or similar team to correct. For other issues please email bswicb.icrsupport@nhs.net and the BSW ICR team can forward your email to the correct organisation to review.
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28. What is a GP problem?
A problem is a coded health issue completed on the clients GP health record. These are usually medical conditions that are important to a patient’s medical history, for example, Hypertension, Diabetes, Dementia and Cancers.

29. What’s an Active Problem?
Active Problems are those issues that have not been end dated at the GP practice and are set as major issues by the practice. Active Problems tend to be
i) important current temporary conditions (for example, exacerbation of asthma)
ii) important long term chronic conditions (for example, diabetes)
iii) important conditions which may have setlled but remain important to be aware of (for example, a cancer)

30. What are past problems?
Past problems are those issues that have been ended in the GP practice, most likely because the condition has resolved.

31. What are additional problems?
Additional problems are those issues that are set as minor issues at the GP practice

32. What are GP medications?
Medications are drugs prescribed to clients

33. What are repeat medications?
Repeat medications are drugs prescribed to be taken on a regular basis, for example, medicines which lower blood pressure in hypertensive patients.

34.  What are GP results?
GP results are diagnostic results requested by and recorded in the GP practice

35. What is GP lifestyle?
GP lifestyle is where information about the person is shown, including alcohol and smoking details
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36. What is the Summary View?
The Summary View is a one page report showing useful details about the patient, from a GP’s perspective

37. What is the Timeline View?
The Timeline View is an overview of the data available for the person within the ICR, showing details about events that have happened. Note that data from before when systems were imported to ICR will not show. More detail on this from this is available via bswicb.icrsupport@nhs.net
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38. What is recorded in Acute Hospital Activity?
Any Outpatient, Inpatient or Emergency events are shown for the patient here, these are available from the linked hospitals (GWH, RUH, SFT) from two years before their data went live and on a real time basis now.
39. What are Acute Results?
The Acute hospitals provide; Reports from Radiology, Results from Pathology and Reports from other areas into this section. These are available real time from the hospitals.

40. What are Clinical Letters (Clin. Letters)?
Any documents sent from Acute Hospitals (GWH & RUH currently) and Swindon Community services are made available here. These are sent real time.
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41. What is Community Health information on the ICR?
Community Health information is from our three Community Health providers; HCRG, Swindon Community & Wiltshire Health & Care. It’s provided on a nightly basis.

42. What data is provided for Community Health?
Information on Referrals to services, Personal Contacts with services, Latest diagnosis for patients and Community Care plans are included. Swindon Community also sends clinical communication.
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43. What are Care Plans?
There are Currently there are three available care plans on the ICR, these replace paper based plans enabling information about patients to be shared across many providers.
i) The End of Life ICR – this is a full EpACCS form that has been piloted by the Swindon Palliative Care & Hospice team and soon will be rolled out to BaNES and Wiltshire. It will be available on the National Record Locator to view by our SWAST colleagues.
ii) Frailty Care Plan – the Frailty module within the ICR offer the ability to assess, monitor and manage frail patients with input from all health and care staff involved in patients’ care. We’re looking to roll this out in BaNES initially, but it is open to all areas should they wish to utilise this function.

iii) ReSPECT (Recommended Summary Plan for Emergency Care and Treatment)– this is the digitised version of the paper-based ReSPECT, fully accredited by the Resus Council. It is now the default method for recording ReSPECT wishes and is stored and accessed within the ICR by healthcare professionals across BSW.  
Whenever a digital ReSPECT form is created or updated it should also be printed so it remains with the patient at all times. All digital ReSPECT forms are shared with SWAST and other ambulance services across the country using the National Record Locator.
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44. What is OOH/111 Activity?
OOH/111 is out of hours and NHS 111 activity – this is provided for BSW by Medvivo, the data shown details cases, set case questions, consultations & case details. For more details please contact bswicb.icrsupport@nhs.net

45. What is OOH/111 Medication?
These are drugs that have been prescribed by OOH GPs to patients?
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Data Sharing Agreement for Integrated Care Records & Population Health Management













		Brief outline of agreement



		

An agreement to cover the lawful basis and legal gateways to share health and care information of individuals for the provision of care across agencies and the development of services by analysis of the health and social care needs of the population.





		Date of agreement
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		Date of review
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This Data Sharing Agreement (‘the agreement’) is to support the development and use of integrated care records within Bath & North East Somerset, Swindon & Wiltshire (BSW) health and social care community.  

The agreement relates to two main purposes:

· The use of integrated care records for the provision of care to individuals across multiple partner organisations, potentially to include service user held records where they can write in their own record. It also covers the use of the PHM platform where analytical activity is designed to support services in the delivery of individual care (such as case finding tools). 

· The use of pseudonymised and anonymised data to support Population Health Management (‘PHM’) activities.

All partners have a legal responsibility to ensure that their processing of all personal data is lawful, properly controlled and that individual’s rights regarding their personal data are respected.

The Agreement is part of the requirements of the Integrated Care Record (ICR) and PHM programme, for the partners to be able to demonstrate accountability with data protection legislation and where partners are joint controllers to set out the relevant arrangements for managing the joint control.

The two purposes have been linked in one agreement on the basis that the same platform (Graphnet ‘CareCentric’) is used to provide the data requirements of both programmes.  The PHM programme benefits from data being linked from individual sources to support direct care and then pseudonymised & anonymised to support PHM activities.

The Agreement must be signed by a senior accountable officer within the executive directorship of each partner.
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The scope of the agreement includes partners within the BSW Integrated Care System (ICS) involved in providing care services to individuals and contributing to the overall development of the health and care community in terms of integrated service design and implementation.

Partners will be brought on when they have shown a need to access or provide relevant data within the system and sufficient compliance with the qualifying standards (see section 14) so that the other partners are assured of their ability to process the data appropriately.
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Developments in health and care services are driving organisations to work even more closely together to provide the best quality care, whilst achieving the greatest value for money.  It is widely recognised that the sharing of relevant data in a timely and secure manner supports the delivery of effective care.

Health and Care systems require detailed, accurate and rich sources of data, derived from linked and de-identified care records to support initiatives to improve the health and wellbeing of the population, transform quality of care whilst maintaining sustainable finances (triple aim).  Defined as ‘Population Health Management’.

By building PHM from records linked for integrated care, the BSW health and care community will be able to alleviate some of the difficulties that other PHM approaches encounter around the linkage and pseudonymisation/de-identification of data.  As the data sources are linked at an identifiable level to support direct care to individuals, the processes to de-identify and pseudonymise the data that is already linked are easier to apply than alternatives such as ‘pseudonymisation at source’, where small variations in the demographic detail of the same patient across different systems can result in different pseudonyms being applied and records failing to link.

'Our Integrated Care Strategy – BSW Together’ cannot be achieved without joining up records. 
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Partners are controllers in their own right for data they contribute to the point when the data is provided to the ICR & PHM platform.  They need to be sure that the data can be lawfully shared and reasonably assured that the parties it is shared with will use and manage the data appropriately.  

Liability for appropriate use of data from the ICR/PHM platform resides with the organisation making the use.

The controllership of personal data within the ICR and the PHM platform are considered as separate applications as set out below:

The ICR (Integrated Care Record) – controllership:

When data is shared, the level of involvement by partners will determine their status as controllers as follows: 

· Individual controllers contributing data – These are partners who are in agreement with the overall purposes that the shared personal data is used for (by sign up to this agreement) but are not actively involved in determining the specific purposes and the ‘means’ of processing, in terms of contributing to discussion and determination on design and implementation/use of the system.  They must be aware of the controls used to manage the data appropriately, but their involvement is limited to agreeing that the controls are sufficient in their individual view to permit them to share data.  In other words they have been approached by the programme with a defined set of purposes and means and their involvement is to agree the data they control can be used, but they themselves have not defined those purposes and means.



For example, a General Practice needs to be happy that the data they control can be used for the overall purposes described in this agreement and assured that the security controls and processes are sufficient, but as an individual controller they are not responsible for the processing to establish the ICR/PHM platform, nor are they responsible for the use of the data by other partners.



· Joint controllers – Where partners are involved, jointly with others in determining the purposes of the use of data and actively involved in the design and determination of the means of processing (not simply agreeing that the means are sufficient), then they shall be joint controllers.  Controller responsibilities (as defined in the UK GDPR Article 24) can either be shared by the partners or allocated to individual partners respectively but must be subject to a transparent agreement.   The table below sets out the responsibilities and whether they are joint or individual.

Partners to this agreement participating in the BSW DIGITAL BOARD are joint controllers of the Integrated Care Record as key decisions on purposes and means are taken via that Board.  Any partner that is actively participating in the determination of purposes and means with other partners is a joint controller, even if they do not themselves contribute or access the ICR, so the Integrated Care Board (ICB), as an active member of the Digital Board, is a joint controller of the ICR on that basis alone but does also contribute Continuing Healthcare (CHC) data.



Joint controllers are also likely to be contributors.  Where that is the case joint controller responsibilities are in addition to their contributing responsibilities. This agreement and related documentation (i.e. data subject rights processes) serves as the joint controller arrangements required under UK GDPR article 26. 



Partners who only view data:

If a partner is granted access to the systems but does not contribute data and is not identified as a joint controller, then they will have a subset of the responsibilities of a contributing controller (as detailed below).



Controller responsibilities:



		Area of responsibility

		Contributing Controller

		Joint Controllers

		‘View only’ Controller

		Referenced in ISA & associated documentation



		Individuals are informed about the use of the shared record

		Ensure the sharing is in Fair Processing Activities

		Develop common materials for partners to link to

		Ensure the sharing is in Fair Processing Activities

		Section 7



		Data is processed lawfully

		Confirm the sharing purposes are lawful uses of the data they control

		Define the shared purposes for use of the data via this agreement.

		Confirm their use of the shared data is lawful.

		Section 5



		Data used for limited purposes

		Agree the framework of purposes that the data they share can be used for (via this agreement)

		Establish agreed purposes and if necessary a process to identify, assess and agree other uses with the controllers.

		Ensure access is only given to staff needing to view the data for their role

		Scope of the sharing agreement



		The minimum data is used

		Ensure the data they share is the minimum necessary

		Ensure design of the system provides the minimum necessary data to end users

		Ensure access is only given to staff needing to view the data for their role

		Section 8



		Data is accurate

		Ensure reasonable endeavours for data extracts to be accurate and timely

		Ensure processes to link and display data do not compromise accuracy

		Highlight to respective controllers if data inaccuracy identified

		Section 9



		Data retained only as long as necessary

		Ensure data shared has not exceeded retention period

		Ensure shared record does not retain data for longer than appropriate periods

		Highlight to respective controllers if data believed to have exceeded appropriate retention

		Section 10



		System security control definition

		Highlight risks to programme

		Identify risk and design appropriate control measures to secure the shared record

		Highlight risks to programme

		Defined in ICR Security Statement (& section 10 ref to DPIA)



		System security management

		Application of any requirements when setting up users

		Application of any requirements when setting up users

		Application of any requirements when setting up users

		Access request/approval processes, system administration processes



		Encryption & pseudonymisation

		Highlight risks to programme

		Determination of applicability as risk controls and implementation where possible

		Highlight risks to programme

		Defined in ICR Security Statement (& section 10 ref to DPIA)



		Resilience & restoration

		Highlight risks to programme

		Determination of applicability as risk controls and implementation where possible

		Highlight risks to programme

		Defined in ICR Security Statement (& section 10 ref to DPIA)



		Security audits are undertaken

		Ensure own compliance with DSPT is maintained

		Security controls as defined in the DPIA are audited to assure effectiveness

		Ensure own compliance with DSPT is maintained

		Defined in ICR Security Statement (& section 10 ref to DPIA)



		Usage audits are undertaken

		Audit of own user activities

		Provision of audit reports to support organisational audit activities

		Audit of own user activities

		Audit activities & process documentation 



		All access is by authorised users only

		Process to ensure all access is authorised

		Process to ensure all access is authorised

		Process to ensure all access is authorised

		Access management processes



		Maintaining records of processing (ROPA)

		Hold records detailing the data they contribute

		Hold records of all data contributions and access controls

		Hold records of the basis on which they access and who has access

		Programme defined use cases  will be part of ROPA



		Breach notification

		Notify any breaches to joint controllers for co-ordination

		Notify any breaches to all affected partners and agree co-ordinated response

		Notify any breaches to joint controllers for co-ordination

		Section 12



		Impact Assessment

		To seek timely confirmation of approval to changes affecting data shared.

		Conduct DPIA on the data processing.  Maintain any changes or additional processing. Audit risk control measures – share with all partners

		

		Section 10 and respective DPIA documents



		Support Data Subject Rights

		Clarify if request relates to data contributed to ICR and link to appropriate processes

		Agree and maintain joint processes to support any requests related to ICR data

		Respond to any objections raised to the organisation using the ICR for individuals

		Section 11 (in outline) and subject rights processes.







Control of data recorded directly into the Integrated Care Record:

The detail above relates to data extracted from existing systems and provided to the ICR.  The ICR also features the ability to record data directly for items such as care plans, so that the plan is recorded in one place and accessible to those who need to manage the plan and others who may need to view it.  

By choosing to implement such functionality in the ICR, the overall joint controllers are responsible for the system module(s) performing appropriately.  

Proposals to use direct recording functionality will be assessed on a case-by-case basis by the ICR programme and linked into the ICR data protection impact assessment framework.

Where personal data is recorded directly into the ICR the organisation(s) recording or amending that data will be the controller(s) of the data they enter or amend.  This is on the basis that they have chosen to use the ICR as the ‘means’ of processing that data and by choosing to collect and share the relevant data are determining the ‘purpose’.  

If more than one organisation is collaborating on a care plan or other directly recorded data, then they will be joint controllers of that data.  This may be a different group of joint controllers from those overseeing the ICR in general as set out in section 4.1 above.  Organisations that view directly recorded data but do not add or amend the data will be ‘view only’ controllers and not joint.



Data sharing via National Record Locator (NRL)

The ICR will also enable sharing of data via the NHS England National Record Locator platform.  The NRL enables specific data to be available to other organisations via the national Summary Care Record application (SCRa) or an authenticated organisational electronic care system.

The data the BSW ICR will share with the NRL is:

· Frailty and End of Life Care plans directly recorded in the ICR

Organisations that contribute to, and therefore control the above care plans, by signing this agreement confirm they agree to share this data to other users of the National Record Locator, via NHS England (as a data controller) as defined in appendix D.  

In the illustration below the NRL provider is the BSW ICR adding ‘pointers’ to the data to be shared to the NRL, that ‘consumers’ find when searching for information on the patient via the NRL.

Whilst the organisations contributing data to the frailty and end of life care plans are joint controllers, BSW ICB will act as the lead controller (of the relevant joint controllers) for the purposes of publishing the availability of these documents to the National Record Locator.
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Control of access to data shared via the NRL

This agreement only covers provision of data to the NRL.  

Signing this agreement does not provide any BSW ICR partner with access to other data available via the NRL.  Appendix D includes detail on how other organisations are assessed and validated to access data via the NRL.

	

Control of the Population Health Management (PHM) Platform:

For the purposes of the PHM Platform, the data from the live ICR is copied in full to the Azure Data Factory.  At this point further data (such as reference data sources) are added.  Data from NHS England, jointly controlled by the ICB and NHS England is also added (i.e. SUS, HES etc).  The use of this data feed is limited to the approvals in the data sharing agreement between the ICB & NHS England.  Any use request seeking to use such data will be assessed to ensure compliance with the limitations established in the ICB/NHSE Data Sharing Agreement applicable at the time of the request.

From this data factory the three ‘datasets’ are produced, namely anonymised, pseudonymised and identifiable, this is illustrated below.

BSW ICB is the controller over the Azure Data Factory and the three datasets derived from it, on the basis that those datasets are generally to be used for purposes for the benefit of the registered population of the ICB and only the ICB has the statutory basis to process this data across the whole population.

This is illustrated in the NHS England Secondary Use Data Governance Tool (https://data.england.nhs.uk/sudgt/home/exemplar-solution)
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Identifiable dataset

Main uses will be for population health activities supporting the provision of direct care by partners, such as cohort finding for ensuring new models of care are delivered to the relevant individuals. 

The ICB will manage the purposes for use of the identifiable dataset on behalf of all parties who may need to access the data within it.  Access will be permitted to the identifiable dataset for purposes related to patients who they have a legitimate care relationship with.

For any proposed use of the identifiable dataset, where it is not for direct care of individuals that they have a care relationship with, the partner(s) requiring access will be permitted to use the dataset upon completion and approval of a Data Request (to ICB Business Intelligence Group) for the proposed use detailing the lawful basis on which the data can be used, with approval being determined by the ICB.  Details of the request and approval process will be published to all partners.

The ICB will publish the Data Requests so that all partners to this agreement have visibility of the approved uses of the data.  The ICS Digital Board will hold the ICB to account for publication of the Data Requests.

The ICB will on occasion use the identifiable dataset to produce reports which will not contain identifiable data in the output where the timeliness of data is critical, for example urgent capacity planning where there is a need to know how many individuals attended services in the last couple of days. These need to be run on the identifiable dataset as it is the only dataset currently updated daily.  The tools used to query the identifiable dataset in such circumstances would not include identifiable data in the output.  The other datasets are updated weekly.  If this frequency is increased then such may become unnecessary.

In any circumstances where the ICB engages another party to process data on its behalf, it will set out and agree a data processing agreement.  These will also be published.

Anonymised & pseudonymised datasets

Access to the anonymised and pseudonymised datasets will be managed by the same Data request/approval process as access to the identifiable dataset.  The process will be a request to use data from the PHM platform and the detail of the requirement will be used to assess the most appropriate dataset source.  Uses of the data will include initiatives with partners to this agreement and also groups of organisations (i.e. PCNs, ICS) and external parties (e.g. Universities, research networks and others).  Over time ‘use case’ precedence will be developed to ensure an efficient process. 

The key principle for any use of the datasets will be that the minimum personal identifiable data possible for the purpose will be used.  



Dataflows & controllership – illustrated:

(NB the illustration includes a one way flow of data from NHS England which is subject to control by the ICB aligned with its data sharing agreement with NHS England)
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The individual controllers that are contributing data via the ICR are not responsible for the processing undertaken between the live ICR, the Azure Data Factory and the anonymised and pseudonymised datasets.

By signing this agreement the individual controllers are in agreement that the data they provide, which is taken via automated process into the Azure Data Factory and the PHM datasets, can be used by the ICB for any lawful purpose that the ICB is enabled by statute to undertake and that the ICB will act as gatekeeper for any other uses proposed by partners and other agencies.  On the basis that the ICB is the controller of the PHM platform, the ICB will be liable to ensure all uses are legal and appropriate. 

To put context around the lawful powers of the ICB, the list below identifies some high level purposes that legislation permits the ICB to undertake.  These are drawn from the NHS England Secondary Uses Data Governance Tool (https://data.england.nhs.uk/sudgt/) where detail matrices of the legal powers of ICBs can be checked and will be linked into the request/approval process.  These purposes are listed in section 6.2 with the relevant data protection lawful basis for processing.

High level population health purposes: (noting NHS England data use is restricted as per Section 251 approvals and data sharing agreement with the ICB)

		· Risk stratification for future service planning



		· Managing finances, quality & outcomes



		· Planning, implementing and evaluating population health strategy



		· Undertaking research



A requestor (when not the ICB) who is approved to use data will become controller of the dataset/report developed or extracted.









Processor responsibilities:

Data Processors are listed in the ICR/PHM security statement that accompanies this agreement.  All contracted processors are required to meet the following commitments (BSW ICB holds the processor contract(s) on behalf of all partners, who are identified as beneficiaries of the contract):

· Share an annual audit of their compliance with the programme and partners.  The baseline standard will be the achievement of ‘standards met’ in the Data Security and Protection Toolkit (DSPT).  Where a processor has other accreditations related to data protection and information security, these will be expected to be maintained.  For Graphnet this will consist of confirmation of their compliance with ‘standards met’ in the Data Security & Protection Toolkit and maintaining compliance with ISO27001 and Cyber Essentials Plus accreditations.

· Have a Data Protection Officer.

· Ensure all their staff are appropriately vetted and trained in information governance requirements related to their role, by completing the training needs assessment required by the DSPT and providing training identified by that.

· Comply with UK GDPR article 32 by having appropriate technical and organisational measures against unauthorised or unlawful processing and against accidental loss or destruction/damage to personal data – these are determined by the risks and countermeasures in the Data Protection Impact Assessment and set out in the system security statement.

· Will ensure all processing activities maintain the accuracy of data processed. 

· Will not subcontract any processing activities to another party without prior informing and consent of the relevant controller(s).

· Will not relocate any processing operation outside the UK without prior consultation and approval from the relevant controller(s).

· Will only process personal data on the written instruction of the controller(s).

In terms of the data processing activities for Graphnet, these are defined in the contract held by BSW ICB on behalf of the health community, with partner organisations identified as beneficiaries.
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Legal Gateways:

The Legal gateway(s) contained in Appendix A set out the basis on which the partners can share data for the provision of direct care across health and care services.

The Health & Social Care (Safety & Quality) Act 2015, places a duty on organisations providing health and adult social care services to share data where it facilitates the provision of care to an individual in their best interests, unless the individual objects or it relates to an anonymous access service.  This duty does not remove the need to comply with data protection legislation or common law confidentiality requirements.

Each partner is responsible for ensuring that there are appropriate legal gateways (see Appendix A) for the data they share into the ICR.



Lawful basis for processing

Once a legal gateway has been established, then under Data Protection legislation an appropriate ‘lawful basis’ for processing needs to be defined.  

Provision of care: (as defined in the Information Governance Alliance ‘GDPR guidance on lawful processing’)

The key basis for processing personal data is:

Article 6(1)e – ‘processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority’.  The legislation set out in Appendix A, related to Legal Gateways will give the ‘official authority’ for many organisations to rely on this basis.  

In all cases the data will contain health & care information and will also be subject to identifying a basis to process under Article 9 (special categories of personal data).  The key basis for processing the special category personal data is:

Article 9(2)h ‘processing is necessary for the purposes of… the provision of health or social care treatment or services… on the basis of Union or Member state law’.

The reference to member state law relates to the legal gateways set out in appendix A.  The above lawful bases are sufficient and appropriate bases to share data for the provision of care; therefore, consent to data sharing is not required.



Common law of confidentiality requirements:

Sharing of data for the provision of care does in general engage the common law of confidentiality as the individual has an expectation that their information is only shared with those that need to know it and only where there is good reason.  The common law requirements are satisfied if:

· There is a legal duty to share, or;

· There is a robust public interest to share, or;

· The individual is aware of or expects the data to be shared and is not objecting (commonly referred to as ‘implied consent’ and the developing concept of ‘reasonable expectations’)



Informing the individual is a requirement of data protection legislation and adherence to the ‘Caldicott principles (no.8). The approach within ICR is covered in section 7 of this agreement. Compliance of the ICR with common law confidentiality requirements is on the basis of awareness and expectations described as ‘implied consent or reasonable expectations’.



In addition to access to the Integrated Care Record, provider organisations can be given access to the identifiable dataset from the PHM platform for the patients they are providing services to.  This allows the development of intelligence reports and decision support analysis that will aid the direct care of the patient.
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Legal Gateways

All public sector organisations have legal powers for using data for purposes beyond the provision of direct care.  However the following restrictions need to be noted:

· Provider organisations – without further agreement can only use the personal data they control in relation to their own service development.

· Commissioning organisations – can use data related to the population that they cover.  

The legal powers of public sector organisations are set out in the NHS England Secondary Use Data Governance Tool (SUDGT) and can be accessed here: https://data.england.nhs.uk/sudgt/activities#secondary-data-use-activities.

The ICB has wide ranging statutory functions it performs that require the use of data for those functions to be performed effectively.  The PHM platform will provide the ICB with a richer source of data, where records have been robustly linked and de-identified than it has previously had access to. These functions can generally be supported by use of anonymised or pseudonymised data.





Lawful basis for processing 

		Purposes (not an exhaustive list)

		UK GDPR Article 6

		UK GDPR Article 9

		Common law of confidentiality



		Risk stratification for future service planning

		necessary for the performance of a task carried out in the public interest or in the exercise of official authority.

		management of health or social care systems and services  on the basis of member state law

		Data sources are linked in the ICR.  Automated processes extract this data and produce the anonymised and pseudonymised datasets.  Given the processing is automated, there is no disclosure of confidential data to an individual.  The only data accessible by the ICB is anonymised or pseudonymised so does not breach the common law of confidentiality.



		Managing finances, quality & outcomes

		necessary for the performance of a task carried out in the public interest or in the exercise of official authority.

		management of health or social care systems and services  on the basis of member state law

		



		Planning, implementing and evaluating population health strategy

		necessary for the performance of a task carried out in the public interest or in the exercise of official authority.

		management of health or social care systems and services  on the basis of member state law

		



		Undertaking research

		necessary for the performance of a task carried out in the public interest or in the exercise of official authority. (Public Authority)



Legitimate interests (Private organisation)

		necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with article 89 (1) …

		







Common law duty of confidentiality 

The common law duty of confidentiality is engaged when there is a disclosure of information that risks breaching the confidentiality of the individual to whom the information relates, where they would not expect those seeing the data to have access, regardless of whether there is any harm that comes of that or not.  In terms of processing for analytical activities there are a number of factors that will ensure that the risk of a confidentiality breach is sufficiently minimised.  These are:

· Data from the shared care record used for direct care will be copied, combined with other data sources and segregated into the three ‘datasets’ as illustrated in section 4.2 and access to these datasets will be robustly controlled: 

· Identifiable dataset: for the use of intelligence data in relation to individuals (i.e., risk stratification case finding to support direct care provision).  This is in essence provision of direct care and so the application of common law of confidentiality is the same as the section on direct care.  Potential non direct care uses of this dataset are referenced in section 4.2 and subject to specific DPIA that will consider confidentiality on a case-by-case basis.

· Pseudonymised dataset: Use of this dataset will not be able to identify the individual and there is no disclosure of confidential data.

· Fully anonymised dataset: Uses of this dataset cannot identify individuals so there is no disclosure of confidential data.



· Data processing undertaken by the system supplier to put the three datasets in place will take a live copy of the shared care record (so as not to disrupt the use of the shared record for direct care itself).  Further data sources to support analytical activities (i.e. reference data) will be added to the copy and the three datasets developed from that.  All of this processing is undertaken by automated processes, therefore there are no disclosures to a person that risk a breach of confidentiality.



· Analysis requirements for specific initiatives will ensure that their data requirements are ‘minimised’.  This will be based on the data being shared being ‘the minimum necessary to serve the sharing purpose’.  In terms of sharing for purposes other than direct care the following are noted:

· Minimisation of identity factors.  By default analytical use will use anonymised data unless there is approved reason to use pseudonymised or identifiable data.  

· Governance processes around the use of data will also ensure that from any dataset, only the data items needed for a specific analysis are extracted via query tools.



· Access control processes will be in place to restrict users to the relevant datasets for the purposes they need to undertake.  Access can also be restricted for the user to only access data on specific organisations.  Unless staff have a cross organisational element to their role, the default will be they are set only to access data in the PHM datasets for their own organisation.  In general provider staff will be limited to their employing organisation.  ICB staff have a cross organisational function so will have cross organisational access.



· Individuals are generally aware about the data sharing, either by direct informing, or a mix of general informing/reasonable expectations.  This is also linked to UK GDPR requirements for informing under articles 13 & 14.  The ‘qualifying standard’ will require organisations to ensure they have sufficiently addressed the requirements to inform individuals about the potential further uses of their data and that they can exercise an opt-out via the National Data Opt-Out.  This will establish a basis of ‘implied consent’ although due to the management of requirements, access and disclosures set out above, this is an additional basis to support compliance with common law duty of confidentiality and is not relied upon on its own.
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Each partner, by signing this agreement, commits to including reference to Integrated Care Records and Population Health Management in their existing ‘fair processing/privacy notice’ activities.  This will be supported by core web-based materials and posters designed specifically for the programme that can be linked to each partner’s existing web based, print based and other materials.  Partners can choose to use the materials they think will be effective in their circumstances.

The ICR programme will also periodically review opportunities for wider publicity and public engagement.
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Each partner controller will determine the data they are happy to share based on the ‘need to know’ principle. This is established in the ‘on-boarding’ process for each partner, where they will map the data items from their operational systems to the data categories in the ICR.  Therefore, each contributing controller determines the data items they are willing to share from their systems and the links to access roles.  The matrix will be maintained by the programme.  

Changes to data items supplied and roles will be managed through a formal change process, applying the principle that the contributing controller determines the data they supply and the access to it.

The one exception will be data from General Practices as there needs to be commonality of data provided agreed across the contributing practices as the ICR cannot map data from GP systems in different ways for each practice.  

Integrated Care Record access:

Access to data by any user will be managed by a combination of controls.  Once a user is authenticated the aim is to ensure that they can only access the records and data that they need for legitimate reasons, and that potential for inappropriate access to records and data is minimised.

The core controls to ensure data is only shared with those who need to know are:

Legitimate relationship - This control will aim to limit the end user to only access records that they have a legitimate care relationship with.  Legitimate access will be established where possible by ‘context launch’ into integrated records from the user’s core record system when the patient/service user has already been selected.  All uses of data are recorded and fully auditable.

Role Based Access - The role of the end user determines the screens, functions and data items that they can see.  These will be determined by the contributing controller on the basis of allowing access where there are ‘reasonably foreseeable reasons why the user role needs access to specific data items’. Any changes to the data sharing matrix will be proposed to and agreed by any contributing controller whose source data is affected by a change, i.e. a new role accessing data will be put to all affected controllers for agreement before it is enabled.  Additional data to be shared from any controller will be added to the matrix with references to the roles that will have access to the new data.  Agreement will be by positive response from the controller representative.



PHM Platform access:

Access to data in the PHM Platform will be based around the agreed purpose for use.  A user conducting analysis where the approved purpose requires access to the relevant dataset will have access to that dataset.  Unlike the Integrated Care Record where user system role determines what items of data they can see, in the anonymised & pseudonymised datasets, then when access level is granted, access will be to all data, so that all relevant data items can be utilised in analysis work.  As the user will be restricted from the clear identity of the individuals, there is no need for data item access based on role.

Access to the identifiable dataset for direct care purposes will be equivalent to the same access role for the user in the Integrated Care Record.

Where the identifiable dataset is to be used for non-direct care purposes (subject to approved Data Protection Impact Assessment and appropriate lawful basis being identified – which may include Section 251 support of the National Confidentiality Advisory Group – CAG) the extraction and reporting of specific data items will be developed in the query routine and output specification. 



Access by proxy

Any signatory to the DSA who has a system that is linked to ‘context launch’ into the ICR, where they are, or are considering giving access to external parties to their organisational system, must assess whether some or all of the external users will need access to the ICR as well on the basis of providing services to BSW patients.

Where an organisation provides such external access, they must ensure that the external organisation that requires access engages with the BSW ICR and signs this data sharing agreement.

Where an external organisation that requires access to the signatory’s information asset but does not need all users to access the BSW ICR, then sharing partners should create new role(s) in their own organisational system that will allow users to access their organisational system but not the ICR, to prevent access to the ICR by ‘context launch’ where access to the ICR is not required.
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All partners are responsible for the quality and timeliness of data shared under this Agreement.  Contributing controllers (and their respective processors) are responsible for ensuring that extracted datasets, prior to uploading are the same as data held in their source system.

Any data quality issues that may significantly affect the care of an individual will be reported to relevant partners immediately (i.e. any issue that may either delay provision of care or risk the effectiveness of care).

Issues that are not critical, such as a potential misinterpretation of data (i.e. what does ‘general symptoms’ mean as a statement in a record) should be reported to the programme to assess and address. 

There will also need to be a testing phase for each development.  The test system will use de-personalised data.  Once a development has been tested and is ready to launch into live, there may be some further testing conducted on live data.  Where possible this will be done by end-user staff from each organisation with a remit to view the data from their organisation in the system to check that it appears correct.
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DPIAs have been conducted and are maintained on the ICR/PHM programme.  

A security statement detailing the key controls within the system and how they will be managed to reduce/remove risks identified in the DPIA is maintained by the programme and shared with all partners.



Within the ICR data will not be retained for any longer than the applicable retention period in the source systems.  However it is noted that forthcoming developments of the NHS Records Management Code of Practice may require assessing whether the ICR is a record in its own right and subject to its own retention period.



Any data directly recorded into the ICR will be subject to the relevant retention period in the NHS Records Management Code of Practice.
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Right of access:

Partners that are contributing controllers to the ICR, but are not joint controllers of the ICR do not have to provide information from the ICR when they receive a subject access request.



If a partner identified as a joint controller receives a request for ‘all my data’, they will need to clarify with the requestor if they wish to have the ICR data included.  In seeking that clarification they must inform the data subject that the ICR is only a small part of their data from the partners and if they are seeking their full records from multiple organisations they will need to contact each organisation to ensure they are provided with their full records. 



Where the subject confirms they do want access to the ICR data the joint controller in receipt of the request must co-ordinate with each controller that contributes to the subject’s record to ensure that there is a co-ordinated response with appropriate assessment of any exemptions for harm/distress or confidential third-party data. 



An individual may also ask for detail of who has accessed their record from any joint controller and this would be provided by the audit report on that individual’s record.



The ICR also has a Personal Health Record (PHR) module designed for access by the patient that shows key data and appointments from their ICR.  As use of the PHR is developed it will be assessed in line with Subject Access exemptions to ensure that no data is available via the PHR that would be exempted from a subject access request.  This will be via maintaining the DPIA on the PHR app.



Rights of rectification:

Any data in the ICR that comes from another system that is found to be erroneous will need to be corrected in the source system.  



Any data recorded directly that is considered erroneous will be checked with the relevant party(ies) and corrected within the ICR if appropriate.



Right to erasure (to be forgotten):

If an individual requests that their data is to be erased from the ICR this will need to be considered in respect of the lawful basis for processing data.  The right applies for certain lawful bases and not for others.  Where data is processed for a service that a partner is required to provide by statute (exercise of official authority) then the right to erasure does not apply.  This can also be delegated to non-public bodies by contract.  



The use of data by an NHS body, Local Authority or contracted service provider for the care of an individual is very unlikely to be subject to the right to erasure.  Any individual requesting erasure of their ICR should be guided through the objection process.



Right to restriction/objection

Integrated Care Record:

The ICR is becoming the default method of sharing data.  Much of that data is was previously shared via phone call, email, and letter.  The ICR is a more timely and secure method of sharing. 



If an individual has raised a concern about the accuracy, lawfulness or retention of their data, they can request a restriction until such issues are resolved.  This would be enacted on the ICR by preventing the record from being accessed until the issue is resolved.

 

If an individual raises an objection it will need to be checked as to whether they are objecting to the sharing of their data in general, or objection to sharing via the ICR as a mechanism.  Objections to sharing in general will have to be managed by the relevant partner’s policy.



Where an individual raises concerns about the sharing of data via the ICR itself, then if these concerns cannot be addressed, a decision will need to be made by the relevant lead clinical/care professional as to whether safe and effective care can be delivered without using the ICR.  If the professional view is that it can be with data being shared by previous methods then the individual’s objection to the ICR may be upheld and their data prevented from being shared via the ICR.



Where any data is also shared via the NRL (see section 4.3) then any objection to such data sharing that is upheld will need to be supported by removing any ‘pointers’ shared via NRL to data held within the ICR.



PHM Platform

Where an individual objects to their data being used for PHM activities, this will be handled by the National Data Opt Out which is applied to the pseudonymised and anonymised datasets.  It will also be part of the request/approval DPIA process for any proposed use of the identifiable dataset that is not for direct care. 



Right to portability

The right to portability only applies to data provided by the data subject where it is processed by automated means and is based on either the subject’s consent or a contract with the data subject.  In the ICR/PHM neither consent nor a contract will be used as a basis to process data, so the right will not apply.



Right to not be bound by automated decision making (inc profiling)

At present there is no intention to undertake ‘solely’ automated decisions on individuals.  Tools such as case finding/risk stratification and other elements of population health management will likely be developed for decision support, but they are not decision making, nor solely automated.



[bookmark: _Toc141795469]Breaches

[bookmark: _Toc332377913][bookmark: _Toc332971476][bookmark: _Toc333304233]Information breaches will be the responsibility of the organisation in which the breach occurred.  All breaches should be assessed in line with the ‘Guide to Notification of Data Security and Protection Incidents’ (https://www.dsptoolkit.nhs.uk/Help/29).  

This provides a common tool for scoring of incidents, noting when an incident should be reported to the Information Commissioner’s Office (ICO) and affected individuals.  Where a partner identifies a reportable breach related to the ICR/PHM platform, then they should inform all other partners through the ICB, prior to any notification to the ICO.  This must be done within the 72 hour window for reporting notifiable breaches to the ICO.

A breach that is classed as ‘not reportable’ will be managed by the partner identified as responsible and will engage other partners as required, in addition these will be reported to the programme who will monitor breaches. 



Where multiple partners are engaged and where it is necessary to the management of an incident (in particular a cyber security incident), partners should ensure that all respective teams (i.e. communications and Human Resources) are aligned, to ensure consistent action and avoid confusion.



[bookmark: _Toc141795470]Processes for data transfer

These will be set in specific documentation that will establish the pathway and frequency of data transfers from each partner.  All data transfers will be via a secure encrypted method.



[bookmark: _Toc332377915][bookmark: _Toc332971479][bookmark: _Toc333304236][bookmark: _Toc338843900][bookmark: _Toc334443700][bookmark: _Toc141795471]Qualifying standards for organisational sign up

The requirements of the qualifying standard apply to all partners involved in the integrated care record programme:



· Data Security and Protection Toolkit ‘Standards Met’

· Confirm appropriate update to fair processing information covering the requirements of the ICR/PHM platform (i.e. website privacy notice)

· Confirm ICO registration is current

· Commitment to conducting usage audits as defined by the programme



By signing this agreement each partner is confirming that they are compliant with the above requirements.  Ongoing compliance will be assessed on an annual basis. The ICB will hold the results of this on behalf of all partners.  The assessment will be conducted after the date for submission of that year’s DSPT.



Where a partner is unable to meet the qualifying standard, they will be required to detail where they are non-compliant and their action plan to achieve compliance to the Digital Board (joint controllers of the ICR) to determine whether access is appropriate.

[bookmark: _Toc141795472]Sharing Partners (signatories to this agreement)

A list of signature organisations will be maintained by the ICB on the ICR website’.



[bookmark: _Toc141795473]Management of the agreement

		[bookmark: _Toc332377914][bookmark: _Toc332971478][bookmark: _Toc333304235][bookmark: _Toc338843899][bookmark: _Toc334443699]Management of the Agreement

		



		Who will keep signed copies of the Agreement

		Bath & North East Somerset, Swindon & Wiltshire Integrated Care Board (BSW ICB)



		Review of the Information Sharing Agreement

		The Agreement will be reviewed annually for effectiveness unless the parties become, or are made, aware of reasons for an earlier review.



		Who will undertake the review of the Agreement and agree any changes

		BSW ICB will facilitate, changes will be agreed by all signatories.



		Who will pay for associated costs of any review

		BSW ICB



		Can this Agreement be shared as part of the publication scheme of the organisation (if relevant)

		Yes



		How will the Agreement be terminated

		This Agreement will be terminated by agreement of the parties or when it reaches the expiry date (31/03/2024).







[bookmark: _Toc519680918][bookmark: _Toc519680919][bookmark: _Toc519680920][bookmark: _Toc519680921][bookmark: _Toc141795474]Signature

By signing this agreement you are agreeing to the use of the data controlled by your organisation for the purposes and in the manner set out in this agreement.  You are also confirming your organisation is compliant with the qualifying standard in section 14. If your organisation is classed as a ‘joint controller’ of the ICR (see section 4.1) then you are signing to confirm acceptance of this role as a joint controller of the ICR data.



		Signed on behalf of (Insert org name)





		Name

		



		Job title

		Caldicott Guardian (for the sharing of service user information) or a representative with equivalent authority to sanction the sharing of information



		Signature

		



		Date

		





[bookmark: _Toc332377916][bookmark: _Toc332971480][bookmark: _Toc338843901][bookmark: _Toc334443701][bookmark: _Toc336171917][bookmark: _Toc141795475]
Appendix A – Legal Gateways for providing direct care

Public sector agencies can only share data where there is a legal gateway enabling the sharing of information.  This is legislation that permits the types of organisations to work together and within the approach to working together there is a requirement to share data.  The powers provided to public authorities can also be attributed to private providers by contract with an appropriate public authority.  Powers in such legislation may be express, or implied.  In addition, where such a power is in place it may be either mandatory or permissive.  

For example, the Children Act 2004 Section 14 specifies that if a safeguarding board request information relevant to performing their function from an organisation that can assist, then the request must be complied with.  This is an example of an express mandatory power. 

Many powers for day-to-day delivery of health and care are more likely to be implied and permissive, i.e., the agencies cannot easily provide their functions without sharing data, but legislation does not specifically mandate in a clearly expressed way that the data must be shared.  For example, the Care Act 2014, section 6 (Co-operation) states local authorities and partners must co-operate in relation to their respective functions relating to adults with needs for care and support.  This does not expressly refer to data sharing, nor does it mandate it, but can be seen as an implied, permissive power.

Please see the embedded document for detail.  If required, the embedded document will be updated and circulated.












[bookmark: _Toc141795476]Appendix B – Data sharing/role based access matrix example

This section illustrates the data items and the organisational source. Access is controlled by a role having access to a ‘data category’.  



The table below is illustrative of the principle of ‘role based’ access.  The actual datasets and roles will be created in the system along similar lines and managed as an access control matrix.  Each partner will be taken through an ‘on boarding process’ to identify the data they are in agreement to share, how it links to the data categories in the system and what roles will be able to access it.  



Changes to this table as the use of the ICR develops will be agreed with the data controllers who supply the relevant information.  For example if a new role requires access to details of medications from General Practice, then prior to that being set up, approval will be sought from contributing general practices.  Approvals will be a positive confirmation by the respective data controllers. This process will be managed so that there are not continual small requests to data controllers for approval of changes.



The ‘CareCentric Role Based Access overview’ document will be circulated with this agreement; however that document is not the exact matrix in use as each controller (GPs ‘en masse’) can decide to change their contribution.







[image: ]


[bookmark: _Toc141795477]Appendix C – Glossary

		Topic

		Detail



		Data Protection Law

		Law that sets legal provisions and conditions on the use of personal data, including, but not limited to; UK General Data Protection Regulations (UK GDPR), Data Protection Act 2018, Access to Health Records Act 1990, Human Rights Act 1998 Article 8 and the Common Law Duty of Confidentiality.



		Personal data, processing, controller, processor

		These terms are as defined in the UK GDPR, article 4:

Chapter 1 - Article 4 | UK GDPR (uk-gdpr.org)





		Special category personal data

		As defined in UK GDPR, article 9, section 1:

Chapter 2 - Article 9 | UK GDPR (uk-gdpr.org)



		Joint Controller

		As defined in UK GDPR, article 26:

Chapter 4 - Article 26 | UK GDPR (uk-gdpr.org)



		[bookmark: consentforms]Data Processing Agreement 

		A contract or legal act between Controller(s) and Processor(s), which will be entered into before the processing of personal data begins, and which set out the responsibilities of both parties in respect of that processing.



		Third Party

		Any person other than:

· The data subject

· The controller

· Any processor or other person authorised to process data for the controller or processor

In relation to data protection, the main reason for this particular definition is to ensure that a person such as a data processor, who is effectively acting as the controller, is not considered a third party.



		Subject Access Request for living individual

		A subject access request (SAR) is a request received from an individual (or their authorised representative) asking to provide them with copies of the information held about them. 



		Deceased individual

		The Access to Health Records Act (AHRA) 1990 provides certain individuals with a right of access to the health records of a deceased service user. These individuals are defined under the Act as, ‘the service user’s personal representative and any person who may have a claim arising out of the service user’s death’. A personal representative is the executor or administrator of the deceased person’s estate.



		Fair Processing  / Privacy Notice

		Privacy notices are to inform the person from/about whom personal data is being collected, the data subject, how information is going to be processed.  It must include:



· Identity and contact details of the controller (and where applicable, the controller’s representative) and the data protection officer.

· Purpose of the processing and the lawful basis for the processing.

· The legitimate interests of the controller or third party, where applicable.

· Categories of personal data collected if not collected directly. 

· Any recipient or categories of recipients of the personal data.

· Details of transfers to third country and safeguards.

· Retention period or criteria used to determine the retention period.

· The existence of each of data subject’s rights.

· The right to withdraw consent at any time, where relevant. 

· The right to lodge a complaint with a supervisory authority.  

· The source the personal data originates from and whether it came from publicly accessible sources, if not collected directly.

· Whether the provision of personal data is part of a statutory or contractual requirement or obligation and possible consequences of failing to provide the personal data, where collected directly.

· The existence of automated decision making, including profiling and information about how decisions are made, the significance and the consequences.



		[bookmark: FPN]Caldicott Guardian

		The Caldicott Guardian is responsible for protecting the confidentiality of service user and service-user information and enabling appropriate information-sharing.  



		[bookmark: Sensitive_Personal_Data]Senior Information Risk Owner (SIRO)

		The SIRO is an executive who is familiar with and takes ownership of the organisation’s information risk policy and who acts as advocate for information risk.



		Partner 

		Organisations participating in the Integrated Care Record programme, within the local health and care community.  This will include NHS organisations, local authority, General Practice, private health and care providers.










[bookmark: _Toc141795478]Appendix D – National Record Locator Data Sharing 



NB – The following needs to be read on the basis that BSW ICB is acting as the lead controller of the joint controllers that are publishing data to the NRL.  Where BSW are acting as lead controller, any requirement upon them to interact with the other joint controllers of the BSW ICR (i.e. access request, data breach) will be managed under the terms of the overall DSA for the Integrated Care Record.



The section that follows on access to data via NRL is included for information so that partners are aware of how data they provide is accessed by other users of the NRL.

Access to NRL is controlled by smartcards.  This functions in two ways:

· Record types are grouped and, with the NRL framework, organisations can only access specific record types related to the care the organisation provides.

· End users in those organisations can only access records if their smartcard is enabled to access the NRL.

Organisations seeking to access data via the NRL have to apply and are managed by NHS England Interoperability Working Group (IWG).  The IWG consists of representatives from the business, clinical safety, information governance and technical architecture and they determine:

· Validity of request

· Necessity, proportionality and lawful basis

· Organisational & end user appropriateness for the sharing of information

	Successful applicants are added to the NRL Controller catalogue, which can be accessed at: Controller Catalogue | FHIR-NRLS-API (developer.nhs.uk).  The catalogue sets out:

· The organisation

· ODS code

· Start & End Dates (where applicable)

· The record types approved and whether the organisation is provider/consumer or both

	This is essentially a form of ‘Organisational based access control’, as opposed to ‘role based’.  It also sets out the lawful basis from UK GDPR for the processing by Stakeholder groups, such as Mental Health Service, Ambulance service, Palliative care or Social care.

	All approved partners must have completed their Data Security & Protection Toolkit assessments in the last 12 months and achieved ‘standards met’.  

	Organisations will also have to have completed the NHS England Supplier Conformance Assessment List (SCAL).  

	NRL Data Sharing Arrangement:  For any organisation to provide and or consume data from the NRL, they must agree to the NRL Data Sharing Arrangement.  This is included in this DSA at appendix D.

Patients with an S-Flag (sensitive flag) on their NHS Number record will not have details displayed other than record(s) of certain type(s) exists, which can’t be accessed.  The user will know a plan exists but cannot access it via NRL.

Audit logs of access are maintained by NHS England of all accesses to data via the NRL and are available to consuming and providing organisations.  Where a record from the provider has been requested and provided to a consumer organisation, the provider will be able to audit who has accessed the record.  If the consumer only views the pointer (the fact a record exists) can be audited in conjunction with audit data held by the NRL programme.



NHS England - National Record Locator Data Sharing Arrangements



Please note, text below has been provided by NHS England and is not altered.  There are references to consent for the creation of a care plan and the use of article 6(1)(a) of UK GDPR for that consent, whilst the basis for processing data in the care plan is the usual direct care UK GDPR articles.  Whilst patients who would benefit from having a plan should be engaged in the discussion about the creation of the plan, that should not be construed as consent to process the data in the plan.  If a patient is in agreement to having a plan, then the data within the plan needs to be processed to achieve the aim of the plan, in the same way such data is processed in a care record to deliver care.  The references to consent should be read in the context of the common law duty of confidentiality and not the UK GDPR.  Feedback has been given to NHS England on the current wording.



BACKGROUND

A	The National Record Locator (NRL) is a service set up by NHS Digital under the NHS Digital (Establishment of Systems: Digital Interoperability Platform) Directions 2019 from the Department of Health and Social Care (DHSC) to provide the Digital Interoperability Platform. The NRL enables sharing of nationally defined patient data required to inform clinical decisions across all health and care settings and improve the experience of service users by enabling and enhancing the flow of patient information.

B	The NRL is a national index of pointers to patient care plans. A care plan is created for and is intended to be shared and used across health and care settings for the patient. It is created with the patient to inform those involved in their care of their health, care and wellbeing needs (“Care Plan”). Organisations that hold a Care Plan will create a pointer to it which can then be accessed by the Permitted Recipients for their purposes.    Permitted Recipients will ensure that users can access the record when necessary for the purposes of patient health and care. This could be an authorised clinician, care worker and/or administrator, in any health or care setting, to support that patient’s direct care.

C 	This data sharing arrangement (“this Arrangement”) sets out the purposes for which, and the basis on which, the Shared Personal Data can be shared and received by the Parties, as independent Controllers. The terms set out in this Arrangement apply to all the parties that are sharing, accessing and processing care plans on the National Record Locator for the purposes of direct care. Parties to this Arrangement are expected to only share and receive data in accordance with the agreed purposes and obligations as set out in Annex 1.	

D	The Shared Personal Data is accessed by a pointer which gives the location of the Care Plan and allows access to the Care Plan by the Permitted Recipients for the Agreed Purposes pursuant to the data subject’s consent as detailed in Annex 1 of this arrangement.  

E	The Permitted Recipients of the Shared Personal Data are those organisations       either providing health and social care where the Care Plan is necessary for the purpose of provision of health and care, treatment, medical diagnosis and provision of social care services.  



DEFINITIONS  

Agreed Purposes: shall have the meaning as set out in Annex 1 of this arrangement;

Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Processing:  shall have the meanings as set out in the Data Protection Legislation in force at the time;

Data Protection Legislation:  means (i) the General Data Protection Regulation ((EU) 2016/679) (GDPR) and any national implementing laws, regulations and secondary legislation, for so long as the GDPR is effective in the UK, (ii) the Data Protection Act 2018, and (iii) any other laws and regulations relating to the processing of personal data and privacy which apply to a party and, if applicable, the guidance and codes of practice issued by the relevant data protection or supervisory authority; 

Data Subject Request: means a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation;

Law: means any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Parties are bound to comply;

Party, Parties: means the Record Publisher party to this Arrangement and any Permitted Recipient receiving the Shared Personal Data;

Record Publisher; means the health and care organisation that will create a “pointer” showing the existence and location of a patients Care Plan, with the intention that ‘Permitted Recipients’ may access the Care Plan for the purpose of direct care when they need it. 

(NB for the BSW ICR, the record publisher is the ICB as the lead controller on behalf of the joint controllers creating the record to be published).

Permitted Recipients:  means those organisations providing health and social care, which have been approved and assured for access by NHS Digital, as they have demonstrated that access to the care plan is lawful and necessary for the purpose of provision of health and care, treatment, medical diagnosis and provision of social care services. These include but are not limited to:

· Ambulance Trusts/services 

· Acute and emergency care service providers

· NHS 111 service providers

· Care Homes 

 

Shared Personal Data: means the personal data made accessible by the “pointer” published by the Record Publisher to all Permitted Recipients enabling access to Care Plans by those Permitted Recipients for the Agreed Purposes set out in Annex 1 of this Arrangement.

Technical and Organisational Obligations: means the obligations set out in Annex 1 in respect of the technical and organisational measures to be put in place in relation to the Shared Personal Data.

Independent Controllers of Shared Personal Data

1. With respect to Shared Personal Data provided by the Record Publisher and accessed by the Permitted Recipients (“Parties”), each Party acts as Controller.  Each Party shall comply with the applicable Data Protection Legislation in respect of their Processing of such Shared Personal Data as Controller, and shall not cause the other Party to breach their Data Protection Legislation obligations.

2. Any material breach of the Data Protection Legislation or the terms of this Arrangement by one Party shall give grounds to NHS Digital to terminate a Party’s involvement in the Arrangement and deny access to the NRL service. 

3. Each Party shall Process the Shared Personal Data as set out in Annex 1 of this Arrangement and in accordance with the Agreed Purposes.

4. Where a Party has provided Shared Personal Data to the Parties, the Permitted Recipients of the Personal Data will provide all such relevant documents and information relating to its data protection policies and procedures as the other Parties may reasonably require.

5. The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the Processing of Personal Data for the purposes of this arrangement. In particular, each Party shall give full information to any Data Subject whose Personal Data may be Processed under this arrangement of the nature of such Processing. This includes giving notice that, on the termination of this Arrangement, personal data relating to them may be retained by or, as the case may be, transferred to one or more of the Permitted Recipients, their successors and assignees. 

6. The Parties will provide the Shared Personal Data to each other under this Arrangement:

(a) As set out in and for the Agreed Purposes only and shall make such data available to enable the Parties to perform their respective obligations for the delivery of health and care; and

(b) in compliance with the Data Protection Legislation.

7. 	Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, each Party shall, with respect to its Processing of Personal Data as Controller, implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legislation, including Article 32 of the GDPR, as well as the Technical and Organisational Obligations as described at Annex 1.

8. Where applicable, Parties must have met the standards as set out in the Data Security and Protection Toolkit (“DSPT”).

9. A Party Processing Personal Data for the Agreed Purposes shall maintain a record of its Processing activities in accordance with Article 30 GDPR and shall make the record available to the other Party upon reasonable request.

10. Where a Party receives a Data Subject Request in relation to the Personal Data provided to it by the other Party for the Agreed Purposes (“Request Recipient”):

(a) the other Party shall provide any information and/or assistance as reasonably requested by the Request Recipient to help it respond to the request or correspondence, at the cost of the Request Recipient; or

(b) where the request or correspondence is directed to the other Party and/or relates to that other Party's Processing of the Personal Data, the Request Recipient will:

(i) promptly, on receipt of the request or correspondence, inform the other Party that it has received the same and shall forward such request or correspondence to the other Party; and

(ii) provide any information and/or assistance as reasonably requested by the other Party to help it respond to the request or correspondence in the timeframes specified by Data Protection Legislation.

11. Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data Breach relating to Personal Data provided by the other Party for the Agreed Purposes and shall: 

(a) do all such things as reasonably necessary to assist the other Party in mitigating the effects of the Personal Data Breach; 

(b) implement any measures necessary to restore the security of any compromised Personal Data; 

(c) work with the other Party to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and

(d) not do anything which may damage the reputation of the other Party or that Party's relationship with the relevant Data Subjects, save as required by Law. 

12. 	Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s respective obligations for the Agreed Purposes. 

13. The Parties acknowledge that the use of the NRL service is subject to the terms of this Arrangement, including the Annex, as amended from time to time. This Arrangement may be updated only by NHS Digital to reflect changes in the processing activities and/or the obligations on the Parties. The Parties shall ensure they keep up to date with any such changes, which will be communicated to the parties in the form of a revised arrangement. 


Annex 1: Processing Personal Data 

		Description

		Details



		Identity of Controller for each Category of Personal Data

		The Record Publisher creates a ‘pointer’ to a Care Plan. Permitted Recipients may only access the Care Plan for the purpose of direct care for the patient to whom the Care Plan relates. 

The Record Publisher will create a ‘pointer’ showing the existence and location of a record which: 

· Informs of the existence of a health and care record for a patient;

· Provides the location of a record, which allows the record to be retrieved via a standardised API; and

· Provides contact details of the organisation which holds the record, which allows information about the record to be requested.

The location of where the data can be retrieved is maintained by NHS Digital for audit and monitoring purposes.



A Care Plan is a record that is intended to be shared. It is created with the patient to inform those involved in their care of their health and care and wellbeing needs. This arrangement includes but is not limited to the following Care Plans: 



  Mental health Crisis Plans 

  Anticipatory Care Plans 

  End of Life Care Plans 

  Urgent Care Plan (Co-ordinate My Care) 

  Integrated Care and Support Plan





Processing as Independent Controllers



The Parties are independent Controllers of Shared Personal Data for the purposes of the Data Protection Legislation subject to the terms of this Arrangement and as set out below.

Record Publisher (for BSW ICR, BSW ICB is the responsible lead controller of the joint controllers publishing records.  The joint controllers via the ICB are acting as a single ‘record publisher’, references that follow to record publishers as independent controllers refers to publishers in the plural, who are independent of each other, noting records published via the BSW ICR should be viewed as a single publisher, with publisher responsibilities managed by the BSW ICR data sharing agreement).

Record Publishers are independent Controllers in respect of the data collection and creation of the Care Plan, creation of the pointer and publication of the pointer to the NRL, and the sharing of the pointer to the Permitted Recipients. In particular, the Record Publisher is responsible for:



· Determining the lawful basis and consent/best interest assessment for the creation and sharing of the care plan in order to meet data protection obligations and the duty of confidence; 

· Whether to disclose the Care Plan and the extent of information to be to disclosed;

· The accuracy and maintenance of the pointer, and in particular, ensuring it points to the correct and up-to-date record; 

· Ensuring the accuracy of the Care Plan and rectifying or completing inaccurate or incomplete information; and

· Removal of the pointer and Care Plan due to objection, restriction or withdrawal of consent where required under the Data Protection Legislation.

Permitted Recipients

The Permitted Recipients are independent Controllers in respect of the processing of the Shared Personal Data once they have received it by way of a pointer under this Arrangement.

The Permitted Recipients have a responsibility to ensure that that the Shared Personal Data is processed lawfully and fairly and in accordance with Data Protection Legislation. In particular, the Permitted Recipient is responsible for:

· Notifying the Record Publisher of any inaccuracies in relation to the pointer or Care Plan; 

· Notifying the Record Publisher where it becomes aware that a Data Subject has withdrawn their consent for the publication of their Care Plan, or there is otherwise no legal basis for the processing of the Shared Personal Data;

· Assisting the Record Publisher in respect of any Data Subject Requests (in accordance with clause 10); and

· Notifying the Record Publisher of any Personal Data Breach (in accordance with clause 11 above). 

 



		Agreed Technical and Organisational Obligations

		The Shared Personal Data shall be processed in accordance with the principles set out in Article 5 UK GDPR in that it must be: 

· processed lawfully, fairly and in a transparent manner in relation to the data subject;

· collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes;

· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;

· accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;

· kept in a form which permits identification of data subjects for no longer than necessary for the purposes for which the data are processed; and

· processed in a manner that ensure appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss destruction or damage, using appropriate technical or organisational measures.



In order to meet the above principles, the Record Publisher’s obligations include, but are not limited to: 

· Populating the data contained in the pointer using the template provided by NHS Digital;

· Ensuring there is a lawful basis for processing; that the patient has given consent for the creation of the Care Plan; that a description of this arrangement is given to the data subject;

· Determining the personal data that can be accessed and manner and form in which a record can be retrieved either by providing an API or contact details to the record;

· Ensuring accuracy of the pointer e.g. that it refers to the correct patient and record and contains the correct information;

· Validating the patient’s NHS number on the Personal Demographics Service as part of this process;

· Ensuring accuracy of the contact details the pointer refers to e.g. that correct phone number is provided;

· Maintaining the pointer to reflect any changes to the record the pointer refers to e.g. when a record is updated or reaches the end of its retention period. NHS Digital provide guidance to support this;

· Maintaining the pointer to reflect changes to a patient’s PDS data e.g. change of NHS number;

· Auditing pointer publication (or any subsequent amendments or deletion) to meet the responsibilities of its controllership; and

· Ensuring the data provided on each pointer is limited only to that necessary for the Agreed Purposes.







		Agreed purposes











Legal basis and confidentiality











 

		The Shared Personal Data is processed only for the purposes of direct care and the provision of health and care and treatment, medical diagnosis, and social care.



The legal basis for the processing of care plans is for the delivery of health and care in the exercise of the official authority of the Controllers party to the agreement. Consent is given under Article 6(1)(a) for the creation of the care plan and the processing is for the Article 6(1)(e) and Article 9(2)(a)(h) for the processing for the purposes of health and care.



Controllers are responsible for ensuring they have obtained consent from the patient for the creation of the Care Plan; where the patient does not have capacity, they must ensure that consent has been obtained from those with Lasting Power of Attorney, or a clinician has undertaken a best interest assessment.



Common Law Duty of Confidence is met by the Parties by ensuring that patients are informed, have given consent for the creation of a Care Plan to be created for the purposes of informing health and care organisations of their care needs. Patients have a right to dissent to the processing of a Care Plan, upon such a request an assessment will be made by a clinician as to whether the processing is in the best interests of the patient.  





		Duration of the Processing

		Processing will continue until a Party withdraws from the Arrangement or the Arrangement is otherwise terminated.



		Nature of the Processing

		The NRL is to facilitate the sharing of care plans created for the purposes informing those delivering direct care to patients and services. This is done by publishing pointers that indicate that a Care Plan is available and can be accessed if needed.  



Organisations that hold Care Plans (the Record Publisher) will create a pointer to a patient’s Care Plan which can then be accessed by an authorised clinician, care worker and/or administrator, in any health or care setting, to support that patient’s direct care (the Permitted Recipient).  The Permitted Recipients should only access such Care Plans made available by a pointer under this Arrangement where such Care Plan relates to a patient to whom the Permitted Recipient is providing health or social care.  



NHS Digital will facilitate the sharing of Care Plan and will assist the controllers in meeting their data protection obligations. NHS Digital is responsible for: 

· Creating and maintaining the pointer data model i.e., the template that NRL Providers populate to publish a pointer;

· Validating the pointer metadata provided by the NRL Provider to ensure that it has been populated using data that is relevant and in the correct format. This validation supports the proper functioning of the index e.g., so that pointers can be effectively searched for. If a pointer fails this validation it will not be published on the NRL index;

· Audit pointer retrieval to assist and support the controllers in meeting their responsibilities;

· Supporting investigations e.g. into system misuse or clinical incidents;

· Monitoring whether access controls are operating as intended;

· Fulfilling subject access requests relating to the data it has shared;

· Fulfilling requests from Data Controllers and Caldicott Guardians detailing who has accessed patients’ health record pointers; and

· Providing a mutual authentication process.





		Type of Personal Data

		The pointer will contain personal and special category data including NHS number, location of record and type of care plan, health information.





		Categories of Data Subject

		Patients and service users of mental health services, social care, care homes, primary care services and secondary care services, such as hospitals and community care.



		Plan for return and destruction of the data once the Processing is complete

UNLESS requirement under Union or Member State law to preserve that type of data

		The data is processed by the Controllers for the duration of the episode of care and retained for the appropriate record retention period.  

The Care Plan once retrieved by the Permitted Recipient must not retain a pointer beyond the retention period relevant to the care they have provided. Further detail is provided in the NRL Business Requirements Catalogue. 











[bookmark: _Hlk50727674]Use of NRL service is subject to these terms, including the Annex, as amended from time to time.

Any amendments proposed will be reviewed by BSW ICB and as required agreed with joint controllers of the ICR.
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Consumer guidance

Introduction to the NRL

The National Record Locator (NRL) enables an authorised clinician, care worker and/or
administrator, in any health or care setting, to access a patient's information to support that
patient's direct care.

This is achieved by way of a national index of pointers that are essentially bookmarks that
can tell authorised clinicians, care workers and/or administrators what shared records may
exist for a patient and where they exist

Pointers are created by the organisations that own the medical records. These pointers can
then be viewed by other organisations in their own electronic clinical/care systems and/or
SCRa. The information held on the pointer can then be used o retrieve and view the record
itself (see figure 1). In some cases, the record will not be available to retrieve but instead
contact details to the owner of the record will be provided (see figure 2). This will enable a
verbal retrieval of information contained in the record. For a more detailed explanation of the
data processing see the appendix.

Search NRL
Add Pointer

Retrieve Pointer

NRL [
NRL Provider NRL Consumer

Request record

Return record

Figure 1: NRL overview of record refrieval
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commissioning organisations (be that individually or jointly), utilising the commissioners' statutory
duties within agreed contractual arrangements.

This model is depicted in the following diagram;

CARE
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DATA CONTROLLER

Provider organisations responsible for care provision

e Lawful basis for NHS providers is provided by their statutory
responsibilities and other providers under legitimate interests.

*  Providers may wish to work together as joint data controllers
to co-ordinate data to support direct care across the
care system.

Commissioner organisations with the relevant statutory
responsibilities for the activities

*  Lawful basis for commissioners is provided by their statutory
responsibilities under the Health and Social Care Act and other
legislation.

*  Commissioners may wish to work together as joint data
controllers to co-ordinate data to support secondary purpose
activities across the care system.

PROPOSED MODEL

DATA PROCESSOR

Other organisations sub-contracted by providers

e Any third party organisations processing data to support direct
care on behalf of provider organisations will be identified as
Data Processors.

Other organisations sub-contracted by commissioners

®  Any non-commissioner organisations required to process data
to support secondary purpose population health management
activities on behalf of the care system will be identified as Data
Processors.
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Appendix A – Legal Gateway


			Legislation


			Legal gateway


			Organisation





			Health and Social Care (Quality


			Section 3 (1),(2)(a)(b):


			All commissioners and





			& Safety) Act 2015


			(1)  This section applies in relation to information about an individual that is held by a relevant health


			providers of health and





			


			or adult social care commissioner or provider (“the relevant person”).


			care services to Adults.





			


			(2)  The relevant person must ensure that the information is disclosed to (a)persons working for the


			





			


			relevant person, and (b)any other relevant health or adult social care commissioner or provider


			





			


			with whom the relevant person communicates about the individual.


			





			Health & Social Care Act 2012


			Section 195:


			All commissioners and





			


			(contains guidance about) specific duties of co-operation, including creating a Health and Wellbeing Board,


			providers of health and





			


			which must, for the purpose of advancing the health and wellbeing of the people in its area, encourage


			care services.





			


			persons who arrange for the provision of any health or social care services in that area to work in an


			





			


			integrated manner.


			





			Care Act 2014


			Section 1:


			Local authorities as





			


			The general duty of a local authority, in exercising a function under this Part in the case of an individual, is


			commissioners and





			


			to promote that individual’s well-being.


			providers of health and





			


			Well-being in this Part includes:


			care services to adults,





			


			(b) physical and mental health and emotional well-being;


			and those commissioned





			


			(c) protection from abuse and neglect;


			to provide those





			


			(f) social and economic well-being;


			services.





			Care Act 2014


			Section 3:


			Local authorities as





			


			Local authorities must exercise their functions under this Part with a view to ensuring the integration of


			commissioners and





			


			care and support provision with health provision and health-related provision where it considers that this


			providers of health and





			


			would —


			care services to adults,





			


			(a) promote the well-being of adults in its area with needs for care and support and the


			and those commissioned





			


			well-being of carers in its area,


			to provide those





			


			(b) contribute to the prevention or delay of the development by adults in its area of


			services.





			


			needs for care and support or the development by carers in its area of needs for support,


			





			


			or


			





			


			(c) improve the quality of care and support for adults, and of support for carers, provided


			





			


			in its area (including the outcomes that are achieved from such provision).


			





			Care Act 2014


			Section 42: Enquiry by local authority


			Local authorities as





			


			(1)  This section applies where a local authority has reasonable cause to suspect that an adult in its


			commissioners and





			


			area (whether or not ordinarily resident there)—


			providers of health and





			


			(a) has needs for care and support (whether or not the authority is meeting any of those


			care services to adults,





			


			needs),


			and those commissioned
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			Legislation


			


			Legal gateway


			Organisation


			





			


			(b) is experiencing, or is at risk of, abuse or neglect, and


			to provide those


			





			


			(c) as a result of those needs is unable to protect himself or herself against the abuse or


			services.


			





			


			neglect or the risk of it.


			


			





			


			(2)  The local authority must make (or cause to be made) whatever enquiries it thinks necessary to


			


			





			


			enable it to decide whether any action should be taken in the adult's case (whether under this


			


			





			


			Part or otherwise) and, if so, what and by whom.


			


			





			The Children Act 1989


			Section 47(9)(11):


			


			Local Authorities


			





			


			Where a local authority are conducting enquiries under this section, it shall be the duty of any person


			conducting child


			





			


			mentioned in subsection (11) to assist them with those enquiries (in particular by providing relevant


			protection enquiries and


			





			


			information and advice).


			those that have a duty to


			





			


			The persons are—


			


			assist (health bodies).


			





			


			(a) any local authority;


			


			





			


			(d) any clinical commissioning group, Local Health Board , Special Health Authority,


			


			





			


			National Health Service trust or NHS foundation trust; and


			


			





			


			(e) any person authorised by the Secretary of State for the purposes of this section.


			


			





			The Children Act 1989


			A local authority may also request help from those listed above in connection with its functions under Part


			Local Authorities


			





			


			3 of the Act. Part 3 of the Act, which comprises of Sections 17-30:


			facilitating services to


			





			


			(allows for local authorities to provide various types of support for children and families).


			those identified as “in


			





			


			Section 17(5):


			


			need” and those that are


			





			


			Every local authority—


			commissioned to


			





			


			(a) shall facilitate the provision by others (including in particular voluntary organisations)


			provide the


			





			


			of services which it is a function of the authority to provide by virtue of this section, or


			service.


			





			


			section 18, 20, 22A to 22C, 23B to 23D, 24A or 24B]; and


			


			





			


			(b) may make such arrangements as they see fit for any person to act on their behalf in


			


			





			


			the provision of any such service.


			


			





			The Children Act 2004


			Section 10:


			


			Local Authorities and


			





			


			Co-operation to improve well-being.


			relevant partners that


			





			


			(3)  The arrangements are to be made with a view to improving the well-being of children in the local


			have the remit to


			





			


			authority’s area so far as relating to—


			improve the well-being


			





			


			(a) physical and mental health and emotional well-being;


			of children.


			





			


			(b) protection from harm and neglect; (e) Social and economic well-being.


			


			





			


			(4)  for the purposes of this section each of the following is a relevant partner:


			


			





			


			


			District councils


			


			





			


			


			The police


			


			





			


			


			The probation service


			


			





			


			   Youth offending teams (YOTs)


			


			





			


			


			


			3








			Legislation


			Legal gateway


			Organisation


			





			


			   Health and Wellbeing Board.


			


			





			


			   Any clinical commissioning group for an area any part of which falls within the area


			


			





			


			of the authority


			


			





			The Children Act 2004


			Section 11:


			Local Authorities and


			





			


			Arrangements to safeguard and promote welfare.


			relevant partners that


			





			


			The section applies to:


			have a duty to safeguard


			





			


			(a) a local authority in England;


			and promote welfare of


			





			


			(b) a district council which is not such an authority;


			children.


			





			


			(bb) a clinical commissioning group;


			


			





			


			(d) a Special Health Authority, so far as exercising functions in relation to England,


			


			





			


			designated by order made by the Secretary of State for the purposes of this section;


			


			





			


			(f) an NHS trust all or most of whose hospitals, establishments and facilities are situated


			


			





			


			in England;


			


			





			


			(g) an NHS foundation trust;


			


			





			


			(h) the local policing body and chief officer of police for a police area in England;


			


			





			


			(k) a youth offending team for an area in England;


			


			





			


			(l) the governor of a prison or secure training centre in England (or, in the case of a


			


			





			


			contracted out prison or secure training centre, its director);


			


			





			Childcare Act 2006


			Section 1:


			Local authorities as


			





			


			General duties of local authority in relation to well-being of young children


			commissioners and


			





			


			(1)  an English local authority must—


			providers of health and


			





			


			(a) improve the well-being of young children in their area, and


			care and services to


			





			


			(2) in this Act “well-being”, in relation to children, means their well-being so far as


			children, and those


			





			


			relating to—


			commissioned to


			





			


			(a) physical and mental health and emotional well-being;


			provide those services.


			





			


			(b) protection from harm and neglect;


			


			





			


			(e) social and economic well-being.


			


			





			Childcare Act 2006


			Section 4:


			Local authorities as


			





			


			Duty of local authority and relevant partners to work together


			commissioners and


			





			


			(1)  For the purposes of this section each of the following is a relevant partner of an English local


			providers of health and


			





			


			authority—


			care and services to


			





			


			(za) the “National Health Service Commissioning Board;”, and


			children, and those


			





			


			(a) a clinical commissioning group for an area any part of which falls within the area of


			commissioned to


			





			


			the local authority;


			provide those services.


			





			


			(b) the Secretary of State, in relation to his functions under section 2 of the Employment


			


			





			


			and Training Act 1973 (c. 50).


			


			





			


			


			4
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			Children and Families Act 2014


			Section 23:


			Health bodies and local


			





			


			Places a duty on health bodies (CCGs, NHS Trust and NHS foundation trust) to bring certain children to


			authorities.


			





			


			local authority’s attention, where the health body has formed the opinion that the child has (or probably


			


			





			


			has) special educational needs or a disability.


			


			





			Children and Families Act 2014


			Section 25:


			Local authorities as


			





			


			Places a duty on a local authority to exercise its functions with a view to ensuring the integration of


			commissioners and


			





			


			educational provision, training provision with health care and social care provision where it thinks that this


			providers of health and


			





			


			would –


			care and services to


			





			


			(a) promote the well-being of children or young people in its area who have special


			children, and those


			





			


			education needs or a disability, or


			commissioned to


			





			


			(b) improve the quality of special educational provision in its area or outside its area for


			provide those services.


			





			


			children it is responsible for who have special educational needs


			


			





			Crime and Disorder Act 1998


			Section 17:


			Local authorities


			





			


			Duty to consider crime and disorder implications.


			


			





			


			(1)  Without prejudice to any other obligation imposed on it, it shall be the duty of each authority to


			


			





			


			which this section applies to exercise its various functions with due regard to the likely effect of


			


			





			


			the exercise of those functions on, and the need to do all that it reasonably can to prevent, crime


			


			





			


			and disorder in its area.


			


			





			


			(2)  This section applies to a local authority, a joint authority, a local policing body, and others.


			


			





			Digital Economy Act 2017


			Section 35 (1)(2)(9)(10)(11)(12):


			Local authorities as


			





			


			Disclosure of information to improve public service delivery.


			commissioners and


			





			


			(1)  A specified person may disclose information held by the person in connection with any of the


			providers of health and


			





			


			person’s functions to another specified person for the purposes of an objective which is a


			care and services, and


			





			


			specified objective in relation to each of those persons.


			those commissioned to


			





			


			(2)  In this section “specified person” means a person specified, or of a description specified, in


			provide those services.


			





			


			Schedule 4


			


			





			


			(9) The first condition is that the objective has as its purpose—


			


			





			


			(a) the improvement or targeting of a public service provided to individuals or


			


			





			


			households, or


			


			





			


			(b) the facilitation of the provision of a benefit (whether or not financial) to individuals or


			


			





			


			households.


			


			





			


			(10) The second condition is that the objective has as its purpose the improvement of the well-being


			


			





			


			of individuals or households.


			


			





			


			(11) The reference in subsection (10) to the well-being of individuals or households includes—


			


			





			


			(a) their physical and mental health and emotional well-being,


			


			





			


			(b) the contribution made by them to society, and


			


			





			


			


			5
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			(c) their social and economic well-being.


			


			





			


			(12)The third condition is that the objective has as its purpose the supporting of—


			


			





			


			(a) the delivery of a specified person’s functions, or


			


			





			


			(b) the administration, monitoring or enforcement of a specified person’s functions.


			


			





			Local Government Act 2000


			Section 2


			Local Authorities


			





			


			Promotion of well-being.


			


			





			


			(1)  Every local authority are to have power to do anything which they consider is likely to achieve any


			


			





			


			one or more of the following objects—


			


			





			


			(b) the promotion or improvement of the social well-being of their area, and


			


			





			National Health Service Act


			Section 22:


			Health bodies and local


			





			1977


			Co-operation between health authorities and local authorities.


			authorities.


			





			


			(1)  In exercising their respective functions NHS bodies (on the one hand) and local authorities (on the


			


			





			


			other) shall co-operate with one another in order to secure and advance the health and welfare


			


			





			


			of the people of England and Wales.


			


			





			


			In this section “NHS body” means—


			


			





			


			(za) a Strategic Health Authority;


			


			





			


			(a) a Health Authority;


			


			





			


			(b) a Special Health Authority;


			


			





			


			(d) an NHS trust.]


			


			





			


			


			


			





			National Health Service Act


			Section 82:


			Health bodies and local


			





			2006


			Places a duty on NHS bodies and local authorities to co-operate with one another in order to secure and


			authorities as


			





			


			advance the health and welfare of the people of England and Wales.


			commissioners and


			





			


			


			providers of health and


			





			


			


			care and services, and


			





			


			


			those commissioned to


			





			


			


			provide those services.


			





			Special Education Needs and


			Section 6:


			Local authorities as


			





			Disability Regulations 2014


			Where the local authority secures an EHC needs assessment for a child or young person, it must seek the


			commissioners and


			





			


			following advice and information, on the needs of the child or young person, and what provision may be


			providers of health and


			





			


			required to meet such needs and the outcomes that are intended to be achieved by the child or young


			care and services to


			





			


			person receiving that provision—


			children, and those


			





			


			(c) medical advice and information from a health care professional identified by the


			commissioned to


			





			


			responsible commissioning body;


			provide those services.


			





			


			(d) psychological advice and information from an educational psychologist;


			


			





			


			(e) advice and information in relation to social care;


			


			





			


			


			6
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			(f)advice and information from any other person the local authority thinks is appropriate;


			





			


			(h) advice and information from any person the child’s parent or young person


			





			


			reasonably requests that the local authority seek advice from.
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NHS Bath and North East Somerset, Swindon and Wiltshire CCG


ICR – what is it?


• Electronic shared health 
and social care record


• Data from a range of 
health and social care 
systems accessible in one 
place


• Access embedded within 
TPP 







NHS Bath and North East Somerset, Swindon and Wiltshire CCG


BSW Data Feeds


IC
R


GP Practices


Wilts Social Care


Salisbury Foundation Trust (SFT)


Swindon Social Care


Live Underway


Medvivo Out of Hours


* 6 GPs outstanding & 3 out of scope







NHS Bath and North East Somerset, Swindon and Wiltshire CCG


Practices now Live:


✓ 81 out of 90 BSW practices are now Live


✓ 3 EMIS practices out of scope


✓ 6 practices outstanding awaiting IG 


process to be finalised:


o Downtown Surgery


o Kennet and Avon Medical 


Partnership


o Patford House Partnership


o Salisbury Medical Centre


o Silton Surgery


o St Melor House Surgery







NHS Bath and North East Somerset, Swindon and Wiltshire CCG


What information will I share?


GP Data
✓ Demographics


✓ Immunisations


✓ Medications


✓ Referrals


✓ Active & Past Problems


✓ Allergies


✓ GP results


✓ GP Encounters


✓ Contraindications


✓ Operations


✓ Radiology


✓ Investigations


✓ Lifestyle Information


✓ Family History


✓ Pregnancy, Birth & Post Natal


✓ Contraception & HRT


Coded information entered into the GP record will be available to be viewed by health 


and social care professionals across BSW, provided there is a direct care relationship 


with that individual.







NHS Bath and North East Somerset, Swindon and Wiltshire CCG


Safeguarding Considerations


There may be rare situations where for safeguarding reasons, you may wish for data not to be 


shared beyond the surgery:


• in some domestic abuse situations where the alleged perpetrator may work at one of the 


other organisations that would have access to the record; or 


• any situation where you believe the sharing of this information may put the person at an 


increased risk of harm.


• It may also be that the person does not wish for their information to be shared beyond 


the surgery.


In these circumstances, please refer to the ICR Opt Out summary slides at the end of this 


document to apply the correct code.


You could seek consent to share this information with the ICR from the patient should you 


wish. Unfortunately there is no way that the CCG is aware of to prevent individual read codes 


such as “history of domestic abuse” to be withheld from the new system.


If you have any queries about the ICR please contact bswccg.icrsupport@nhs.net



mailto:bswccg.icrsupport@nhs.net





NHS Bath and North East Somerset, Swindon and Wiltshire CCG


How do I access ICR from SystmOne?


An Internet page will open (possibly 


behind SystmOne) and launch directly into 


the shared record for the patient you had 


retrieved.


NB If you can’t see the ICR button in TPP 


it may be that it has not been set up yet. 


The steps on how to do this are included 


at the end of this guide.  


Please email bswccg.icrsupport@nhs.net


if you require any support with this 



mailto:bswccg.icrsupport@nhs.net





NHS Bath and North East Somerset, Swindon and Wiltshire CCG


What will I be able to See?


Has My Patient been 


admitted to hospital?


Has my patient had an 


outpatient 


appointment?


Which Community Services 


is my patient with?







What’s New – Timeline and Summary


Summary and Timeline features are now live in the ICR. Based on the 


BI data views of the citizens on Carecentric and provide a useful “one 


pager” (Summary) and a high level overview (Timeline) to the 


professional.


Timeline


This report enables a clinician to view patient 


events in one place and includes events 


from primary, acute care, community and


mental health as well as long term 


conditions.


Summary


Summary view shows activity in the last 12 


months from BW Primary care (GP 


appointments, long term conditions), Acutes (IP 


and Outpatient as well as AE activity) and 


Community Services (open referrals). This view 


also shows future GP appointments
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What’s New – Clinic Letters at RUH and GWH


Clinic Letters from GWH 


and RUH are now available 


on ICR:


RUH - for all clinics where 


letters are sent to other 


providers 


GWH - letters created by 


all Specialties directly in 


CareFlow
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Data Currently Being Shared to the ICR


What will I be able to See?


RUH
Real Time Feed:


✓ Inpatient Activity (wait list, 


admissions, transfers)


✓ Outpatient Activity 


(referral, appointments, 


attendance)


Clinic Letters and 


Correspondence:


✓ Pathology results,


✓ Radiology reports


✓ Emergency Attendance


✓ Discharge summaries


✓ Flexi cystoscopy & 


Sigmoidoscopy results


✓ Colonoscopy Results


✓ Gastroscopy result


GWH
Real Time Feed:


✓ Inpatient Activity (wait list, 


admissions, transfers)


✓ Outpatient Activity (referral, 


appointments, attendance)


✓ Emergency Attendance


Clinic Letters and 


Correspondence:


✓ Clinical Letters created by 


all specialties in CareFlow


✓ Cardiology reports


✓ ED and SCBU Discharge 


letters


✓ GI reports


✓ Mental Health referrals


✓ Maternity letters


✓ Ophthalmology letters


AWP
Real Time Feed:


✓ Demographic information


✓ Allergies


✓ Inpatient stays – Admission, 


Transfer, Discharge and Leave 


events


✓ Referrals to community 


teams


✓ Appointments – Planned 


and past


✓ Care Coordinator name and 


contact details


✓ Crisis, Relapse and 


Contingency Plans


Overnight Transfer:


✓ Perinatal Care plans


✓ Inpatient Discharge 


Summaries
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Data Currently Being Shared to the ICR


What will I be able to See?


BaNES LA
Nightly feed:


✓ Demographics 


✓ Referral 


✓ Event data including:


Assessments, Safeguarding, 


DOLS 


✓ Care Plans


✓ Service Provisions 


including non-plan 


service provisions 


✓ Alerts


✓ Disabilities


✓ Practitioner 


✓ Classifications i.e. 


support reason 


Community – WHC & 


Swindon:


Nightly Feed:


✓ Inpatient Activity (wait list, 


admissions, transfers)


✓ Outpatient Activity (referral, 


appointments, attendance)


Community (BaNES)
Nightly Feed:


✓ Demographics


✓ Immunisations


✓ Diagnosis


✓ Medications


✓ Referrals


✓ MIU Data (Paulton)
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What will I be able to See? (video)


Watch the short video below (NB this video has no sound) for a brief 


overview of how the ICR is set out and where you can find relevant 


information. Please note due to IG considerations this video was made on a 


test patient therefore the record contains no information.


Patient Record Work - YouTube



https://www.youtube.com/watch?v=XSlMjlfbNHY





ICR User Feedback


Feedback from Tom Bellfield, care coordinator for 


St Chads and the highest user of the ICR in 


primary care. 


Benefits:


o Using the ICR gives a better quality service to the patient


o Saves time phoning different organisations e.g. hospital


o Real world example of pharmacy calling the practice about a very vulnerable patient who hadn’t 


picked up their meds for 6 days. Normally this would have resulted in the practice trying to call the 


patient and if no response contacting the police. However by looking on the ICR they saw that he’d 


been admitted and saved an awful lot of time and hassle.


Use Case: Tom manages a varied client list and takes referrals from clinicians and self referrals to manage non-


medical issues. Finds the ICR invaluable in allowing a better more holistic view of the patient:


o Ability to locate patients


o Getting information before it lands in SystmOne (letters/documents). Normally any documents that go to 


primary care gets sent to scanning. This can lead to a delay of processing.


o Finding out more about a patient/client - which organisations are involved, how often do they access 


services etc.


Tom feels the most important part of the ICR is the documents section







ICR User Feedback


Feedback from Nic Aplin, Community Frailty Nurse Practitioner for BaNES at Royal United 


Hospital


Benefits: 


o Access to caseworker contact details has seen an improvement in MDT meeting attendance and in turn 


an improvement in quality of assessments and follow-up.


o Time saved by having information in one place and not having to log into SystmOne separately or phoning 


around for information means more time spent with the patients


o Easily compare comorbidities and meds, comparing RUH with GP data. Real life example: Nic was able to 


check on a specialist haematology med that was not on an RUH discharge summary and contact the 


appropriate clinician quickly and easily, potentially saving harm.


Use Case: Nic uses the ICR on daily basis via Millennium and finds it especially helpful for MDT meetings and 


supporting the residents in the care hotel who may have come from any area in BSW and are not always know to 


RUH. The ICR enables Nic to see all relevant information in one place:


o Quick and easy access to relevant information (meds, comorbidities, outpatient referrals, etc.), especially 


helpful for those patients who do not appear on Millennium


o Access to caseworker contact details which was not always possible previously.


o Having the information available on ICR means there is usually no need to log into the read only version of 


SystmOne separately and search for patients which takes time.
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ICR Overview
The following slides show the information contained within ICR


1. Landing Page


2. Hospital Activity


3. Community 


4. Mental Health


5. Social Care


6. Set up ICR access in TPP


7. ICR Opt Out Summary
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1. Landing Page


➢ The summary page shows 


the patient’s record by 


using Navigation and Hub 


Tiles to display the data for 


different sections of 


information such as 


Medications, Results and 


Activity data.


➢ This is the default page 


after accessing a patient 


record.


When you access to ICR from TPP you will be directed to the Summary Page for that 


patient’s record
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2. Hospital Activity Summary View


Separated into 


Outpatient, 


Inpatient and 


Emergency 


Activity


Click the arrow to 


go to the relevant 


detail view
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2. Hospital Activity Detail view


Outpatient activity 


will be displayed in a 


split view. Select an 


activity in the left 


hand pane to view 


the details


Inpatient/waiting list 


activity will be 


displayed in a split 


view. Select an activity 


in the left hand pane to 


view the details
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2. Hospital Activity – Clinical Corresponence


Reports are completed on the day of the test 


and sent into the ICR in real time into the 


Clinical Documents tile. 


GPs will be able to see:
- Appointment for tests


- Results


RUH and GWH are now sharing 


Clinic Letters, including some 


test results (see slide 11 for 


more info)


Patient was admitted for Gastroscopy and 
the report is in the Clinical Letters view.


Future Developments: Integrating Cardiology reports
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3. Community Summary View


Separated into 


sections. Click 


the arrow to go to 


the relevant detail 


view
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3. Community Detail View - Referrals


Separated into 


sections for open 


and closed referrals


Click the arrow to 


expand a section 


and view the referral 


details
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3. Community Detail View


Separated into 


sections with item 


count to indicate if 


data is available to 


view


Click the arrow to 


expand a section and 


view the details
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4. Mental Health Summary View
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4. Mental Health Detail View


Click to expand 


each section
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4. Mental Health Detail View


Click the drop down 


arrow to expand the 


information you want 


to view
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5. Adult Social Care Summary View


Click the arrow to go 


to the adult social 


care detail view
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5. Adult Social Care Detail View


Separated into sections 


with item count to 


indicate if data is 


available to view
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6. Set Up ICR Button in S1
This process will add a new Button to the tool bar for all users 


and grant access to the ICR while a patient record is retrieved. 


You do not require any log in details or patient information as it 


pulls it through automatically. 


1. Go to Setup>Users & Policy> Organisation Preferences


2. Search for ‘Toolbars’ in the search bar


3. Once you have ‘Toolbars’ selected, right Click the default tool 


bar and select amend
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6. Set Up ICR Button in S1


4. Highlight a button set where you would like the new 


ICR button and click ‘Amend Button Set’


5. You can also create a new Button Set and create a 


large button like in the image below.


8. Press Ok to close this page, and the one behind it to return 


to the main page of system one.


9. If configured correctly there should be a new Icon in the 


tool bar that can be pressed to launch the ICR as long as a 


patient is retrieved.


Finally, the first time a user uses this button, they will be 


prompted to put in their name, please do so as well as ticking 


the box to ‘remember’ these details to stop it from popping up 


again.


6. Search for ‘ICR’ in the search bar and find your practice from 


the list


7. Highlight your practice URL with a left click, and press the + 


button in the middle of the screen to bring it across to the right 


screen.
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6. Set Up ICR Button in S1 - Troubleshooting


The button was added by my practice but I am unable to see it


• If you are using a custom toolbar (i.e. not the default toolbar used by the 


practice), you will need to add it yourself:


• follow steps 1-3 but instead right click and choose ‘set staff toolbar usage’


• Here you can see the list of users names on the left, identify the staff 


members who need the default tool bar to see the ICR button, highlight 


them by left clicking, and then press right arrow to move them across to the 


left of the screen.


I click on the ICR button but receive an error message, such as “404 file or 
directory not found”:


• This usually happens when your practice has shared administration 


switched on in SystmOne. ICR is set up to show information of patients 


registered at your own practice – so accessing from Practice A, you can only 


view patients registered at that practice. 


• To enable viewing of patients from partner practices, please ask the 


practices’ Caldicott Guardian(s) to email bswccg.icrsupport@nhs.net to 


request sharing to be turned on within the ICR.



mailto:bswccg.icrsupport@nhs.net
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7. ICR Opt Out Summary
The national position on opt outs has changed. The table below describes the relevant 


codes to be applied to stop patient information to be shared with the ICR


National Data Opt Out Type 1 Opt Out GDPR Objection


S
u


m
m


a
ry


The National Data Opt Out used to be 


called the “Type 2 Opt Out”.  Utilising this 


means that data will flow to NHS Digital 


but will not flow onwards for research 


and planning. 


A Type 1 Opt Out means that 


identifiable data will not leave an 


individual’s GP Practice for reasons 


other than direct care.


Under Article 21 of the GDPR an individual 


has the right to object to their data being 


processed. 


Where an individual is objecting to their 


information being shared for direct care, 


further information from the individual must 


be provided to assess whether their 


Objection is upheld or rejected. This 


decision will be made by a clinician.


W
h


a
t 


d
o


 


p
a


ti
e


n
ts


 n
e


e
d


 t
o


 


d
o


?


Individuals can set the National Data Opt


Out status via the relevant website or via 


the NHS App. 


Individuals may register a Type 1 


Opt Out of secondary use of their 


data. The patient needs to register 


this wish with their practice.


If a patient does NOT wish to share data for 


direct care, then they must lodge a request 


with their GP. Subject to local process and 


approval, a code will be placed on their 


record and they will be opted out of the 


local direct shared care record.


W
h


a
t 


d
o


e
s


 t
h


e
 


S
e


rv
ic


e
 n


e
e


d
 t


o
 


d
o


?


The CareCentric Population Health 


Analytics platform will respect the 


National Opt Out at the point that data is 


requested to be sent to NHS Digital. 


Nationally Opted Out data will not flow 


into the Population Health De-identified 


or Pseudonymised data marts.


The GP practice needs to store the 


appropriate administrative code 


against the individual’s record.


The GP practice needs to store the 


appropriate code against the individual’s 


record. 



https://www.nhs.uk/your-nhs-data-matters/manage-your-choice/
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7. ICR Opt Out Summary


National Data Opt Out Type 1 Opt Out GDPR Objection


Is
 t


h
e


re
 a


 c
o


d
e
 t


h
a


t 
is


 a
p


p
li
e


d
?


CareCentric will integrate with 


the National Opt Out service 


and identify where a citizen 


has Opted Out.


The following codes can 


be used to identify a Type 


1 Objection:


9Nu0. – Dissent from 


secondary use of general 


practitioner patient 


identifiable data.


XaZ89 – Dissent from 


secondary use of general 


practitioner patient 


identifiable data.


827241000000103 –


Dissent from secondary 


use of general practitioner 


patient identifiable data.


The following codes can be 


used to identify a GDPR 


Objection:


93C1. – Refused consent for 


upload to local shared electronic 


record


XaKRw – Refused consent for 


upload to local shared electronic 


record.


416409005 – Refused consent for 


upload to local shared electronic 


record (finding).
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Cover Sheet

		Title		BSW ICR and PHM Information Security Statement

		Version		2.0

		Author		Alex Bunn

		Last updated		4/18/23

		Notes		This statement is designed to give an overview of the key security features and operations of the Integrated Care Record (ICR) and the Population Health Management (PHM) platform.  The organisations providing these controls should be assessing the effectiveness of these on a regular basis (GPDR Article 32 – Security).  This does not cover the processing by BSW ICB to extract and prepare general practice data for upload as that is separately covered by the data processing agreement between the ICB and each General Practice.

ICR PHM data processors (all to be listed here):
•	Graphnet Health Ltd (https://www.graphnethealth.com/ )





Security mgmt

		Security requirement		How programme/partners meet requirements

		General

		Information Asset Owner 		The responsibilities are shared:
To be governed by Digital Board where signed partners to the DSA who are also board members will be the joint controllers for the ICR data. The nominal information asset owner will be Jason Young, Assistant Director of Digital Transformation of the ICB.

		Controller responsibility for security		As set out in the Data Sharing Agreement.

		Security governance arrangements		Links to DSA - joint controllers govern via Digital Board.

		Data Protection Impact Assessment		DPIAs maintained for ICR and PHM to ensure security (among other areas) is given continual consideration, to identify and monitor risks, implement mitigating controls and check the effectiveness of mitigating controls.
The sharing partners are consulted on the DPIAs and the ICB and IG consultancy service act as mediators to resolve any conflicting views that may arise.
Vendor/supplier information security assurances have been checked as part of DPIAs.

		Personnel

		Senior individual(s) responsible for information governance and the security of information (name and job role). 		As per IAO arrangement, the responsibilities are shared, however, the nominal Senior Information Risk Owner (SIRO) is Rachael Backler, Executive Director of Planning and Performance.
Jim Miller, Digital Change Lead and Jason Young, Assistant Director of Digital Transformation oversee information governance work plan delivered by IG Consultancy Team at SCW.

		User vetting		Sharing partners have appropriate vetting in place as part of employment processes.

		User education & training		Sharing partners provide induction and annual information governance training, and there is a commitment for all staff to read and be able to access their employer's information governance policies - confirmed by Data Sharing Agreement (DSA) requirement to be 'standards met' with Data Security and Protection Toolkit (DSPT).

		Employment contracts		Sharing partners have appropriate confidentiality contractual clauses in place linked to disciplinary action - confirmed by DSA requirement to be 'standard met' with DSPT.

		Physical

		Building security (surveillance, patrols, defensible space, entry controls, etc)		Sharing partners have appropriate building security - confirmed by DSA requirement to be 'standards met' with DSPT.

		Technical

		Device & network security		Sharing partners have appropriate device security - confirmed by DSA requirement to be 'standards met' with DSPT.

		User access control definition		End user access control – All access managed via the ‘need to know’ principle applied at the system, function and data level via Role Based Access, Landing Pages and function access control.
 
Unique username & password access control (either via ‘context launch from core business system or ‘portal’ access).  
User profile and access to data is ‘role based’ and ‘task based’, linked to employing organisation.

System administration access at all levels is all based on the principle of least privilege and segregation of duties where possible.  Log of allocated access privileges is monitored.

		Operations management

		Business continuity planning		Sharing partners have appropriate business continuity arrangements in place - confirmed by DSA requirement to be 'standards met' with DSPT.

		User account management		Sharing partners are responsible for appropriate user account management with a commitment in the DSA and requirement to be 'standards met' with DSPT.

		Monitoring

		Audits of access		Proactive audits of accesses undertaken by each sharing partner to identify potential indications of unauthorised access for further investigation and action if/where substantiated, as per the ICR and PHM programme's Auditing Policy.

		Incident reporting and management

		Contractual obligation on supplier(s)		TBC - The supplier, Graphnet, are under a contractual obligation to ensure appropriate security measures are in place and report any security incidents to the ICB (contract holder) within 12 hours (see 'Data Processing Activities' Annex to contract).

		Notifying sharing partner(s) affected by incident		Sharing partners each commit to notifying sharing partners affected by an incident as per the DSA. 





Supplier&Solution Assurance

		Security requirement		How supplier (including subcontractors) meets requirement (organisational measures)		How solution meets requirement (technical measures)

		General

		Accreditations/certifications held relating to the IT systems used in the delivery of services, including details of the scope (statement of applicability) of the accreditation/certification.		ISO9001
ISO27001
Cyber Essentials plus
Data Security and Protection Toolkit		Graphnet utilises Microsoft Azure Cloud exclusively in the UK.   For the purposes of this security statement, Graphnet is considered by Microsoft to be a Cloud Customer to them and Graphnet has no direct or hands-on access to any Microsoft locations or hardware. 

Working closely with Microsoft, Graphnet have ensured that their choice of application data centres are of the highest resilience and security and are located within the UK.  The Microsoft Azure cloud computing platform meets a broad set of international and industry-specific compliance standards, such as ISO 27001/27002, HIPAA and FedRAMP.  Microsoft adheres to the ISO 27018 code of practice, covering the processing of personal information by cloud service providers

		Details of processing outside the European Economic Area and the measures in place to ensure an adequate level of protection for the rights of data subjects.		All corporate processing takes place in the UK.		1. Only Microsoft UK datacentres (UK South and UK West) are used and Azure policies are in place to enforce this.
2. Microsoft’s compliance with DPA, GDPR and its ISO certifications have been reviewed and accepted.
3. Graphnet staff have no physical access or contact with these data centres.

		Policies and controls in place to manage the risks of working in non-secure environments e.g. remote, mobile and home working		This is covered by Graphnet's "GN BMS-DOC 035 Clean Screen and Clear Desk Policy" and "GN BMS-DOC 016 Information Security Onboarding Statement" which is classified as "Graphnet Internal / Staff and contractors only" and will not be shared.		n/a

		Policies and controls to manage the risks of the use of privately owned mobile devices for work purposes		Graphnet uses Azure Compliance Policies to ensure all devices are kept up to date, be they BYOD or corporate.  BYOD is the exception at Graphnet and are only allowed with the permisison of the SIRO.		n/a

		Assurance that subcontractors / delivery partners / third party suppliers are compliant with supplier's security policies		1.	Graphnet ensures it’s partners’ and sub-contractors’ contracts cover non-disclosure, Information Governance and Security.
2.	Security Risk assessment will be undertaken of third party suppliers using the Standard Templates which form part of the ISO 27001 database.
3.	Any sub-contracts are agreed on a back-to-back basis which includes a flow down of the customer’s contract and tender requirements (to the extent they apply to the sub-contracted services being supplied).
4.	Customer data is not shared with third party suppliers without the customer’s explicit agreement and controls are in place to prevent any customer data from being visible or transmitted outside the United Kingdom.		1.	Graphnet ensures it’s partners’ and sub-contractors’ contracts cover non-disclosure, Information Governance and Security.
2.	Security Risk assessment will be undertaken of third party suppliers using the Standard Templates which form part of the ISO 27001 database.
3.	Any sub-contracts are agreed on a back-to-back basis which includes a flow down of the customer’s contract and tender requirements (to the extent they apply to the sub-contracted services being supplied).
4.	Customer data is not shared with third party suppliers without the customer’s explicit agreement and controls are in place to prevent any customer data from being visible or transmitted outside the United Kingdom.

		Personnel

		Senior individual(s) responsible for information governance and the security of information (name and job role). 		Director of IG and DPO: Sara da Silva
SIRO: Andy Bratt, Chief Delivery Officer		n/a

		Background verification checks carried out on employees and contractors who may have access to personal or special category (sensitive) personal data.		All Graphnet employees are subject to pre-employment checks and vetting procedures which include requirements to provide references and to disclose relevant convictions.  Where relevant the HR team will request a DBS check in accordance with the HR on-boarding process.		n/a

		Non-disclosure or Confidentiality Agreements for employees and contractors where their role has access to  data which is defined under the Data Protection Act 2018 as 'personal' or 'sensitive personal' information and / or which is commercially sensitive.		Yes		n/a

		Information security awareness and information governance training is provided to all employees and contractors, as well as regular updates to organisational policies and procedures relevant to their job function.		All staff undergo mandatory Information Governance and Cyber Security training annually and are required to pass a test on completion.		n/a

		A formal disciplinary or sanction policy has been established for employees who violate security policies and procedures (briefly summarise the policy).		Graphnet has a defined and internally published Discipllinary Policy.  The document is classified "Company Conifdential" and will not be shared.		n/a

		Physical

		Physical security measures are implemented in locations where data storage and processing occurs. 		n/a - service is delivered to BSW as a cloud hosted managed service		1. Only Microsoft UK datacentres (UK South and UK West) are used and Azure policies are in place to enforce this.
2. Graphnet staff have no physical access or contact with these data centres.

		Technical

		Elevated access rights to systems are reviewed (specify frequency of review).		All users with admin rights are reviewed at least annually.		1. The management of the application lies with the customer and once the initial management ("admin" or "superuser") accounts have been set up, it is the customer's responsibility to control and oversee the use of management accounts, including the suitability of those granted elevated levels of access.
2. Access management for all Graphnet staff is regularly audited and reviewed by HR and technical team to meet ISO 27001 Access Control requirements.
3. All administrator access to the platform is covered by MFA (to provide brute-force protection) in addition to strong passwords and password lockout.
4. All accesses are logged within Azure and the application according to the resource accessed.
5. Alerts are in place to advise when any unusual access attempts are made.

		Ensuring information is only available to system users who have a legitimate need to access systems. 		The Share Care Record is commissioned by BaNES, Swindon and Wilts ICB who manage user access at a local level.  Users are provided with role based access based on their legitimate requirement to view the data.		CareCentric uses role-based access controls; the system is provided with 25 pre-configured roles, that align with the National Registration Authority Smart Card access roles and are grouped into 5 levels of system functionality. Administrators can  manage users within these groups, refine permissions by role, organisation, user group, patient groups etc.. 
User functionality and data access permissions can be set at an individual user, user group, or global (all users) level. They can also be set to an explicit Allow, Deny, or Undefined at each level in the hierarchy of permissions assigned. 

		Data encryption at rest.		n/a		Azure storage accounts are encrypted using 256-bit AES with a Microsoft Azure managed key.
All data within Microsoft SQL Server databases are encrypted by default using TDE with private keys managed by Azure strong key encryption (RSA 3072 bit) as opposed to Microsoft supplied keys. The keys are currently stored and managed in Azure KeyVault with strong encryption.

		Data encrypted in transit.		n/a		Transport Layer Security (TLS) 1.2 (or later) is an
industry standard protocol with 2,048-bit RSA/SHA256
encryption keys, as recommended by CESG/NCSC.

		Boundary protection in place on all systems with a connection to an untrusted network.		Firewalls are in place at all physical locations, web filtering is used for Internet traffic and Graphnet use mail filtering for inbound emails.		Customer environments are protected with a combination of firewalls and IP whitelisting.

		Timely patching is applied for known vulnerabilities. Frequent security patches applied for critical and high risk vulnerabilities for any software used to deliver the solution.		Graphnet has achieved and complies with Cyber Essentials Plus which requires that Critical and High serverity patches are applied within 14 days of release.  These are applied using Graphnet's patch management application.		The application is protected by firewalls, anti-virus and regular patching which are all monitored for compliance.  Graphnet monitors NHS CareCERT, US-CERT and various industry information sources for new threats and identified vulnerabilities to ensure systems are patched in a timely manner.

		Processing from hardware and software which has a documented secure baseline and configurations which are regularly reviewed for non compliance against the baselines.		n/a		Graphnet uses Defender for Cloud to set the baseline and monitor for vulnerabilities and deviations from that baseline and Microsoft Azure best practice.

		The installation of unauthorised software is prevented.		Grphnet uses an Approved Software List and a PAM solution on end user computing to restrict local administrator rights. 		Only approved staff have administrator rights in customer environments and these rights are reviewed at least annually.

		Anti-malware software and frequency of updates.		Graphnet uses Sophos  Intercept X with EDR.  Alerts from Sophos are raised to the IT support team for remediation.  Sophos checks for updates daily.		Graphnet uses Sophos  Intercept X with EDR.  Alerts from Sophos are raised to the IT support team for remediation.  Sophos checks for updates daily.

		The security of ICT systems have been evaluated through penetration testing. Penetration testing take place at the application, operating system and network levels.		Graphnet holds the Cyber Essentials Plus certification which includes external penetratrion testing and vulenrability scanning within the corporate environment.  The certification is current.		There is a program of annual independent penetration testing by CREST and National Cyber Security Centre (NCSC) CHECK certified testers and internal vulnerability scanning, incorporating the OWASP “Top Ten” principles.  This covers all aspects of the application environment.

		Frequency of penetration testing.		Annual		Annual

		Application code tested for security vulnerabilities prior to release of new software versions.		n/a		There is a program of annual independent penetration testing by CREST and National Cyber Security Centre (NCSC) CHECK certified testers and internal vulnerability scanning, incorporating the OWASP “Top Ten” principles.  Additional pen tests may be commissioned when major changes to the software are made.  Microsoft Defender for Cloud continously monitors customer environments for vulnerabilites and security weaknesses.

		Details of software reliant on any unsupported or unmaintained components from third parties.		n/a		No, out of support libraries and software are updated before support ceases.  In the unlikely event any such components are present, this will be detected by pen testing and remediated.

		Industry recognised secure software methodology used or security testing built into the development process (provide details).		n/a		1.	Graphnet monitors NHS CareCERT, US-CERT and other industry sources for intelligence regarding threats, vulnerabilities and exploits.  Microsoft Azure also provides recommendations on configuration changes to mitigate possible vulnerabilities.  Along with annual pen-testing recommendations, these are approved and implemented transparently in an ITIL aligned Change Management Policy (GN BMS-DOC 040 Change Management Policy).
2.	Graphnet follows the Scaled Agile Framework for Enterprise (SAFE) and all source code is managed by industry standard source control systems.
3.	The software development process is governed by the “GN BMS-DOC 015 Secure Software and Solution Development Procedures” document that covers secure development and testing, and the application deployed in accordance with the Release Management Policy audited to ISO 27001.

		Operations management

		Data, systems and networks are separated to ensure isolation from other customers.		n/a		Each customer environment is contained within it's own Azure subscriptions with separate subscriptions for production, UAT and test.  There is no network connectivity between those environments.

		System and network environments are logically separated to ensure the segregation of production and non-production environments.		n/a		As above.

		Changes to the production environment are documented, tested and approved prior to implementation.		All changes to corporate environments are scrutinised, tracked and approved by the Change Advisory Board and security reviewing is a part of that process.  This is an ITIL aligned process defined in the Graphnet Change Management Policy (GN BMS-DOC 040 Change Management Policy).		Graphnet only tracks and makes changes to the software aspect of the Azure PaaS service and not the underlying infrastructure.  All changes to customer environments are scrutinised, tracked and approved by the Change Advisory Board and security reviewing is a part of that process.  This is an ITIL aligned process defined in the Graphnet Change Management Policy (GN BMS-DOC 040 Change Management Policy).

		Secure disposal of electronic storage media (includes removable media).		All electronic, paper and other media is securely disposed of in accordance with the "GN BMS-DOC 010 Secure Disposal Procedure" which is classified "Graphnet Internal / Staff only" and will not be shared.
As a company, staff are given guidance on use of devices which is documented in Graphnet's "GN BMS-DOC 013 Acceptable Use Policy" which is classified as "Graphnet Internal / Staff Only" and will not be shared.		All Azure storage is encrypted as detailed previously.
Data destruction will be managed in accordance with NHS good practice and local requirements; a formal exit plan will be agreed with the customer on notice of termination or in preparation of contract expiry and according to the "GN BMS-DOC 010 Secure Disposal Procedure" which is classified "Graphnet Internal / Staff only" and will not be shared.
The disposal of equipment in Microsoft Azure data centres is handled by Microsoft and Graphnet staff have no access to the physical equipment in Azure and do not, therefore, manage the disposal of that equipment.
Azure provides comprehensive data sanitization for all forms of storage. Details are given here: https://blogs.msdn.microsoft.com/walterm/2014/09/04/microsoft-azure-data-security-data-cleansing-and-leakage/. This is assessed as part of the ISO 27001 accreditation published here: https://www.microsoft.com/en-us/trustcenter/compliance/iso-iec-27001.
Microsoft disposes of Azure datacentre equipment in accordance with NIST SP 800-88. Conformance with this standard is validated by a third-party auditor as part of ISO 27001 certification, FedRAMP, and other audits. 
Azure is audited once a year for ISO/IEC 27001, ISO/IEC 27017, and ISO/IEC 27018 compliance by a third party accredited certification body, providing independent validation that security controls are in place and operating effectively.
No removable media is used with cloud based resources.

		Business continuity plans are subject to tests at planned intervals or upon significant organisational or environmental changes to ensure continuing effectiveness.		The Share Care Record is commissioned by BaNES, Swindon and Wilts ICB as a hosted service.		Business Continuity plans are subject to tes.

		Datacenter utilities, services and environmental controls relied upon to deliver services, are designed with automated fail-over or other redundancies.		n/a		Azure is not TIA certified, however it operates at TIA942 Tier 3 equivalence. Azure datacentres are engineered to provide 99.999% availability, Microsoft also have highly sophisticated container-based facilities that host geo-redundant services and applications that only require 99.9% availability.

Azure provides multiple availability zones for customers to deploy resources to ensure availability.

The Service Level Agreement for Microsoft Online Services is available here: https://www.microsoft.com/en-us/Licensing/product-licensing/products.aspx.

		A separate backup datacenter located off site is used to reduce the risk from environmental threats and utility failures.		n/a		Graphnet uses Microsoft's UK South (Slough) and UK West (Cardiff) data centres to provide its services.

		Business continuity and disaster recovery plans are in place to help maintain or quickly resume services.		The Share Care Record is commissioned by BaNES, Swindon and Wilts ICB as a hosted service.		In line with the contract requirements, Graphnet has a DR plan which provides an overview of how the system would operate in the event of a partial or total regional outage (disaster event) being detected:
Any cut over to secondary service(s), where an active:passive approach is utilised, is initiated by a decision of Graphnet specified technical teams.
Communications will be provided to all end organisations of the need to invoke the failover, if service availability is affected.
Graphnet will bring the DR service (the secondary service) up to scale and failover.
Any removal of faulting regions/sections, where an active:active approach is utilised, is initiated automatically.
Communications will be provided to all relevant end organisations, if service availability is affected.


		Monitoring

		Information security risk identification and treatment for IT and information processing systems.		Graphnet has adopted NHS and industry best practice and used external consultants and ISO auditors to refine processes.		Graphnet uses hosting services from an NHS accredited provider.  Microsoft Azure meets hosting requirements outlined for NHS Applications, Services and Data. Accreditations and standards achieved include: Level 2 NHS IG Toolkit assessment; UK Government’s Cloud Security Principles; ISO 27001, ISO27018, HIPAA, FedRAMP, SOC 1 and SOC 2.

		Audit logs are retained which record priviledged user access activities, authorised and unauthorised attempts, system exceptions and information security events (detail how long audit logs are retained)		Azure audit logs are now kept for two years and include changes to the environment, directory and logon attempts.  Information security events and incidents are retained indefinitely.		Azure audit logs are now kept for two years and include changes to the environment, directory and logon attempts.  Information security events and incidents are retained indefinitely as are the internal application logs.

		There is monitoring for evidence of potential security breaches. E.g.  Intrusion detection systems and security operations centre.		Protective monitoring uses Microsoft Sentinel to monitor signals from many sources including servers, firewalls, Azure, Active Directory for both changes and logons and alert on unusual, unexpected or potentially malicious activity. Alerts are fed into our Jira ticketing system and managed by a team of SOC Analysts.		Protective monitoring uses Microsoft Sentinel to monitor signals from many sources including servers, firewalls, Azure, Active Directory for both changes and logons and alert on unusual, unexpected or potentially malicious activity. Alerts are fed into our Jira ticketing system and managed by a team of SOC Analysts.

		Incident reporting and management

		There are policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed (briefly summarise the policies).		1.	Any staff member who becomes aware of a security incident/near miss, an error that may have been made by the information systems or, physical access to the office/equipment, must formally report such errors to their line manager as well as raising an incident ticket as laid out in GN BMS-DOC 007 Security Management and Risk Assessment Policy.
2.	An incident/near miss, error that may have been made by the information systems or irregular physical access to the office/equipment, is reported either by employees or protective monitoring (3.5.3 above).
3.	An appropriate Jira service desk ticket is raised to notify the IG/IS/ISO management team, who will discuss and allocate the investigation and management of the risk. 
4.	The seriousness of an incident is not the main issue; even minor ones (or 'near misses') may be symptomatic of a deeper and much more serious problem and all staff are encouraged to flag anything suspicious.
5.	A two tier system is in place to respond to security incidents: the IG/IS and ISO management team will assess issues and monitor progress on the action taken to ensure corrective action is taken.  The Cyber Incident Response Plan (CIRP) will be activated as part of Graphnet’s Major Incident process if Graphnet suffers an attack, intelligence suggests an attack may be likely or a threat or vulnerability is “critical” as indicated by its CVSS score. 
a.	Minor incidents/issues shall be raised on JIRA GQS service desk and allocated an individual reference number: any employee may add an issue. 
b.	The management team will close the issue/incident when satisfied that acceptable corrective action(s) has been taken
c.	Escalation of a ticket directly to senior members of the IG/IS Steering committee will used for significant issues. these will be progressed and closed as detailed below.
6.	The IG/IS/ISO management team will monitor investigations and actions taken to ensure appropriate corrective action is taken, e.g. update policies/procedure, risk assessment, IaaS or software fix.
7.	When the management team, and where required the SIRO, is satisfied all possible actions have been taken, the issue shall be resolved and the mitigation plan assessed for success for closure.
8.	In the event of the CIRP being invoked then the incident will be managed by the Computer Security Incident Response Team (CSIRT) with additional resources included as necessary.
9.	All potential impacts and risks (financial, public perception, confidentiality etc.) are considered when a risk incident is reported. As the contractual Data Processor, Graphnet will notify the customer (Data Controller) within 24 hours. The Data Controller however must make its own independent assessment and make the decision to report to the ICO.
10.	Graphnet complies with GDPR and Data Protection laws and will report relevant security incidents in accordance with that legislation.  Graphnet will report any security incidents to the customer in line with the contractual obligations.		n/a
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